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|Top Attackers | n DDoS- Def ence |

Attacker Address

Site

Device Action

Count

|Attacker Country

|Target Address

Signature

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3001
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 16
82. 145. 218. 194 Eur ope 147.237. 76. 42 refuah.idf.il Block Ip Véb In drop 7
82.81.12.22 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3

93. 174. 93. 218 Net her | ands 147.237.77. 226 ww chanat z. aka. i df . i | bl ock-sp-traf 1 drop 2
146. 185. 239. 100 Russi an Federation 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 1
218. 103. 243. 231 Hong Kong 147.237.76. 42 refuah.idf.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count

87.69. 161. 149 I srael 147.237.77. 216 dover.idf.il |[13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249.81. 133  |147.237.72.166|lhited Sates  |aka idf.il ET SCAN NVAP -sA (2) 2
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
125.208. 14. 181 [147.237.72.14 |China dover.idf.il (ol dET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.0.200 |Netherlands . i df il ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 130. 3 147 237 77 216 |1 5 ael dover i df il ET DOS Large anount of TCP ZeroVWndow - Possible Nkiller2 DDos 1
attack
212.179. 245. 74 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
185. 130. 5. 29 147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
168. 62. 238. 153 [147.237.8.14 |Wnited Sates e.orchot.idf.il [ET SCAN NVAP -sS w ndow 1024 1
125. 208. 14. 181 [147.237. 72. 166 |Chi na aka.idf.il portscan: TGP D stributed Portscan 1
121.201.27.61 |147.237.76. 202 |Chi na ehalag.idf.il |[ET SCAN Potential SSH Scan 1
89. 163. 145. 107 |147. 237. 77. 216 |Ger many dover.idf.il ET SCAN Potential SSH Scan 1
66.249.81.218 |147.237.77.216|Wited Sates  |[dover.idf.il portscan: TCP D stributed Portscan 1
173. 163. 191. 105|147. 237. 77. 216 |Lhited Sates  [dover.idf.il portscan: TGP D stributed Portscan 1
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 30
208.115.111.68 |lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 25
41.137.68.141 |Mbrocco 147. 237. 77. 216 |dover i df . Bad TCP sequence m’gﬁsg ;ansm't wehdifferent | onitor |24
46. 19. 85. 117 I sr ael 147.237.72. 167 |i shurimaka.i of .i [Bad TCP sequence I'nval i d ACK nunber noni t or 18
212.21.66.6 Ger many 147. 237. 77. 216 |dover. i df . Streaning Engine: TCP Invalid invalid segnent retransmssion drop 16
Ret r ansni ssi on Packet dr opped.
207. 195. 249. 187|lhited Sates [147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 15
2.52.188. 87 | srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
2.54.47.65 I sr ael 147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
46. 19. 85. 81 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
109. 65. 161. 199 |Israel 147.237.72. 166 |aka. i f .11 Streamng Engine: TCP Invalid  invalid segnent retransnission drop 12
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 81 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 12
46.19. 85. 113 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence I'nvalid ACK nunber noni t or 11
185. 120. 126. 122 147.237. 72. 167 |i shurimaka.i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
80.246. 136. 160 |l srael 147.237.77. 23 |mmbit i1 | S2M NG Engine: TP Invalid —invalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
2.52.188. 87 | srael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
2.52.188. 87 I 'srael 147.237.0.34 |tikshwv.idf.il |[Bad TCP sequence Inval i d ACK nunber alert 7
2.52.188.87 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
2.52.188.87 I srael 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence Invalid sequence nunber noni t or 7
2.54.170. 76 I'sr ael 147, 237.72. 167 | surimaka i i | | €A NG Engine: TQP Invalid  invalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dropped.
2.54.35. 237 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid sequence nunber noni t or 6
109.67.6.155  |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
5. 29. 60. 59 I srael 147. 237. 72. 166 |aka. i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
2.54. 35, 237 I sr ael 147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
94.188.248.67 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
79.178. 6. 221 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 6
109. 65.138.89  |Israel 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
46. 19. 85. 113 I sr ael 147.237.77. 233 |atal .idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
2.54. 35. 237 I sr ael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
169. 139. 224. 98 |Wnited Sates |147.237. 77. 216 |dover.idf . il Streaning Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 75 I srael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 6
84.94. 56. 141 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
94.188.248.67 |[lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
85. 250. 236. 129 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 6
2.54.35.237 I srael 147. 237.72. 156 |anan. i of . i | Bad TCP sequence Invalid ACK nunber alert 6
79.178. 6. 221 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 6
84.95. 214. 3 I sr ael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransni ssi on Packet dr opped.
46.19. 86. 56 I srael 147.237. 77, 243|obi e i or 11 | €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
85. 250. 236. 129 |l srael 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nval i d ACK nunber noni t or 6
2.54.35.237 I srael 147. 237.72. 156 |anan.i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 113 I 'srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 86. 69 I srael 147. 237. 77. 216 |dover.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
176.13.22.119 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
37.26.148.150 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
79.182.148. 146 |lIsrael 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nval i d ACK nunber noni t or 5
31.210.187. 188 |[lIsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
79.182.167. 164 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
41. 33.232. 66 Egypt 147.237. 77. 216 |dover.i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
37.46. 39. 103 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
176.13.22. 119 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
41.137.68.141  [Morocco 147.237.77. 216 [dover.idf. il Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
109. 253. 150. 181 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 62
213.57.230.97 |Israel 147.237.0.34 |tikshuv.idf.il ;ig'?;”yzgé ;;'e Sane Response Qode (404) in Session from Bl ock 48
46. 19. 85. 186 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 36
80.246.137.97 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 26
Unaut hori zed URL Access to
81.218.17. 4 | srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i df . i1/tenpl at es/ opr ol escat egory/ oprol escat egory.in.as |B ock 7
px
176. 13. 2. 60 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 85. 134 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
80. 246. 139. 185 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
109. 67. 150. 99  |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
95. 86. 81. 97 I srael 147.237.77. 216 |dover.i df . il Ostributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
162.243.3.218 |lhited Sates |[147.237.77.216|dover.idf.il Mil tipl e Unaut hori zed URL Access from 162.243. 3. 218 B ock 2
93.174. 93. 218 Net her | ands 147.237.77. 226 r”\:,\ll chamat z. aka. i d Mitiple Illegal Byte Gode Character in Method from93.174. 93. 218 |B ock 2
195. 154. 146. 225|France 147.237.77. 216 |dover . i df .i | Dstributed I11egal HITP \ersion B ock
149.78. 44. 149 I srael 147.237.77. 216 |dover.idf .l Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock
93.174. 93. 218 Net her | ands 147.237.77. 226 ¥“A:AII chamat . aka. i d Miltiple NILL Character in Method from93.174. 93. 218 B ock 2
50. 62. 161. 96 Lhited Sates [147.237.77.74 |lawidf.il O stributed PHP Attenpt B ock 2
46.19.86.79  |Israel 147.237.77. 243 |nobi | e. i df . i | thaut hori zed URL Access to Bl ock 2

nobi | e.idf.il/categorytenplates/listchil ddocunent s/ 1302
D stributed Uhaut hori zed URL Access on

173.163. 191. 105|lhited Sates [147.237.77.216 |dover.idf.il vaw i i |/ 894- en/ i dff gdover . aspx Bl ock 2
109. 65. 39. 91 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
46. 19. 86. 109 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
66.249.78.254 | srael 147.237.72. 166 |aka. i df . i | thaut hor i zed URL Access to B ock 1

wan aka. i df . i1/ i mai n/ gi yus/ gener al . aspx
O stributed Unaut hori zed URL Access on

107.178.194.79 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
31.168.100.81 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
157.55.39. 146 |lhited Sates [147.237.72.166|aka.idf .il Lhaut hori zed URL Access to 147.237.72. 166/ B ock
5.29. 227. 158 I srael 147.237.77.74 |lawidf.il D stributed Uhaut hori zed LR Access on ww | aw i df.il/xnbrpc. php [B ock
. . D stributed Whaut hori zed URL Access on
79.182.114.63 |lIsrael 147.237.72. 156 |aman. i df . i | - i1/ https: /v Y B ock 1
109. 160. 253. 22 |l srael 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
50.62.161.96  |Wnited Sates |147.237.77.74 |lawidf.il Distributed thaut hori zed LR Access on B ock 1

wWaw nag. i df . i |/ xm rpc. php

wwy. chamat z. aka. i d

93.174.93.218 |Netherl ands 147.237.77. 226 £l Illegal Byte Gode Character in Mthod B ock 1
213.151. 43. 223 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None 1
2.54.178.4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
79.179.118.87 [Israel 147.237.77. 216 |dover.i df . il D stributed Waut hori zed URL Access on waw i df . il/xnrpc. php B ock 1
46.19.86.120 | srael 147. 237.77. 216 |dover . i df . i | \')‘I’ Io: iaﬁliinu}t;;ff&b;\ﬁl_iaﬁsjgi;; om 46. 19. 86. 120 (Fr ot ocol None 1
84.108.248.170 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
192. 116. 158. 98 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
37.142.68.72  [Israel 147.237.77. 176 |nat pash. i df .i | \?m;\:;)g:: _eid dmalu/t;r?hrri ;Edpr:? Access on Bl ock 1
81.218.207.58 |Israel 147.237.76.31 |nakchal .idf. il Dstriut ed Lhaut hor rzsg r;% Access on Bl ock 1
173.252.74.121 |lnited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessions: sigal gs S Attack None 1
75. 65. 0. 252 Lhited Sates [147.237.77.176 |nmat pash. i df.il Unaut hori zed URL Access to v cogat . i df.il/xnirpc. php B ock 1
109. 65. 186. 57 |l srael 147.237.77.74 |lawidf.il D stributed Uaut horized URL Access on ww | aw i df.il/xmrpc. php [B ock 1
5.102. 254.194  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80.82.65.82  |Netherlands [147.237.77.216 |dover. i df.il Dstri buted thauthor| 2ed AL Access v Bl ock 1
109. 253.221. 97 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessions: sigal gs DoS A tack None

66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/giyus/asp/ giyus. asp B ock

46.117.13.90  |israel 147.237.76.42 |refuah.idf.il o ;;?u;gd42t}h§tu)tllh;rslﬁ:rdec:;'?_e ocess on Bl ock 1
85. 250. 18. 0 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
207.46.13.148 |Uhited Sates |147.237.76.31 [nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
5.29.137.179 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.180. 176. 144 |Israel 147.237.77.74 |lawidf .il Ostributed PHP Attenpt B ock 1
109. 160. 253. 22 |l srael 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock 1
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