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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3112
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 453
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegoti ati on-Qd i forward 122
0.0.0.0 147.237.77.216 dover.idf.il HITP Page H ood Attack drop 10
84.109. 229. 151 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 6
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page Fl ood Attack forward 6
122. 53. 166. 142 Phi | i ppi nes 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
219. 128.162. 199 Chi na 147.237.76. 201 e atal.idf.il Bl ock_Udp All _Nets drop 1
219. 128. 162. 199 Chi na 147. 237. 76. 202 e halag.idf.il Bl ock Udp All Nets dr op 1
207.46. 13. 158 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 1

23. 95. 50. 58 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il |Bock Np All _Net drop 1
173. 252. 88. 188 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site

203. 236. 50. 22 Korea, Republic of 147.237.77. 216 dover.idf.il Q14: HITP. Fuck in url B ock 24
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

‘S’te

‘Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il |Tehila - Perl LWP wth fake user agent 3
80.246. 139. 67  [147.237.77. 216 |l srael dover.idf.il |portscan: TCP Distributed Portscan 1
80. 179. 9. 227 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
220. 231. 195. 122|147. 237. 76. 199 |Chi na e.nakchal .idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
62.219. 191. 203 |[147.237.77. 216 |l srael dover.idf.il |portscan: TCP Distributed Portscan 1
220. 231. 195. 122|147. 237.8. 14  |China e.orchot.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
37.231.21.253 |147.237.77. 216 |Kuwai t dover.idf.il |portscan: TCP D stributed Portscan 1
212.25.84.200 |[147.237.77.216 |l srael dover.idf.il |portscan: TCP Distributed Portscan 1
177.204.4.160 [147.237.0.33 |Bazil Pdf.il Ilit SOmA:\I aIBeg?;LO;fI BrthuZulj): Zef ast inbound Tel net Qonnecti ons, 1
119. 247. 247. 125(147. 237.8. 14 |Hong Kong e.orchot.idf.il Ili—t Snotﬁ:\;Begz‘;:qO;?I BUJ:JEUEL: zef ast i nbound Tel net Connect i ons, 1
109. 65. 51. 203  |147.237. 77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
81.218.40.194 |147.237.77.216|Israel dover.idf.il |portscan: TCP D stributed Portscan 1
80. 246. 136. 167 |[147.237.77.216 |l srael dover.idf.il |portscan: TCP Distributed Portscan 1
220. 231. 195. 122|147, 237. 76. 199 |Chi na e.nakchal .idf.i|ET SCAN NMAP -sS wi ndow 4096 1
66.175.213.187 |147.237.76.34 |lhited Sates |yohalan.idf.il |ET SCAN NVAP -sS w ndow 1024 1
220. 231. 195. 122|147, 237. 76. 199 |Chi na e.nakchal .idf.i|[ET SCAN NVAP -f -sS 1
50.87.144. 145 |147.237.77.216|lhited Sates |dover.idf.il [portscan: TCP D stributed Portscan 1
212.199. 69. 1 147.237.77. 216 (I srael dover.idf.il |portscan: TCP D stributed Portscan 1
163.172. 13. 173 [147. 237. 76. 30 LKJ?i;:gom himush.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
109. 67. 163. 34  |147.237.77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
82.80.181. 173  [147.237.77. 216l srael dover.idf.il |portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
141. 8.132. 112 gs::;”ion 147.237.72. 166 |aka. i f . ;; ?Zr:sr;? si?gcl)r?e: TeP Invalid Lg‘éi’;td dsreggggé_ retransmssi on. drop 90
84.94. 221. 96 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 57
54.244.22.103 |lhited Sates 147.237.0.34  |tikshuv.idf.il dr op First packet isn't SN drop 31
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf .i | drop SAMrule drop 30
109. 253. 134. 190 I srael 147.237.76.42 |refuah.idf.il  |Bad TCOP sequence mdr;tvrsagnlt Wth different moni tor |22
78. 54. 99. 147 Ger many 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 21
2.52.187.51 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 20
2.52.34.159 I srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
5.22.134.230 [ srael 147.237.72. 166 |aka.i df . Strean ng Engi ne: T Invalid finvalid segnent retransnission drop 15
Ret ransni ssi on Packet dropped.
176.13.15.14  |israel 147.237. 77, 243 wbi e i o1 | S ng Engine: TCP Invalid finvalid segnent retransnissi on. drop 15
Ret ransni ssi on Packet dr opped.
46. 19. 86. 30 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d AGK nunber noni t or 13
79.178. 150. 161 |Israel 147, 237.76. 200 [ei tan aka. i o i1 || S NG Engine: TP Invalid Jinvalid segnent retransmssion. | o 12
Ret ransni ssi on Packet dropped.
2.54.151. 20 I srael 147.237.72. 166 |aka. i f . Strean ng Er?gl ne: TCP Invalid finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
93. 198. 142. 243 |Ger many 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber moni t or 12
149. 78. 241. 158 I srael 147. 237, 72. 167 i shurimaka i of || €M NG Engi ne: TCP Invalid finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dropped.
37.26.148.207 |[lIsrael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
80. 246. 139. 251 |l srael 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
141.0.13. 176 Nor way 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
79.177.53. 56 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 9
46. 19. 85. 28 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 8
46. 19. 85. 68 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
31.210. 187. 239 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 8
122.53. 166. 142 |Phili ppi nes 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46. 19. 85. 194 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 7
84.108. 82. 99 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 194 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
84.228.220. 175 |lsrael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop 6
46.19. 85. 152 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACGK nunber noni t or 6
189. 248. 225. 179|Mexi co 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46. 19. 85. 194 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 120. 28. 83 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
79.179.117. 123 |lsrael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
85. 65. 239. 34 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
176.13.19.10  [Israel 147.237.77. 243 |rvit e i1 | AM NG Engine: TCP Invalid - invalid segnent retransmssion. |, o 6
Ret ransni ssi on Packet dropped.
46.19. 85. 194 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
79.176.29.213  |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
85. 65. 239. 34 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nmoni t or 6
84.228.149. 195 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jimvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
46.19.85.194  |israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence V?:;ﬁsrczlt ;ansm wthdifferent | onitor |6
46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
109. 67. 36. 73 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 5
79. 179. 50. 97 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 85. 249 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
41.33.232.66 Egypt 147.237.77. 216 [dover.idf i Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 5
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46. 19. 85. 194 I srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout alert 5
5.22.135. 170 I srael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.19. 86. 51 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 5
109. 67. 36. 73 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber alert 5
37.46.39.185 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 47 | srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 163
2.54.152.163  |Israel 147.237.0.19 |nadimatal .idf. i ;02 4'.\"1F'Sy2.°1fﬁéhe Sane Response Qode (404) in Session from Bl ock 113
2.54.152. 163 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode Bl ock 104
79.181. 60. 34 I srael 147.237.0.34 |tikshuv.idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 34
109. 253. 208. 220l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 18
80.246.137.56 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode Bl ock 10
109. 253. 195. 220|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
46.19. 85. 119 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response CQode Bl ock 6
79.178.183.121 [Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 79.178. 183. 121 Bl ock 5
89. 139. 237. 141 |l srael 147.237.0.19 |nmadi matal . i df. i |Suspicious Response Code B ock 5
176. 13. 15. 14 I srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code Bl ock 3
109. 253. 207. 101l sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode Bl ock 3
109. 253. 140. 228l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
79.178.31.109 [israel 147.237.77.74 |lawidf.il Dstributed PHP At tenpt Bl ock 2
66. 249. 69. 26 I srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 2
46. 19. 85. 255 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
109. 253.145.0 |Israel 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response CQode Bl ock 2
72.9.148.10  |[united Sates [147.237.76.86 |navy.idf.il m";gsry' e o e/ navy. aspx. asp Bl ock 2
2.52. 157. 204 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
107.178.194.79 |Uited Sates  [147.237.77. 216 |dover. idf i1 [D ST outed 1T§;f:§g;§?ﬁe%vpe‘ff:p;” B ock 2
69.194.230.99 |lhited Sates [147.237.76.200|ei tan. aka. i df . i | |Wauthorized URL Access to eitan. aka.idf.il/wp/ wp-adm n/ B ock 1
109. 65. 147. 34 |Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 109. 65. 147. 34 Bl ock 1
31.168.114. 111 |[lsrael 147.237.77. 170 |maar achot . i df . i | |Whaut hori zed URL Access to naarachot.idf.il/xnmrpc. php B ock 1
79.183. 148. 166 |l srael 147.237.77.216|dover . i df . i | Dstributed PHP Attenpt Bl ock 1
185.32.179. 44 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
5.29.2.229 I srael 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to waw navy. i df.il/xmnirpc. php Bl ock 1
79.180. 176. 144 |l srael 147.237.77. 170 |maar achot . i df . i | |Dstributed PHP At tenpt B ock 1
149. 88. 217. 131 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 1
64.71.32.27 Lhited Sates [147.237.76.200|ei tan. aka. i df . i | |haut horized URL Access to eitan. aka.idf.il/wp-admin/ Bl ock 1
95. 86. 80. 201 | srael 147.237.72.166 |aka. i df . i | Mil tiple Uhauthorized URL Access from 95. 86. 80. 201 B ock 1
216.46.190.188 [Lited Sates [147.237.72.166|aka. i df .i | m“atkh:ri idf_eidl /'\':;j';f/’gi mgn(graj aspx Bl ock 1
2.52.183.198 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
79.178.31.109 |[Israel 147.237.77. 170 |n@arachot . i df . i | |O stributed Whaut hori zed URL Access on maarachot.idf.il/xmrpc.php [B ock 1
109. 253. 136. 42 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46.120.63.121 |[Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs oS At ack None 1
84.110.209.37 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
206. 172. 28. 222 |Canada 147.237.77. 216 |dover. i df . il Unhaut hori zed URL Access to wawidf.il./ B ock 1
46. 19. 85. 180 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
80. 246. 136. 167 |l srael 147. 237.77. 216 |dover . i df . i | %{“&;ﬁﬁfﬁ?ﬁ'ﬁgﬁf& - Protocol violation None 1
193.90.12.90  |Norvay 147.237.77. 216 |dover i df i1 | e i aover st B ock 1
79.177.23. 39 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to www i df . i|/dover/site/ nai npage. asp B ock 1
109. 67.228. 61  |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
107.178.194.83 |Wited Qates  [147.237.77. 216 |dover. i df . i | D stri bt ec 1T§;f;§;gfﬁe'f'javﬁcfssp£” Bl ock 1
5.102. 246. 13 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df.il/main/ Bl ock 1
79.181.211. 119 I srael 147.237.76.42 |refuah.idf.il Smirr;fbulgj: dwfg'ﬁﬂr/i;;?pﬁh's“ess on B ock 1
66.249.78. 254 [ srael 147.237.72. 166 |aka. i df . i | mnsk“;izéf”. et n/agri";;ui‘l);;geri;.aspx None 1
50.62.177.129 |Whited Sates |147.237.77.216|dover.idf .il Dstributed PHP A tenpt Bl ock 1
90. 203. 61.5 Ei“ir]tgegom 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt Bl ock 1
213. 133. 104. 105|Ger many 147.237.77.216|dover. i df . il Ostributed PHP At tenpt Bl ock 1
2.54.152.163 | srael 147.237.0.19 |nadimatal .idf.i ;02 :‘Eyzlolfeéhe Sane Response (bde (403) in Session from Bl ock 1
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