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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3018
82. 80. 136. 93 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 12
79.182.186. 220 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
175.136.191. 119 Ml aysi a 147.237.76. 34 yohal an.i df .i | B ock Udp All Nets drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
188. 168. 17. 185 Russi an Federation 147.237. 76. 197 e. hinush.idf.il B ock UWp Al _Nets drop 1
23. 95. 50. 58 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock Np Al _Net drop 1
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack dr op 1
194. 90. 131. 82 | srael 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
185. 81. 158. 41 147.237.76. 148 gacenter. aka.idf.il Bock Np Al _Net drop 1
23. 95. 50. 58 Lhited Sates 147.237.76.176 test.ncore.idf.il B ock Np Al _Net drop 1
114.214.191. 242 Chi na 147.237. 76. 197 e. hinush.idf.il B ock UWp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker GQountry Target Address |Site Sgnature Devi ce Action |Count
51. 254, 32. 63 Uni ted Ki ngdom 147. 237. 72. 166 aka.idf.il Cl06: HITP. rmaj estic bot ock 1
198. 20. 69. 77 Lhited Sates 147.237.76. 176 test.ncore.idf.il [13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

Attacker Address [Attacker Gountry |Target Address ([Ste Signature
148. 251. 130. 181 |Ger many 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 117
148. 251. 130. 181 |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti nmeout |reject 117
54.244.22.103 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 72
54.244.22.103 |whited Sates 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 70
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
Sreaning Engi ne: TCP i i ssi
176.13.13.30  [israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng Ehgi e Invalid segnent retransmssion. | . 20
Inval i d Retransnission Packet dropped.
46. 19. 85. 16 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |20
46.19. 86. 164 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
192.118. 27. 253 |l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber nonitor |16
109. 253. 218. 160 sr ael 147.237.77. 233 |atal i df il Bad TCP sequence SiNretransmt wth different oo |14
w ndow scal e
46. 19. 86. 218 I srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |13
192.118. 27. 253 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |12
46. 19. 85. 18 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
46. 19. 86. 164 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber moni tor |12
reanin ine: T i i ssi
149.78.243.96 | srael 147.237.72. 166 |aka. i df .| Streamng Engi ne: TCP Invalid segnent retransmssion. | . 12
Inval i d Retransnission Packet dropped.
reaning Engi ne: T i
109. 65.23.249 | srael 147.237.72. 167 | shurimaka idr i1 | €amng Engi ne: TCP Invalid checksum Packet drop 11
I nval id Checksum dr opped.
46. 19. 86. 237 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 11
46. 19. 85. 18 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 10
Pal estini an . . -
176. 65. 6. 96 Territory, Creupied 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 10
reaning Engi ne: T i i ssi
2.54.148. 57 I'sr ael 147.237. 72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. | ., 9
Inval i d Retransnission Packet dropped.
192.118. 27. 253 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 8
46.19. 85. 18 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber alert 8
46. 19. 85. 18 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |8
Sreaning Engi ne: TCP i i ssi
176.13.6.38 I srael 147. 237. 76. 200 |ei tan. aka. i df . i | mng gl e Invalid segnent retransmssion. |, 8
Inval i d Retransnission Packet dropped.
. . SYNtAXK retransmt with .
37.26.146.198 |Israel 147.237.77. 176 |nat pash. i df .i Bad TCP sequence di fferent w ndow scal nonitor |6
Sreamng Engi ne: TCP i i ssi
82.81.17. 28 I srael 147. 237. 72. 166 |aka i of . i | mng tngine. Invalid segnent retransmssion. f 6
Inval i d Retransnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
80.179.13.39  |israel 147.237. 72. 166 |aka. i df . i mng tngine. Invalid segnent retransmssion. | ., 6
Inval i d Retransmnission Packet dropped.
Sreaning Engi ne: TCP i i ssi
84.94.111.58  |Israel 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dropped.
80. 246. 137. 175 |[lIsrael 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 6
Sreamng Engi ne: TCP i i ssi
109. 64.30.213 | srael 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dr opped.
85.114.118.30 | estinan 147. 237. 72. 156 |anan. i of . | SYN At t ack SYN -> SYN-ACK -> Timeout [reject 6
) ) ) Territory, Qcupi ed ) T o
192.118. 27. 253 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 6
Sreamng Engi ne: TCP i i ssi
185.3.144.15 | srael 147.237.72. 166 |aka.i df . i mng Engine: 1 Invalid segnent retransmssion. |, 6
Inval i d Retransmi ssion Packet dr opped.
46.19.86.148  |[israel 147.237.77. 226 [\ chamatz.aka.idf a4 TOP sequence Invalid ACK nurber monitor |5
46.19. 85. 24 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
46.19.85. 24 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or
109. 253. 218. 160|l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert
37.26.146.198 | srael 147.237. 77. 216 |dover . i df . i Bad TCP sequence SYNFACK retransmt with monitor  [5
di fferent w ndow scal e
109. 253. 218. 160! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
37.26.146.214 |[lIsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 86. 226 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or
195.34.150.18 |Austria 147. 237. 77. 216 |dover i of .i Bl ock HTTP Non Conpl i ant g::t;ed to handie connection \pnitor |4
S reani ng Engi ne: TCP i i ssi
65.55.210.28  |nited Sates 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine: ! Invalid segnent retransmssion. | 4
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP ' i ssi
157.55.39.197 |Wited Sates 147. 237.72. 166 |aka. i of .11 mng tngine: 1 Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dropped.
2.54. 44,234 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
S reaning Engi ne: TCP i i ssi
40.77.167.105 |Uited Sates 147.237. 72. 166 |aka. i df . i mng gl ne. Invalid segnent retransmssion. | ., 4
Inval i d Retransnission Packet dropped.
192. 118. 27. 253 |l srael 147.237.76.42 |refuah.idf.il dr op Frst packet isn't SYN drop 4
Pal estini an . . -
213. 244. 84. 242 Territory, Creupied 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 4
S reaning Engi ne: TCP i i ssi
207.46.13.108 |Wited Sates 147.237.72. 166 |aka. i df . mng tngine: ! Invalid segnent retransmssion. |, 4
Inval i d Retransmnission Packet dropped.
165.225.72.80 |Uited Sates 147.237.76.31 |nakchal .idf.i| Bl ock HTTP Non Conpliant |7'ed tohande comection 0o |y

dat a
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 201 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 99
46.19. 85. 76 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 75
46.19. 86. 201 I srael 147.237.0.19 [madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 43
149. 88. 48. 164 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 149. 88.48. 164 |B ock 22
46.117.233.201 |israel 147.237.0.34 |tikshuv.idf.il ng’l'\l'a?rfyzg_ ;gi Sane Response (bde (404) in Session from Bl ock 14
46. 19. 85. 254 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 10
192.116.232.69 |Israel 147.237.77.216|dover. i df .i | Mil tipl e Lhaut hori zed URL Access from 192.116. 232. 69 B ock 10
149. 88. 224. 168 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock
37.26.149.140 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
165.225.72.80 |UWited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 4
46.19.86.201  |israel 147.237.0.19 |nadimatal .idf.il E:;?::;I T‘i"fjf_\iAIc;ﬁgﬁl,%g@”;:{'gé;ﬁ;g deriStxthbile in g o 4
81.218.70.243 |lsrael 147.237.76.31 |nakchal .idf.il Mil tipl e Unaut horized URL Access from 81.218. 70. 243 B ock 4
37.26.147.233 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 3
109. 253. 213. 100]I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253. 140. 84 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
81.218.241.25 |[Israel 147.237.77. 216 |dover.i df .i | Mul tipl e Unaut hori zed URL Access from 81.218. 241. 25 B ock 3
85.250.199. 42 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/ 1/ Bl ock 3
165.225.72.80 |Uited Sates [147.237.76.31 |nakchal .idf.il Mil tipl e Unaut horized URL Access from 165. 225. 72. 80 B ock 3
212.76.102. 250 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
132. 70. 66. 12 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
204.13.200. 200 [United Sates [147.237.77. 216 |dover. i df i | b stri bt oc 1T§;_t;§gi3§_egeﬁvﬁcfsspsn Hock |2
109. 253. 213. 100]lI srael 147.237.77.243|nobi [ e.i df . i | Ml ti pl e Unaut hori zed URL Access from 109. 253, 213. 100 B ock
109. 253. 199. 215]I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Qharacter in URL Bl ock
109, 253. 213, 100 i srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂtg?éleie?/ t‘;eggrcyisemztesnistch”ddocumms/ s Bl ock 2
46. 19. 85. 74 I srael 147.237.77. 216 |dover . i df . i | Distributed Ml forned URL B ock 2
213. 151. 38. 209 |israel 147.237.72. 166 |aka. i df . i | m”;gri' ;ﬁdi |Lﬁ;u¢ff§fzsxrceyi nages/ body/ i rages! i 1. pg Bl ock 2
192. 116. 239. 196|I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/nain/scripts/css3pie. htc [B ock
46. 19. 85. 74 I srael 147.237.77.216|dover .i df . i | D stributed Whknown HTTP Request Met hod B ock
61.216.2.14  [Taiwan 147.237.76.86 |navy.idf.il %ngﬁﬂfgﬁfefﬂ“fg - Protocol vidlation None 1
176.13.14. 237 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
40.77.167.105 |Whited Sates [147.237.77.226 \le\:AII chamat z. aka. i d Uhaut hori zed URL Access to vww chamat z. aka. i df.il/tenpl ates/fag/ |B ock 1
107.178.194.79 |Wited Sates [147.237.77. 216 |dover. i df .i | bt :idtf"fti?‘j 1T§;f;§giggfﬂe%v’;‘;‘ff§p;” Bl ock 1
31.13.110.106 |ireland 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
84.228.145. 174 |Israel 147.237.77.233atal .i df .il ot ed Mahor zed W _A:;:;fs o Bock |1
46.121.194. 119 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
Unknown Paraneter docld in
149.88.71. 227 |Israel 147.237.72. 166 [aka. i df . i | vwwu aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i neges/ nast er/ f avi ¢ [None 1
on. gif
2.52.154.204  [israel 147.237.76.42 |refuah.idf.il ot ayted pauthorized éﬁuaﬁcg‘zspi on HBock |1
79.182.13.146 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
212.76.102. 250 |[lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to ww aka. i df . i |/ adguar d- aj ax- api / api B ock
109. 253. 218. 160]I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
46.19.85.74  |[Isreel 147.237.77. 216 [dover . i df . i | 001 Gaco8r6Ton8! 000, | at ss6-f acebookIaES Hock |1
109. 253. 138. 237|l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwy aka. i df. i/ main/giyus/ B ock 1
66.249.93.102 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/favi con. i co B ock
185. 127. 10. 40 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v i df . il /mai n/ hone/ def aul t. aspx B ock
86. 145. 136. 179 zi;g’gom 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
54.153.32.246 |Wnited Sates |147.237.77.170|nmar achot . i df .il Unaut hori zed URL Access to 147.237.77. 170/ B ock 1
149. 78. 136. 147 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
2.54.39. 110 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.52.12. 149 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
73.136.215. 236 |[Lhited Sates [147.237.77.176 |nat pash. i df.il eMii | Hoarding B ock 1
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