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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3129
79.182.173. 196 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 24
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3

23. 95. 50. 58 Lhited Sates 147.237.76. 196 e.svivaidf.il Bock Np All Net drop 1
71.6.165. 200 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il |Bock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Oount

185. 73. 39. 108 147.237.0. 34 ti kshuv.idf.il [22280: HITP. Joomha Qbject Injection Wi nerability B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste Signature
46.19. 86. 216 147.237.72.167 |Israel ishurimaka.idf.il |PCLI CY- OTHER TCP packet with urgent flag attenpt 7
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Country
79.177.209.71 | srael 147.237.76.42 |refush.icf.il  |Bad TCP sequence ?Z;;e”ansm't with different wndow | ovor 268
172.56.38. 6 Lhited Sates |147.237.77.176 |natpash.idf.il drop First packet isn't SYN drop 33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46. 19. 85. 135 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval id ACK nunber noni t or 25
2.54.141.202  |Israel 147.237.76.31 |nakehal ior.i1 | €aMNg Engine: TCP Invalid finvalid segnent retransmssion. Packet | op 24
Ret r ansmi ssi on dr opped.
109. 173.70. 24 :Z(Sai an 147.237.77. 234 |hal ag.idf .il dr op First packet isn't SYN drop 20
ration
188. 32. 229. 149 gj:ia”. 147.237.77. 234 |nal ag.i f .i 1 drop First packet isn't SWN drop 17
ration
213.8.204.58  [Israel 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence ?Z;;e”ansm't with different wndow |onivor |14
46. 19. 86. 216 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
46. 19. 86. 94 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
46. 19. 86. 216 | srael 147.237. 72. 167 |i shuri maka.i df . i [dr op First packet isn't SN drop 12
46. 19. 86. 216 | srael 147.237.72. 167 |i shurimaka.idf . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
46.19.86.122  |[israel 147. 237.77. 216 |dover . i df .i | Bad TCP sequence mﬁﬁsg rea”S”“ wthdifferent | oonitor |11
79.176. 26. 29 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 10
2.54.185.133  |Israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
79.176.26.29  [Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nvalid ACK nunber monitor |10
192. 114. 105. 254l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 10
2.54.135.240  |Israel 147.237.72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
62.0.197. 85 | srael 147.237.72. 166 |aka. i df. il dr op Frst packet isn't SN drop 10
213.8.204.58  [Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence i{;;etransmlt wieh different wndow | onivor |10
46. 19. 86. 122 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
81.245.44.180  |Bel gi um 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect
192. 114. 91. 245 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransmssion. Packet drop 6
Ret r ansmi ssi on dr opped.
46.116.132. 172 |Israel 147. 237. 72. 156 |anan. i of . i | Bad TCP sequence noni t or
213.57.183.65 |lsrael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
46. 19. 86. 94 I 'srael 147.237. 77. 216 [dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
213.57.183.65 | srael 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsﬁl rea”smt wehdifferent — oonitor |6
2.54. 159. 80 I srael 147.237. 77, 243 |mbil e i 11 | S NG Engine: TCP Invalid finvalid segnent retransmssion. Packet drop 6
Ret r ansmi ssi on dr opped.
46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
80. 178.204. 116 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SN drop
37.26.149.209 |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid Jinvalid segnent retransnission. Packet drop 6
Ret ransni ssi on dr opped.
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 5
46. 19. 86. 216 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19.86.122  |Israel 147. 237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 5
147. 236. 238. 40 |l srael 147.237.76.86 |navy.idf.il dr op Frst packet isn't SWN drop 5
2.54.136.222  |Israel 147.237.0.34 |tikshwv.icr it |1 €aMNg Engine: TCP TCP segrrent out of naxi num alfowed |, ) 4
Segnent Limt Enforcenent sequence. Packet dropped.
106. 39.41. 161  |China 147. 237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
37.26.148.187 |Israel 147.237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
195.34.150.18 |Austria 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |4
46.19.86.216  [Israel 147. 237.77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
37.46.39. 88 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber nonitor |4
2.52.8.229 I sr ael 147.237.72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
41. 33.232. 66 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |4
93.172. 156. 114 |Israel 147.237.72. 167 [i shurimaka. i df .i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
106. 39.41. 161  |Chi na 147.237.77. 216 |dover.idf .il drop First packet isn't SYN drop 4
46.116.132. 172 |Israel 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
2.54.14.39 I sr ael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
8.37.228.77 g”;(’;ymus 147. 237. 77. 216 |dover . i df . i | Bl ock HTTP Non Conpl i ant Response out of state nonitor |3
213.8.204.17  |israel 147,237, 77, 243 |mbit e i i1 | ©AM NG Engine: TGP Tnval i d il id segnent retransmssion. Packet |y o, 3
Ret ransni ssi on dr opped.
79.179.53.115 |israel 147.237.72. 166 |aka.i df .l Streaning Engine: TCP Invalid Jinvalid segnent retransnission. Packet drop 3
Ret ransni ssi on dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19.86.208  |israel 147.237.0.19 |nadi matal .idf.il Zg?l'\:%y&oéoéhe Sane Response (e (404) in Session from Bock  [272
46. 19. 86. 208 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 104
46.19.86.208 |Israel 147.237.0.19 |nadi matal .idf.il ng’l'\g.i%y&o;oéhe Sane Response Code (403) in Session from Bock |79
37.26.147.249 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 12
185.32.179.29 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
46.19. 86. 148 I 'srael 147.237.77. 226 \é\;'W\iI'ICharmt z. aka.l Mil tipl e Unauthorized URL Access from 46.19. 86. 148 Bl ock 4
149. 88. 224. 168 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
213, 151. 38.209 |Israel 147.237. 72. 166 |aka. i df . i | chaut hor zed UL Access 1o rages! body/ | rages i .| bq Bock |3
109. 253.146.8 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 218. 160]I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
132.72.73.184 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gde Character in LRL Bl ock 3
109. 253. 133. 89 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 201 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
80.179.223.31 [Israel 147.237.77. 176 |nat pash. i df . i | m;&;;ttﬁ%ﬁﬁlftsrggfsfage/m}if‘f;;f 4229.1. o Bock |2
213.57.222.49 [israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i|/mai n/ sachar/undefined  |B ock
109. 253. 142. 62 |l srael 147.237.77.243|nobi | e.i df . i | Paraneter Type M ol ation Password in nobile.idf.il/sachar/login B ock
109. 253. 213. 100|I srael 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt:?réfz‘f? / (L:g_egpgrcyisesrl‘rptlz.tesll < ehi 1 ddooument </ 1362 Bock |2
193.43. 245. 250 I srael 147.237. 72. 166 |aka. i df . i | D str) buted Lhaut forl zed UL Access on Bock |2
Uhaut hori zed URL Access to
212.76.113.59 | srael 147.237.77. 216 |dover . i df . i | mhj(g: (;\éll(l’/] ;;sz'oﬁzzg?'ngzl&i(;‘éig'f gjsEﬁg‘_sf‘;;fg’;‘izgjlhd“sk_eiv)‘fy%gfhﬁ’Ta Bock |2
na
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 69. 26 B ock 2
109. 253. 198. 87 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
94.230.86.215 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
46. 19. 85. 54 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
212.76.127.111 |israel 147.237.76.30 |hi nush. i df . i| mucth??r;isﬁ_e;a]“ﬁ zfo,di Iﬁ?‘;—;férage/mes/ym.j o None 1
15.203.178.12 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 15. 203. 178. 12 B ock
184.168. 200. 186|Lhited Sates |[147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xnrpc. php B ock 1
79.177.209.71  |[israel 147.237.76.42 |refuah.idf.il 1D4§t ;igs_“;g_d‘l;;“;”hgsiﬁ:rdedﬁ‘e :e‘icissss on Bock |1
141.8.183. 16 :Zg::t”i on 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response Code B ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df.il/error.htm B ock 1
213.57.217.28 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 253. 135. 83 |l srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
37.26.149.128 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
194. 90. 128. 185 |l srael 147.237.77. 216 |dover . i df .i | Mil tipl e Unhaut horized URL Access from 194. 90. 128. 185 B ock 1
84.108.120. 173 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
68.180.228. 175 |Wnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
2.54.39. 39 I srael 147.237.77.243|nobi l e. i df . i | Dstributed Lhaut hori zed UR. Access on nobi | e.idf.il/sachar/index B ock 1
176.13.13.228 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
109. 253. 204. 234]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
54.153.33.152 |Lhited Sates [147.237.77.19 |lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ B ock 1
109. 65. 13. 193 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
46.19.85.144  |[israel 147.237.76.42 |refuah.idf.i L ated Lot horized ?Jaﬁc‘;zzi on Bock |1
212. 150. 215. 238l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
15.203.178.12 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwy aka. idf.il/main/miluin B ock 1
Unhaut hori zed URL Access to
66. 249. 69. 34 | srael 147.237.77.216|dover. i df . i | v i df . i1/t enpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ waw ynet . ¢ |Bl ock 1
0.il
84.109. 95. 47 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
37.26.149.183 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS A tack None 1
194. 90. 128. 185 |l srael 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to wawu i df.il/images/ 1. he/ back. png B ock 1
79.176. 26. 29 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.159. 80 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Atack None 1
184. 105. 139. 67 |[Wnited Sates [147.237.0.19 |[madimatal .idf.il Unaut hori zed LRL Access to 147.237.0. 19/ B ock 1
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