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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3168
212.199.112. 144 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 109
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets dr op 12
84.228.177.238 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
84.111. 225. 26 I srael 147. 237.72. 166 aka.idf.il Block Udp Al Nets drop 3
149. 78. 154. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
148.177.129. 211 Eur ope 147.237.76. 42 refuah.idf.il JLMPurple Gon Limt _Htp drop 3
148.177.129. 211 Eur ope 147.237.76. 42 refuah.idf.il JLM Under _Attack Con Htp drop 2

23. 95. 50. 58 Lhited Sates 147.237.76. 86 navy.idf.il Block Np All Net dr op 1
185. 81. 158. 41 147. 237. 76. 200 eitan. aka idf.il [Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry Target Address |Site |Slgnature

Devi ce Action ‘Count
149. 202. 48. 246 Ger many 147. 237. 72. 166 aka.idf.il Cl06: HITP. najestic bot B ock 1
46.120. 204. 172 I srael 147.237.72. 166 aka.idf.il Q008: HTTP. Xenu User Agent B ock 1
46.120. 204. 172 I srael 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent Bl ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry Signature
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il |Tehila - Perl LWP with fake user agent 2
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
148.177. 129. 211 |Eur ope 147.237.76. 42 |refuah.idf.il dr op Frst packet isn't SN drop 183
109. 253.140. 35 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence sszz:ge”ansm't weh different wndow | onivor oo
41.13.74.30 South Africa |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 44
148. 177. 129. 211 |Eur ope 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 34
79.183.103.200 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence i’;;e”a”sm weh different wndow | ooivor |33
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
148.177. 129. 211 |Eur ope 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |29
Sreamng Engine: TCP Invalid i i ssi
176.13.0.199  |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. Pecket |, 22
Ret r ansni ssi on dr opped.
148. 177. 129. 211 |Eur ope 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 21
148. 177. 129. 211 |Eur ope 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber monitor |21
41.239.25.227 |Egypt 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 20
172.56. 5. 130 Lhited Sates|147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
41.13.74.30  |South Africa |147.237.77. 216 |dover.idf .l Bad TCP sequence i’;;e”a”sm wth different wndow | pnivor  [19
2.52.15.69 | srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
79.183.103. 200 |Israel 147.237.77.74 |lawidf.il Bad TCP sequence S retransmt weh different wndow — \oonivor |17
46. 19. 85. 117 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 14
149.78.154.69 |Israel 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop 13
192. 115. 177. 2021 srael 147.237. 72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 12
2.52.6.154 I srael 147.237. 77. 216 [dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 11
80. 246. 130. 250 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni tor |11
41.239.25.108 |Egypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
80. 246. 130. 250 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber aert 10
2.52.150. 180 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
Sreaming Engine: TCP Invalid i i ssi
109.67.49.122  |israel 147. 237. 77. 243 |robi 1 e. i of . i | 9 =g nvalid segnent retransmssion. Packet |, ) 9
Ret ransni ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
132.64.83.22  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet |, 9
Ret r ansni ssi on dr opped.
31.168.170. 190 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
213.8.204.37  |israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence igge”ansm't with different wndow | ooyivor |8
S SYNHAK retransnit with different .
46. 19. 85. 186 | srael 147.237.72. 166 |aka. i df .i Bad TCP sequence i ndow scal 6 nonitor |8
46. 19. 86. 10 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 7
46.19. 86. 252 I srael 147.237.72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46.19. 86. 19 I srael 147.237. 72. 166 |aka.i df .i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 28 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber aert 6
46.19. 85. 152 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
2.52.45, 213 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 28 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 152 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |6
79.183.209.91 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence nonitor |6
Sreanmng Engine: TCP Invalid i i ssi
2.54.135.121  |israel 147. 237.77. 243 |nobi l e i f . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansn ssi on dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.182.140. 101 |Israel 147.237.72. 167 |i shuri maka. i o . 9 =g nvalid segnent retransmssion. Packet |, ) 6
Ret r ansn ssi on dr opped.
46.19. 85. 152 I srael 147.237. 77. 216 [dover.i df il Bad TCP sequence Inval id ACK nunber alert 6
Sreamng Engine: TCP Invalid ' i ssi
2.54.185.142  |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansn ssi on dr opped.
145. 225.60. 5 Ger many 147.237.76.86 |navy.idf.il drop Frst packet isn't SYN drop 6
104. 232.3.33 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
46. 19. 85. 152 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber nonitor |6
2.52.15.69 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
80.246.139.91 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
104. 232. 3. 33 147.237.77. 216 |dover.idf.i | Bad TCP sequence I'nval i d ACK nunber alert 5
Streaning Engi ne: TGP SYN Data received before SYN was
148. 177. 129. 211 |Eur ope 147.237.76. 42 |refuah.idf.il L L S dro 5
P Mbdi fi ed Retransnission acknowt edged. Stripping all packet data P
2.54,145. 93 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.148.213 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Too Many of the Same Response Code (404) B ock 149
37.26.148.213 |[Israel 147.237.0.19 |nadimatal .idf.il Dstributed Too Miny of the Sane Response Code (403) Bl ock 65
2.54.1.180 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 49
85.250.183.25 |Israel 147.237.0.34 |tikshuv.idf.il Distributed Too Many of the Same Response Code (404) B ock 11
176.13. 6. 215 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 5
149. 88. 48. 164 |l srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 149. 88.48.164  |B ock 4
37.26.148.213 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
176.13. 8. 96 I srael 147.237.77.243|nobi | e.i df . i | O stributed Uhaut hori zed LR. Access on nobi | e. i df . il /sachar/i ndex Bl ock 4
2.54.50. 138 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
109. 253.196.4 |l srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka. i df.il/404. htm Bl ock 3
2.54.176. 106 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
2.52.188.208 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il /v tikshuv.idf.il B ock 3
176.13.2.39 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 3
185.32.179.29 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code Bl ock 3
185. 32. 179. 207 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
52. 33. 66. 29 Lhited Sates [147.237.77. 216 |dover.idf.i | Mil tiple Unaut horized URL Access from52.33.66. 29 B ock 2
109. 253. 196. 145 sr ael 147.237.72.166 |aka. i df . i | m“;kr:: Lﬁdl /ﬁwgaﬁ\;‘;\paysl i p. s Bl ock 2
212.179.28.215 |Israel 147. 237.72. 166 |aka. i df . i | m”;:;rii;e'?Iﬁmﬁlcgfjjs;fomml o at Ul A Bock |2
46. 19. 85. 185 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None

149. 88. 48. 164 |l srael 147.237.72. 166 [aka. i df . i | Unaut hor i zed Method HEAD for waw aka. i df . il/main/ gi yus/ Bl ock

46.19. 86. 13 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
2.54.173.70 I srael 147.237.72.166 |aka. i df . i | m ;i:‘ftdfc.‘i Il‘?mhtcl’rk'szhif’/ il'; iplccess on Bl ock 2
2.52.183. 198 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
141.212.122. 177 |thited Sates |147. 237. 77. 176 |n@t pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ Bl ock 1
52. 33. 66. 29 Wited Sates |147. 237. 77. 216 |dover. i df . i | Distributed Uhauthorized LR Access on Bl ock 1

wa i df . i |/ 1133- 22638- he/ dover . aspx.
Unknown Par anet er

212.179.28.215 |[Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenPl acetol der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
D stributed Lhaut hori zed URL Access on

107.178.194. 87 |[lhited Sates |147.237.77. 216 [dover . i df . i | v i df i | / 1133 22638- hel dover . aspx. B ock 1

46.19. 86. 34 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1

31.168.11. 44 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storagel/files/6/ B ock 1
. wwv. chamat z. aka. i d _ .

169. 229. 3. 91 Lhited Sates [147. 237. 77. 226 £l Mitiple Illegal Byte Gode Character in Method from 169. 229. 3. 91 B ock 1

79.183.103. 200 |[Israel 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx Bl ock 1

62.219.63.202 | srael 147. 237.77.176 |nat pash. i df . i | thauthori zed LR. Access to Bl ock 1

v cogat . i df.il/sip storagel/files/ 9 4629.pg

. . Unaut hori zed URL Access to
213. 8. 204. 58 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel fi | es/ 8/ 1668. doc B ock 1

D stributed Unaut hori zed URL Access on

150.70.173.6  |Japan 147.237.77. 216 |dover.idf . il v i df i | / 1133 22461- he/ dover . aspx. B ock 1
46.19. 86. 179 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
207. 46.13.55 Lhited Sates [147.237.77. 216 |dover.idf .i | Unhaut hori zed URL Access to www i df.il/ar/vb/ sendnessage. php B ock 1
85.130.219.42 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
37.26.149.162 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
184.72.218.195 |[Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/ol d/wp-admn/ B ock 1
158. 199. 136. 10 |Japan 147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal .idf.il/bl og/ wo-adnin/ Bl ock 1
68.180.228.112 [nited Sates [147.237. 77. 216 |dover.i df .i | Paraneter Type Mol ati on PageNumin vww i df . il/1397-en/ dover. aspx |B ock 1
147.236. 138. 210|I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
212.179.166.76 |Israel 147.237.77. 234 |hal ag. i df .i | ﬂ?fﬂzgg'?;eg3ﬁmpggjssh;°e 4/bul et L gi { Bock |1
46. 19. 86. 54 I srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Lhknown SSL Sessi on None 1
204.13.200. 200 [United Sates [147. 237. 77. 216 |dover . i df . i | D stri utec 1?;;}2§;gi?ﬂeﬁv§?isp£” Hock |1
109. 64. 134. 119 |l srael 147.237.0.34 |tikshuv.idf.il Igg_'\gfyl,ﬂ_ tlzg Sane Response (bde (404) in Session from B ock 1
37.26.147.205 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1

. . S Uhtraceabl e Gonnection - Protocol violation
80.246.136.21 |[Israel 147.237.77.216|dover. i df .i | (SSL CONN GLI ENT FELLO None 1

. . Uhaut hori zed URL Access to
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1

. . Uhaut hori zed URL Access to
213.151.32. 163 |Israel 147.237.72.166 |aka. i df . i | wiw aka, i df i |/ i 1V gi yus/ waw navy. i df i | B ock 1
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