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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3196
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 96
84.108. 85. 95 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 3
212.179. 64. 162 I srael 147.237.72. 166 aka.idf.il Block Wdp All Nets drop 3
194. 89. 24. 49 F nl and 147.237.77.176 nat pash. i df . i | Frk Purple Gon Limt Htp drop 3

89. 248. 168. 218 Net her | ands 147. 237. 76. 202 e halag.idf.il Bl ock_Ulp Al _Nets drop 1
194. 89. 24. 49 H nl and 147.237.77.176 nat pash. i df . il Frk_Under Attack Con Htp drop 1

93. 88. 67. 168 Russi an Federation 147.237.76. 201 e.atal.idf.il Bl ock_Udp All _Nets dr op 1

89. 248. 168. 218 Net her | ands 147.237.76. 30 hi nush. i df . i | ock Wdp Al Nets drop 1

89. 248. 168. 218 Net her | ands 147.237.76. 177 ncore.idf.il Bl ock Udp All _Nets drop 1
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|Top Attackers In IPS|

A tacker ’Ntacker Qount ry rget Address |Site Sgnature
86.132.209.23 |united Kingdom |147.237.72.166aka.idf.il Cl06: HITP. naj estic bot B ock 1
88. 229. 145. 165 |Turkey 147.237.77. 176 mat pash. i df . i | |@25: HITP: access to adninistrator/index. php -> Quarantine Bl ock
151. 80. 31.120 |[italy 147.237.77. 170 |maar achot . i df . i [|©28: HITP.  AhrefBot craw er Bl ock
Russi an . . 16798: HTTP: G\U Bash HTTP Header Renote Code Execution
185.63.188.120 [ =~ 0 147.237.76.86 [navy.idf.il Wl nerabi | ty B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
192. 116. 165. 51 |l srael 147.237.72. 167 |i shuri maka. i df . i {dr op Frst packet isn't SN drop 67
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
50. 117. 45. 90 é{”&’;ym’“s 147.237.0.34 |tikshw.idf.il  |drop First packet isn't SIN drop 20
79. 180. 190. 23 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 12
185. 89. 217. 231 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 10
185. 89. 217. 232 147.237.77.74 |lawidf.il drop First packet isn't SN drop 9
109. 253. 200. 234 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or 9
46. 19. 86. 13 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
194. 114. 146. 227l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
82. 80. 64. 158 | srael 147.237.72. 166 |aka.idf.il dr op First packet isn't SWN drop 8
46. 19. 85. 20 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 7
109. 253. 200. 234l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 7
91. 186. 242. 37 Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
154.99.252.56 |Sudan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
154.99.252.56  |Sudan 147. 237.77. 216 |dover i df .i | Bad TCP sequence mﬁﬁsg reans”“ wthdifterent |onitor |7
46. 19. 86. 223 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or
185. 89. 217. 225 147.237.77.74 |lawidf.il drop First packet isn't SYN drop
46.19.85.3 I sr ael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dr opped.
40.77.167.105 |United Sates  [147. 237, 76. 200 |eitan aka icr. i1 || S NG Engine: TGP Invalid  Jinvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 85. 230 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert
80.178.101.40 |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dr opped.
109. 65. 126. 181 |l srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid  |invalid segnent retransmission. |, 6
Ret r ansm ssi on Packet dr opped.
185. 89. 217. 228 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
46. 19. 85. 230 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 6
80.178.150. 219 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid sequence nunber noni t or 5
41.33.232.66 Egypt 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
91. 200. 12. 141 krai ne 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 5
117. 241. 136. 112|India 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid sequence nunber noni t or 5
154. 99. 252. 56 Sudan 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti meout alert 5
2.54. 30. 166 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
117.241. 136. 112|Indi a 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
46. 19. 85. 12 | srael 147.237. 72. 156 |anan. i df . il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 5
117.241. 136. 112]Indi a 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 5
37.46.39.78 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 5
192. 114. 105. 254 |l srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 5
2.54.7.233 | srael 147.237. 72. 156 |anan. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
117. 241. 136. 112|India 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 5
194. 89. 24. 50 F nl and 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 4
109.253.197.7 |Israel 147.237.76.42 |refush.idf.il  |Bad TOP sequence ﬂﬁ!ﬁ? Wth different moni tor |4
199.203.215.1 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Invalid ACK nunber noni t or 4
185. 89. 217. 230 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
185. 89. 217. 226 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 4
46. 19. 86. 13 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
217.194. 197. 154|l srael 147.237.72. 166 |aka.idf. il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
54.151.42.39  |nited Sates |147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  |nonitor |4
212.199. 224. 24 |l srael 147.237.77. 234 |hal ag.idf .il drop First packet isn't SYN drop 4
2.52.144. 96 | srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
91.200. 12. 141  |krai ne 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 4
195. 34. 150. 18 |Austria 147.237. 77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count
46.19.86.225 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 173
185.32.179. 40 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 137
185. 32.179. 40 |[lIsrael 147.237.0.19 [madimatal .idf.il Dstributed Too Mainy of the Sane Response Code (404) B ock 68
46.19.86.225 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Too Mainy of the Same Response Code (404) B ock 51
89. 138. 178. 232 |I srael 147.237.0.34 |tikshuv.idf.il Ml tiple Unhauthorized URL Access from 89. 138. 178. 232 B ock 36
89. 138. 178. 232 [I srael 147.237.72. 156 [anan. i df . i | Mil tipl e Unhaut hori zed LRL Access from 89. 138. 178. 232 B ock 26
89. 138. 188. 172 |I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 20
176.13. 4. 29 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 18
109. 253. 144. 16 |l srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 16
37.26.149.173 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 15
37.26.149.149 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 15
91.200.12.7 Lkr ai ne 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 12
91.200.12.7 kr ai ne 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized LRL Access from 91.200. 12. 7 Bl ock 11
81.218.70.243 |[Israel 147.237.77.234|hal ag. i df . il Mil tipl e Unauthorized LR Access from 81. 218. 70. 243 B ock 8
37.26.148.138 |[lIsrael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 6
37.26.149. 218 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 6
89. 139. 237. 141 |I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 5
64.71.32.27 Lhited Sates |147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 64.71.32. 27 B ock 4
2.54.43.175 | srael 147.237.77.243|nobi | e. i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 3
88. 229. 145. 165 |Turkey 147.237.77. 176 |mat pash. i df . i | Ml tiple Unhauthorized URL Access from 88.229. 145, 165 B ock 3
2.54.105.179 |[Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.161. 82 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
37.26.148.172 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
88. 229. 145. 165 [Turkey 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 2
185. 32. 179. 207 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode B ock 2
37.26.149.194 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
212.199. 224. 24 |1 srael 147.237.77.234|hal ag. i df . il Mil tipl e Unauthorized URL Access from 212.199. 224. 24 B ock 2
2.54.138.47  |Israel 147.237.76. 42 |refuah.idf.il \Zarwa’:; o ;ygﬁ i\':jfoll ialt /' fglg_tr']g)r?l:‘;h‘frgsixacem' deriStxtlasthame in g 0 )
176.13.21. 167 |[lIsrael 147.237.77.243|nobi [ e.i df . i | D stributed Lhaut hori zed URL Access on nobi | e.idf . il/sachar/index B ock 2
37.26.149. 242 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode Bl ock 2
88. 229. 145. 165 |Tur key 147.237.77. 176 |nat pash. i df . i | Distributed Admn B ocking B ock 2
80. 246. 139. 199 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
37.142. 230. 166 | srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: si gal gs oS Attack None 1
Unhaut hori zed URL Access to
213.151. 41. 226 [l srael 147.237.72. 166 [aka. i df . i | wav aka. i df . i |/ mai n/ gi yus/ f or ms. aspx&a=u&ed=0ahukewj n34wh8l f ka [Bl ock 1
hxi t xgkhd3pboyqgf ggi nea&usg=af gj cngw 11fi u_bech3i c8t npl ngnpdt a
79.179. 197. 110 |l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: sigal gs oS Atack None 1
2.54.167.197 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
109. 253.197. 7 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66.249.64.48 |Israel 147.237.77. 170 |nmar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 0/ 109070. pdf  |B ock 1
46.19.86.9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
212.25.102.57 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
2.54.160.174 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
176.13.15. 14  |Israel 147.237.77. 226 \é\;m\i/.lcharmt 2. aka. i Ostributed PHP Attenpt B ock 1
66.249.78.58 |lsrael 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 0/ 111340. pdf  |B ock 1
94.242.246.24 |Luxenbourg [147.237.77.216|dover.idf.il mi'jf_ﬁ‘}Y?,?h(;ﬁeﬁ,Lff;ﬁrgcri pts/jquery/jquery-1.4.2.nn.js Bl ock 1
40.77.167.82 |wnited Sates |147.237.77. 216 |dover. i df.il :‘\"rjl()tniﬁﬂ(i ;;J' ;‘é“}%g’wfwmh thi code Encoding on LR/ Faranet er (+) Bock |1
216. 218. 206. 68 |Lhited Sates |147.237.76.39 |nobile.neitav.idf.il [Uauthorized URL Access to 147.237.76.39/ Bl ock 1
80.179.223.31 |Israel 147.237.77. 176 |nat pash. i df . i | mué:gogtiﬁ?' iLﬂ_siA;_cs?Sc;atgg/ {11 65/ /4629, pg Bock |1
2.54.173.211 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
132. 64.184. 34 |[lIsrael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock
66.249.69.34 |Israel 147.237.72. 166 |aka. i df . i | mn;)kv:lzfar?rf;;r mzwui?ggge:;'aspx None 1
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