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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3079
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets drop 119
204. 42. 253. 2 Lhited Sates 147.237.76. 198 e.yohal an.idf.il B ock Wp Al Nets drop 1

5. 189. 146. 244 Cer many 147.237. 76. 147 chinuch. aka.idf.il B ock Np All _Net drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 1

5. 189. 146. 244 CGer many 147.237.76. 199 e. nakchal .idf.il B ock Np Al _Net drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ock_ Wp Al _Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il B ock_Udp Al _Nets drop 1
14.160. 18. 169 \i et nam 147.237.76. 196 e.sviva.idf.il B ock Wp Al Nets drop 1
204. 42. 253. 2 Lhited Sates 147. 237.76. 197 e. hi nush. i df .i | Bl ock Udp All Nets drop 1

5. 189. 146. 244 Ger many 147.237.76. 44 e.refuah.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Slgnalure Devi ce Action |Oount
140. 101. 20. 1 Lhited Sates 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 5
93. 63.188. 181 Italy 147.237. 72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
87.106. 184. 160 Ger many 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
109. 253. 137. 78 |l srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 47
202. 3. 255. 143 ;e;rfgsia 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 34
54.244.22.103 |lnited Sates |[147.237.0.34 |tikshuv.idf.il |drop First packet isn't SN drop 31
105. 230. 24. 243 |Kenya 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 19
2.52.11.238 I srael 147.237.76.30 |hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 11
192. 117. 153. 118! srael 147.237.72. 167 [i shurimaka i df.i[Bad TCP sequence Invalid AGK nunber noni t or 10
46.19.85.3 | srael 147.237. 72. 166 |aka. i df . il dr op First packet isn't SYN drop 10
207.46.13.133 |lLhited Sates [147.237.77.233|atal.idf.il drop First packet isn't SN drop 10
46.19. 85. 18 I srael 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 10
109. 253. 202. 23 |l srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber noni t or 10
2.54.9.83 I srael 147.237.77. 243 |nobi l e.i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
212.150. 214. 90 |lIsrael 147.237.72. 166 |aka.i df i Bad TCP sequence Invalid AGK nunber aert
212.150.214.90 [lIsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
185.32.179.1  [Israel 147 237.72. 167 [i shurimaka i ar i [ | SAM NG Engine: TP Invalid invalid segnent retransnissi on, drop 9
Ret r ansni ssi on Packet dropped.
46.19. 85. 46 I srael 147.237.72.167 |ishurimaka. i of .i[Bad TCP sequence Invalid ACK nunber noni t or 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
54.244.22.103 |Whited Sates [147.237.77.233|atal .idf.il drop First packet isn't SN drop 8
37.142.168. 233 |[lIsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 127 I 'srael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19. 85. 46 I'srael 147.237.72. 167 |i shurimaka i ar i | ' SAM NG Engine: TCP Invalid invalid segnent retransnissi on, dr op 6
Ret ransnm ssi on Packet dropped.
31.168. 140. 228 [lIsrael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber alert 6
46.19. 86. 127 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 6
46.19. 86. 127 I srael 147.237.77. 176 |mtpash.idf .il  [Bad TCP sequence Invalid AGK nunber noni t or 6
31.168. 140. 228 [lIsrael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
66.249. 64. 163 |United Sates |147.237.76.86 |navy.idf.il Streaning Engine: TCP | nvalid  finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
2.52.187.129 I 'srael 147.237. 77. 216 [dover.idf . il Bad TCP sequence Inval i d ACK nunber alert 6
31.168. 140. 228 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid sequence nunber noni t or 6
2.52.187.129 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
105. 230. 24. 243 |Kenya 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46.19. 86. 127 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 6
109. 253. 208. 126 sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 5
46.19. 86. 127 I srael 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Invalid AGK nunber aert 5
109. 65. 117.81 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
194.90. 178. 146 |l srael 147.237.77. 170 |naarachot .idf .il [Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 5
195. 244.23.42 |Israel 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
37.26.148.212 |Israel 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 86. 127 I srael 147.237.77. 176 |matpash.icf.il  [Bad TCP sequence Invalid sequence nunber noni t or 5
37.142.168. 233 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber aert 5
195.244.23.42  |lIsrael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 4
213.8.204.62  |israel 147.237.72. 166 |aka.i df . i Streaming Engine: TCP Invalid  invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
2.54.189. 223 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
2.54.42.39 I srael 147. 237.72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 181 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 4
2.54.189. 223 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 4
64.31.44.6 Lhited Sates |147.237.72.166 |aka.idf.il dr op SAMrul e drop 4
176. 13. 2. 40 I srael 147.237.0.19 |nadimatal.idf.il[Bad TCP sequence Inval i d sequence nunber alert 3
23.91.70.94  |lhited Qates |147.237.72.166 [aka idf.il Bad TCP sequence mdgitvrsacr;rit Wth different monitor |3
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|Top Attackers In V\AF|

A tacker

Attacker Address Target Address |[Site Sgnature Devi ce

‘Count

Country Action
176.13. 2. 40 I srael 147.237.0.19 |madimatal .idf.il I(;Z.'\gfé(jothe Sane Response (bde (404) in Session from B ock 287
176. 13. 2. 40 I sr ael 147.237.0.19 |nadi matal .idf.il Igg_“g'?yzjothe Sane Response (bde (403) in Session from Bl ock 163
5.29.131.168 | srael 147.237.0.34 |tikshuv.idf.il gf)zg'ﬁr;ylloiiséhe Sane Response (bde (404) in Session from B ock 161
176.13. 2. 40 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 133
176.13.3.73 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 90
149. 78. 120. 205 |Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 60
2. 54. 160. 251 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 56
185. 32.179. 127 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 38
2.52.177.2 I srael 147.237.77. 243 |nobi | e. i df . i | gb?rzt ?Lfm’fs\;cﬂaﬁic‘f;nzggaifﬁjmrd in Bl ock 14
91.200. 12. 139  |tkraine 147.237.76.86 |[navy.idf.il Mil tipl e Unauthorized URL Access from 91.200. 12. 139 B ock
91.200.12.139 |Wkrai ne 147.237.72. 156 |aman. i df . i | Mil ti pl e Unaut hori zed URL Access from 91. 200. 12. 139 B ock
91.200.12.139 |kraine 147. 237.77. 226 V\:A:N chamat z. aka. i df Mil ti pl e Uhaut hori zed URL Access from91. 200. 12. 139 B ock 6
109. 186. 151. 234/l sr ael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 6
91.200.12.139 |kraine 147.237.0.34 |tikshuv.idf.il Mil tipl e Lhaut hori zed UR. Access from 91.200. 12. 139 B ock 6
194. 90. 178. 146 |l srael 147.237.77. 170 |maar achot . i df . i | D stributed Unaut hori zed HTTP Met hod Bl ock 5
91.200.12.139 |lkraine 147.237.76.200(ei tan. aka. i df . il Mil tipl e Unauthori zed URL Access from 91. 200. 12. 139 B ock 4
91.200.12.139 |kraine 147.237.77.74 |lawidf.il Mil tipl e Lhaut hori zed UR. Access from 91.200. 12. 139 B ock 4
194. 90. 178. 146 |l srael 147.237.77. 170 |[maar achot . i df . i | Mil ti pl e Unhaut hori zed LRL Access from 194. 90. 178. 146 B ock 4
46. 19. 86. 225 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
185. 32.179. 142 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
91.200. 12.139 |lkraine 147.237.72. 166 [aka. i df . i | Mil tipl e Unhaut hori zed URL Access from91. 200. 12. 139 B ock 3
37.26.147.150 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
2.54.176. 106 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 3
81.218.241.25 [Israel 147.237.77. 216 |dover.i df .i | Mil tipl e Unhaut hori zed URL Access from 81.218. 241, 25 B ock 3
2.52.166. 171 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
46. 19. 86. 197 I srael 147.237.0.19 |mnadimatal .idf.il D stributed Suspici ous Response Code B ock 3
91.200. 12.139 |lkraine 147.237.77. 176 |mat pash. i df . i | Distributed PHP Attenpt B ock 2
37.26.147.147 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
91.200.12.139 |kraine 147.237.0.34 |tikshuv.idf.il Dstributed PHP Attenpt B ock 2
91.200. 12.139 |lkraine 147.237.77. 176 |mat pash. i df . i | Mil tipl e Unhaut hori zed URL Access from 91. 200. 12. 139 B ock 2
91.200.12.139 |lkraine 147.237.72. 166 [aka. i df . i | PHP At tenpt B ock 2
91.200.12.139 |Wkraine 147.237.77. 226 V\TA:N chanmat z. aka. i df PHP Attenpt Bl ock 2
46.19. 86. 39 I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
91.200.12.139 |kraine 147.237.76.200|ei tan. aka. i df . i | PHP At t enpt B ock 2
91.200.12.139 |Wkraine 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 2
91.200.12.139 |lkraine 147.237.0.15 |kosher-kravi.idf.il Mil tipl e Unaut hori zed URL Access from 91. 200. 12. 139 B ock 2
91.200.12. 139 |Wkrai ne 147.237.77.233|atal .idf.il Mil ti pl e UWnaut horized URL Access from 91. 200. 12. 139 B ock 2
176.13. 4. 142 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 2
91.200.12.139 |lkraine 147.237.72. 156 [aman. i df . i | Distributed PHP Attenpt B ock 2
109. 253. 150. 74 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
91.200. 12. 139  |tkraine 147.237.76.86 |[navy.idf.il Distributed PHP Attenpt B ock 2
91.200.12.139 |lkraine 147.237.0.15 |kosher-kravi.idf.il PHP At t enpt B ock 2
91.200.12.139 |Wkrai ne 147.237.77.233|atal .idf.il PHP At enpt B ock 2
91.200.12.139 |Wkraine 147.237.77.74 |lawidf .il PHP Attenpt B ock 2
37.26.146.151 | srael 147.237.72. 166 |aka. i df . i | ;Trwa';;e:df@??/?mﬂﬁ/\gaghii/‘:”egi:t‘ratiOnw. yardlvegi ster . aspx None 1
109. 253. 200. 218]l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: sigal gs oS Atack None 1
84.109.11. 141 [israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
2.54.158. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
105. 155. 163. 105|Mor occo 147.237.77.216|dover. i df . i | Mil tipl e Unhaut hori zed URL Access from 105. 155. 163. 105 B ock 1
91.200. 12.139  |lkraine 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawu i df.i|/wp-1ogin. php B ock 1
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