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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3101
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 107
81.218. 241. 25 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - reset 90
5.189. 146. 244 Ger nany 147.237.76. 38 e.eneitav.idf.il Block Np All Net drop 1

5. 189. 146. 244 Ger many 147.237. 76. 198 e.yohal an.idf.il B ock Np Al Net drop 1

5. 189. 146. 244 Cer many 147.237.76. 39 nobi le.neitav.idf.il |Block Np All Net drop 1

5. 189. 146. 244 Cer many 147.237. 76. 200 eitan. aka. idf.il Block Np Al _Net drop 1

89. 248. 167. 162 Net her | ands 147.237.76. 31 nakchal .idf.il Bl ock_Udp All _Nets drop 1

5. 189. 146. 244 Ger many 147.237. 76. 86 navy.idf.il Block Np All Net dr op 1
5.189. 146. 244 Ger nany 147. 237. 76. 201 eatal.idf.il Block Np All Net drop 1

5. 189. 146. 244 Ger many 147.237.76. 31 nakchal .idf.il B ock Np Al Net drop 1

5. 189. 146. 244 Cer many 147.237. 76. 148 ggcenter. aka.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

A tacker ’Attacker Qountry |Target Address |Site Sgnature

69.30.218.166 |Lhited Sates 147.237.77.216|dover.idf.i| |ClL06: HITP. najestic bot B ock 10
185. 120. 125. 12 147.237.0.34 [tikshuv.idf.il|@12: HITP. prefix 1.01 in the LR B ock 8
69.30.218. 166 |lLhited Sates 147.237.72. 166 |aka. i df . il Cl06: HTTP. nj estic bot B ock 5
69. 30. 218. 166 |Lhited Sates 147.237.77. 176 |nat pash. i df . i [|C106: HITP: najestic bot B ock 2
109. 65. 121. 198 |I srael 147.237.0.34 [tikshuv.idf.il|@12: HITP. prefix 1.01 in the LR B ock 2
109. 65. 165. 184 |l srael 147.237.0.34 |ti kshuv.idf.il|12: HITP. prefix 1.01 in the IR B ock 2
176. 13. 20. 105 |Israel 147.237.0.34 [tikshuv.idf.il|@12: HITP. prefix 1.01 in the UR B ock 2
69.30.214.38 |thited Sates 147.237.77.216|dover.idf .i| |Cl06: HITP. n@jestic bot B ock 2
185. 63. 188. 120 gz::;”i o 147. 237.77. 216 |dover . i df . i | \1,3739?;“'1113 G\ Bash HITP Header Renote Code Bxecution B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216|dover.idf.i| |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C103: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 |Chi na 147.237.76.42 |refuah.idf.il |CL03: HTTP. User Agent Sogou+web+spi der B ock 1




01-20-2016-07:04:09 to 01-20-2016-08:04:09

|Top Attackers In |D|

Target Address

At acker

Signature

Count ry

Federati on

202. 3. 255. 143 |147. 237. 77. 216 |French Fol ynesi a |dover.idf.il GPL SCAN nmap TCP 199
195. 34. 150. 18 [147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
84.110. 209. 48 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
212.7.211. 7 147. 237. 77. 226 |Net her | ands ww chanat z. aka. i df il |ET SCAN NVAP -sS w ndow 1024 1
172. 98. 200. 238 |147. 237.0. 17 mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
91. 201. 236. 113 [147.237.0.15 |Wkraine kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
2.52.154.117  |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
182, 124, 84. 160 |147. 237 0. 35 |chi na akavs. i df il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.218. 246. 103 |147. 237. 76. 44 |5 & e.refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

ount ry Target Address [Ste Signature Action ‘Count
46. 165. 208. 196 |Ger many 147.237.0.34  |tikshuv.idf.il drop First packet isn't SWN drop 71
212.150. 214. 90 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert 43
212. 150. 214. 90 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 43
202. 3. 255. 143 |French Pol ynesi a|147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
82. 145, 218. 246 |Eur ope 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
46.19.85.207 |israel 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvalid ACK nunber monitor  [13
46.19.85.231 |[Israel 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 12
46.19.85.231 [Israel 147.237.77. 216 [dover.idf .i Bad TCP sequence Inval i d ACK nunber noni t or 12
46.19.85.156 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber nonitor |9
2.54.190.106 |Israel 147.237.77. 243 |nobi le. i o . i1 Streamng Engine: TCP Invalid invalid segnent retramsnission. | 9
Ret r ansni ssi on Packet dr opped.
81.218.241.25 |Israel 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop
212.143. 142. 56 |I srael 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor
46.19.85.189 | srael 147.237.72. 166 |aka. i df . i Streaming Engine: TCP Invalid  finvalid segnent retransmission drop 6
Ret ransni ssi on Packet dr opped.
46.19.85.103 |[Israel 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 6
66.249.78.146 |lited Sates  |147.237.72. 166 |aka idf. il Streamng Engine: TCP Invalid  |invalid segnent retransmssion drop 6
Ret ransni ssi on Packet dropped.
46.19.85.103  |[Israel 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 6
207.46.13.117 |[lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 5
37.46.39.196 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
94.217.97.80  [Ger nany 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
199.30.24.176 |United Sates  [147. 237.76. 200 |ei tan akaicr. i | @M NG Engine: TP Invalid invalid segnent retransssion drop 4
Ret r ansmi ssi on Packet dr opped.
54.244.22.103 |Lhited Sates 147.237.77. 176 [nat pash.i df . i1 dr op Frst packet isn't SN drop
74.6.254.127 [Uited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  [nonitor
66.249.60.93 |lited Sates [147.237.72. 166 |aka idf.il Streamng Engine: TCP Invalid |invalid segnent retransmssion drop 4
Ret ransni ssi on Packet dropped.
46.19.85.234 |israel 147. 237. 72. 166 |aka.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
176.13.19.0  |israel 147, 237. 72. 167 |i shurimaka i o 11 || S NG Engine: TP Invalid - inval id segnent retransmissi on drop 4
Ret r ansmi ssi on Packet dr opped.
195. 34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |4
2.54.45.132  |israel 147.237.72. 166 |aka. i df .i Streamng Engine: TCP Invalid invalid segnent retramsnission. |y 3
Ret r ansni ssi on Packet dr opped.
109. 65.12.97  |israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid finvalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
64.246.161.30 |Uhited Sates  |147.237.0.15 |kosher-kravi.idf.i|Header Rejection :';‘Sitrej ection pattern found i oo |3
46.119. 121. 146 |Wkrai ne 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop
194. 90. 115. 195 [l srael 147.237.76.31 |nakchal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
79.179.5.228 |Israel 147.237. 72. 166 |aka. i df . i Streaming Engine: TCP Invalid finvalid segnent retransnission drop 3
Ret ransni ssi on Packet dr opped.
141. 8.132. 112 RF‘;Z::;’: o 147.237.72. 166 |aka. i df .i ;{ ?2;";2 Sir;gc'):e: T Invalid 'Pg‘(’:ak!td dsreggsgg retransmssion. g o, 3
199.203.215.1 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 3
79.183. 182. 196 |l sr ael 147. 237.77. 243 |mbi le. i f . i Streaning Engine: TCP Invalid finvalid segment retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
199.203.215.1 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
2.52.52.28 I srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
52. 33. 66. 29 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
46.19. 85. 14 I srael 147. 237.72. 156 |anan. i df .i Bad TCP sequence Invalid sequence nunber noni t or 2
157.55.39.197 |wited Sates  |147. 237.72. 166 |aka i df .11 Streaning Engine: TCP Invalid finvalid segment retransmssion. |, 2
Ret r ansni ssi on Packet dr opped.
46.19.86.229 |lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
207.46.13.5  |tited Sates  |147.237. 76. 200 |eitan akaicr. i1 || Som NG Enginer TP Invalid - invalid segnent retransission drop 2
Ret ransni ssi on Packet dr opped.
46. 19. 85. 14 I srael 147. 237. 72. 156 |anan. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
199. 30. 24. 254 |lhited Sates 147.237.77.176 [nat pash.idf . i1 dr op First packet isn't SN drop 2
46.19.85.3 | srael 147.237.72. 166 |aka. i df . i | drop First packet isn't SN drop 2
46.19.85.234  |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
46.19. 85. 14 I srael 147. 237. 72. 156 [anan. i df . | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54.133.84 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 82
2.54.2.212 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 48
2.54.133. 84 I stael 147.237.0.19 |nadimatal .idf.il |10 MY of the Sane Response Cbde (404) in Session from Bl ock 27
2.54.133. 84
176.13.14. 168 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 25
194. 90. 115. 195 |l srael 147.237.76.31 |nakchal .idf.il Ml ti pl e Unaut horized URL Access from 194. 90. 115. 195 B ock
194. 90. 115. 195 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod Bl ock
. . ] Unaut hori zed URL Access to
189.218. 125. 194|Mexi co 147.237.77. 216 dover . i df . i wwy i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper / B ock 4
46.19. 85. 132 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 3
188. 143. 232. 22 R‘SIS:;”i o 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 188. 143. 232. 22 B ock 3
2.52.39.138 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock
46.19. 86. 59 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
. ] ] Unaut hori zed URL Access to
79.183.182. 196 |l srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 Bl ock 2
66. 249. 69. 26 I srael 147.237.77. 216 |dover . i df . i | Ml tiple Unauthorized URL Access from 66.249. 69. 26 B ock 2
109. 253. 207. 101 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19. 86. 179 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
149. 88.217. 131 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
46. 19. 85. 133 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.116.199. 112 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
2.54.133. 46 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
82. 81. 34. 74 I srael 147.237.72. 166 |aka. i df . i | tnaut hor i zed Nethod POST f or B ock 1

wwy aka. i df . i |/ mai n/ sachar/ f ag. aspx
D stributed Uhaut hori zed URL Access on

66.249.78.104 [Israel 147.237.72. 166 [aka. i df . i | 147, 237. 72, 166/ r 0bot 5. t xt Bl ock 1
46.120.198. 171 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
109. 92. 148. 52 147.237.77. 216 |dover.i df .i | Unaut hori zed LRL Access to wwuidf.il/xmrpc. php B ock 1
37.26.148.179 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
78.95.143.122 |Romani a 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to wwidf.il/arr/ Bl ock 1
207.46.13.5 Wited Sates  |147.237.72.166 |aka. i df .i | m”;’k": iﬁr.?ﬁtn‘z n?ﬁsrf/l(;; ;url' (. aspx None 1
66. 249. 69. 18 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
176.13.1.94 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs S Attack None
85.93.91. 84 Ger many 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df . i|/894-en/i df gdover. aspx B ock 1
66.249.78.234 I srael 147.237.72. 166 |aka. i df . i | o if;%ﬁ‘y Joaees to asp Bl ock 1
194. 90. 15. 61 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
62. 0. 25. 120 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock
109. 253. 204. 234|I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None
46.19.85.3 I'srael 147.237.72. 166 |aka. i df . i | %ﬁ&;ﬁﬁfﬁﬁfﬁﬁg - Protocal violation None 1
2.54.7.77 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
212.179.129.6 |[Israel 147.237.77.216|dover.i df . i | Unhaut hori zed URL Access to wawidf.il/https:/vnidf.il/ Bl ock
46.19. 86. 134 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 1

Parameter Type M ol ati on PageNumin
wan | aw i df . i |/ 327-en/ pat zar . aspx

. . Unaut hori zed URL Access to
66.249.78.246 |[lsrael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ edi i yonan/ enl ar ge. asp Bl ock 1

Unaut hori zed Met hod HEAD for

95.135.62.141 |lkraine 147.237.77.74 [lawidf.il B ock 1

62.128.41.130 |Israel 147.237.72. 166 |aka. i df . i | voww aka. i of i |/ honas/ si t e/ def aul t . aspx B ock 1
2.54.8.226 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
80. 246. 139. 235 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
66. 249. 69. 61 | srael 147.237.72. 166 |aka. i df . i | Lhknown Par aret er 5cf 35968 in aka.idf.il/news/ None 1
. . . Unaut hori zed URL Access to
219.134. 168. 101|Chi na 147.237.77. 176 [nat pash. i df . i | v cogat . i df i 1/ shar edl user cont rol s/ header upper / Bl ock 1
- kosher - kravi . i df i i
109. 64. 144. 115 |Israel 147.237.0.16 | Paraneter Type Mol ation ReturnU| in B ock 1
R ny-kosher-kravi .idf.il/tenpl ates/l ogi /1 ogi n. aspx
2.54. 154. 80 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
66.249.78.248 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1681- he/ r ef uah. aspx |Bl ock
Unaut hori zed URL Access to
66. 249. 64. 3 I srael 147.237.77. 176 |mat pash. i df . i | wawe cogat . i df . i |/ usef ul i nf or mati on/ i dkoni ni pages/ 21032011suf a. |Bl ock 1
aspx
. . S Untraceabl e Gonnection - Protocol violation
2.54.23.219 I srael 147.237.72. 156 |arman. i df . i | (SSL OONN LI ENT FELLO) None 1
82. 80. 196. 44 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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