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|Target Address |[Site

|Signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3006
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets drop 107
123. 151. 42. 61 Chi na 147.237. 76. 30 hi nush. i df . i | Bl ock Udp All Nets Con Linit drop 2
5.189. 146. 244 CGer many 147.237. 76. 202 e.halag.idf.il B ock Np Al _Net drop 1
89. 248. 167. 162 Net her | ands 147.237.76. 44 e.refuah.idf.il Bl ock Wp Al Nets drop 1

5. 189. 146. 244 Ger nany 147.237. 76. 30 hi nush. i df .i | B ock Np Al _Net drop 1
194. 90. 129. 41 | srael 147.237. 76. 86 navy.idf.il ock Wdp Al _Nets drop 1
89. 248. 167. 162 Net her | ands 147.237.76. 197 e. hinush.idf.il B ock_Udp All _Nets drop 1

5. 189. 146. 244 Ger nany 147.237.76. 176 test.ncore.idf.il Bock Np Al Net drop 1
89. 248. 167. 162 Net her | ands 147.237.76. 34 yohal an.i df .i | B ock_Udp Al Nets drop 1

5. 189. 146. 244 Ger nany 147.237.76. 177 ncore.idf.il B ock Np Al _Net drop 1
89. 248. 167. 162 Net her | ands 147.237. 76. 39 nobi le.neitav.idf.il |B ock Up All _Nets drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry ’Target Address |Site Sgnature

5. 29. 53. 139 I srael 147.237.0.34 [tikshuv.idf.|Q12: HITP. prefix 1.01 in the URL Bl ock 11
136. 243. 103. 157|Ger many 147.237.72. 166 |aka. i df .i| |Cl06: HITP. najestic bot Bl ock

199. 30. 24. 91 Lhited Sates 147.237.0.34 |[tikshuv.idf.|@12: HITP. prefix 1.01 in the UR B ock

199. 30.24.185 |Uited Sates 147.237.0.34 [tikshuv.idf.|Q12: HITP. prefix 1.0l in the URL Bl ock
138.128.20.250 |Wnited Sates  |147.237.77.233|atal .i df.il \13735%32'; G\ Bash HTTP Header Remote Code Execution Bl ock 1
106. 38. 241. 106 [Chi na 147.237.72.166|aka. i df .i| |ClL03: HITP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 |Chi na 147.237.76. 42 |refuah.idf.i|Clo3: HTTP. User Agent Sogou+web+spi der Bl ock

106. 38. 241. 106 |Chi na 147.237.77.216|dover. i df . i | |Cl03: HTTP. User Agent Sogou+web+spi der Bl ock
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202.3.255.143 |147.237.77. 216 |French Pol ynesi a |dover.idf.il GPL SCAN nmap TCP 525
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
93.174.93.181 |147.237.77. 176 |Net her| ands mat pash. i df .i | ET SCAN Potential WNC Scan 5900- 5920 1
208. 80. 155. 211 |[147.237.77.216|Wited Sates  |dover.idf.il Tehila - Perl LWP with fake user agent 1
93.174.93.181 |147.237.76.31 |Netherlands nakchal . i df. il ET SCAN Potential VNC Scan 5900- 5920 1
198. 20. 69. 76 147.237.72. 167 |Lnited Sates i shuri maka.idf.il ET DRCP Dshield B ock Listed Source 1
91.218. 246. 103 |147. 237.77. 170 gj::;”ion mear achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
185. 66. 250. 189 |147. 237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79.138.70.153  |147.237. 77. 216 |Sneden dover.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76. 34 |[China yohal an. i df .i| ET SCAN Potential VNC Scan 5900- 5920 1
79.138.70.153  [147.237. 76. 199 |Sneden e. nakchal .idf.il ET SCAN Potential SSH Scan 1
172. 98. 200. 237 [147.237.8.27 e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
79.138.70.153 |147.237. 76. 147 [Sweden chi nuch. aka. i df . i1 ET SCAN Potential SSH Scan 1
115. 182. 249. 11 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
79.138.70.153 [147.237.0.34 |Sweden tikshuv.idf.il ET SCAN Potential SSH Scan 1
219.127.5.173 |147.237.8.50 |Japan e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.77. 178 [Net her | ands e. nat pash. i df . i ET SCAN NVAP -sS w ndow 1024 1
70.91.101.173 |147.237.8.27 |lhited Sates [e.nadimatal.idf.il ET SCN\I Behavi oral Lhusual ly fast inbound Telnet Cbnnections, 1
Potential Scan or Brute Force
212.179. 227. 181|147. 237. 77. 121 |l srael e.navy.idf.il ET SCAN NMAP -sS wi ndow 2048 1
93.174.93.181 [147.237. 77. 216 |Net her| ands dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
212.179.227.181|147. 237. 77. 121 |l srael e navy.idf.il ET SCAN NVAP -f -sS 1
30, 68. 85. 159 147 237 0.15 | na vosher-kravi i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.174.93.181 [147.237. 76. 200 [Net her | ands eitan aka.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
91.218. 246. 103 |147. 237.77. 179 ?;Z:;;”im e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
81.218.234. 122 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
79.138.70.153 |147.237. 76. 202 |Sneden e.halag.idf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.76.31 |China nakchal . i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
79.138.70.153 |147.237.76. 177 [Sweden ncore.idf.il ET SCAN Potential SSH Scan 1
120, 62. 6. 124 147 237 0.33 |india il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79.138.70.153  [147.237.76. 44 |Sweden e.refuah.idf.il ET SCAN Potential SSH Scan 1
219.127.5.173 |147.237.8.50 |Japan e tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
111, 39. 110, 6 147 237.76. 31 |oni na vekehal idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79.138.70.153 |147.237.0.19 [Sweden nadi matal .idf.il ET SCAN Potential SSH Scan 1
218. 246.0. 97 147.237.0.34 |China tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.181 |147.237.77. 226 [Net her | ands waw chanat z. aka. i df .i 1 [ET SCAN Potential VNC Scan 5900- 5920 1
212.179.227.181|147. 237. 77. 121 |l srael e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
50.18.225.195 |147.237.77.216|Wited Sates  |dover.idf.il ET VBB SERVER PyQurl Suspi ci ous Wser Agent | nbound 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
202. 3. 255. 143  |French Pol ynesi a|147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
186.77.137.0 N car agua 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 22
85. 65. 205. 228 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
185.99.32.2 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
186.77.137.0 N car agua 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
40.77.167.105 |Wited Sates  |147. 237 76. 200 [ei tan aka o i1 | SAM NG Engine: TP Invalid - invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor
91.200.12. 141  |lkrai ne 147.237.72. 166 |aka. i df . i drop SAMrul e drop
91.200.12.141 |lkraine 147.237.77. 216 |dover.i df .i drop SAMrule drop
157.55.39.197 |uited Sates  |147.237. 76, 200 |eitan. aka ir i1 | S NG Engine: TP Invalid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dr opped.
185.99. 32. 2 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
207.46.13.108 |Uited Sates  |147.237.76. 200 |eitan. aka idr i1 || 2N NG Engine: TP Invalid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.i| Bl ock HTTP Non Conpl i ant Failed to handl e connection data  [ronitor
85.250.182. 1 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46.119. 121. 146 |krai ne 147.237.77.74 |lawidf.il drop SAMrul e drop
2.54.36. 245 I'srael 147. 237. 72. 166 |aka i of . i Streaning Bngine: TCP Invalid ivalid segnent retransmission. | 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 66 I 'srael 147.237. 77. 216 [dover.i df . i Bad TCP sequence Invalid ACK nunber noni t or 3
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 3
212.76.127. 44 |lIsrael 147.237.76.30 |hinush.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |2
2.54.129. 119 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
207.46.13.88  |Uited Saes  |147.237. 76, 200 |eiten akaicr. i1 |2 " €2 ng Er?gl ne: TP Invalid finvalid segnent retransnissi on drop 2
Ret r ansni ssi on Packet dropped.
54.151. 42. 39 Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 2
46. 19. 85. 189 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
5.102. 254.168 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
185.99.32. 2 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber moni t or 2
46. 19. 86. 81 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
50.18.225.195 |thited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |1
184.105.139. 94 [wnited Sates |147.237.76.30 [hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 163 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence Invalid ACK nunber aert 1
141.212.122. 179|Wnited Sates  |147.237.72. 166 |aka.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.218. 206. 115|Lhited Sates  [147.237. 77. 235 [sviva.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.46.39. 122 I srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber noni t or 1
73.152.99.234 |lhited Sates [147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239. 102 gz::;”ion 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 85. 56 I srael 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence Invalid ACK nunber noni t or
141.212.121. 38 |lhited Sates 147.237.8.46 |e.chinuch.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
216.218.206.70 |tited Sates |147.237.8.14 [e.orchot.icf.il |Geo-1ocati on enf or cement Sﬁ?olrgzi'n?” i nbound drop 1
84.109.51.101 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
50. 177. 204. 2 Wited Sates  [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 216|Wnited Sates  |147.237.8.28 |e.nobile-ks.icf.il[Geo-1 ocation enf or cenent Sﬁ?o'rggi:]f”  nbound drop 1
46. 19. 85. 163 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
141.212.122. 180|Wnited Sates  |147.237.72. 166 |aka.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
216.218. 206. 120|Whited Sates |147.237.8.27 |e.madimatal.idf.i|Geo- 1 ocation enf or cenent Sﬁ?o'rggi'n?n  nbound drop 1
37.105.28.1 Saudi Arabia 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data  |nonitor 1
212.124.109. 166|lhited Sates  [147.237.77. 216 |dover.idf.il B ock HTTP Non Conpli ant Fai l ed to handl e connection data  [ronitor 1
75.137.216.67 |Uited Sates  [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  [roni tor 1
46.120. 122. 140 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 1
141.212.121. 40 |wnited Sates |147.237.76. 176 |test.ncore.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
91.200. 12. 143 |krai ne 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 12
91.200.12.143 |Wkraine 147.237.72. 166 |aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 91.200. 12. 143 B ock 11
109. 253. 221. 193]I srael 147.237.0.19 |madi matal .idf.il|DOstributed Suspicious Response Code B ock 6
. . Unaut hori zed URL Access to
138.134. 102. 16 |l srael 147.237.76.86 [navy.idf.il Vv vy, i cf i 1/si p st or agel fi | es/ 8/ si 2e338x0/ 1668, | pg Bl ock 2
79.183. 206. 197 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
213. 8. 204. 69 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Gode B ock
] . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 [navy.idf.il v navy. i df . i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
91.200. 12. 143  |kraine 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df.il/main/giyus/index. php B ock 1
66.249.69.93  |israel 147.237.72. 166 |aka. i df . | tnknown Paranet er 4d9céf 40 in None 1
wan aka. i df . i |/ mai n/ kapat z/ cont act us. aspx
46. 19. 86. 89 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for wwu aka. i df.il/mai n/ gi yus/ B ock 1
Russi an . . Parameter Type Molation lang in
128.70.102. 149 Federati on 147.237.77.74 [lawidf. il wwv | aw i df. il /tenpl atecontrol s/ pi ctureinfol pi ctureinfo. aspx Bl ock !
79.182.145. 43  |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter y in ww aka.idf.il/main/sachar/ payslips. aspx None 1
66.249. 64. 207 [Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/nain/giyus/ general . aspx B ock 1
176.13.2.184 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
103. 41. 63. 11 147.237.77. 216 |dover . i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66.249. 78.240 |Israel 147.237.72. 166 |aka. i df . i | D stributed Unhaut horized URL Access on 147.237. 72. 166/ B ock 1
66.249.64.3  |Israel 147.237.77.176 [mat pash. i df i |~ [hauthorized LR Access to Bl ock 1
wan cogat . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/
. - Unhaut hori zed URL Access to
66. 249. 66. 113  |Israel 147.237.77.233|atal .idf.il atal i cf.il/tenpl at s shar ed user cont rol s/ header upper/ B ock 1
185. 32.179. 185 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 1
68.180.228.112 [lhited Sates 147.237.77. 216 |dover. i df . il Paraneter Type Miol ati on PageNumin ww i df.il/1133-he/ dover.aspx |B ock
. . Unhaut hori zed URL Access to
66. 249.64.9 I srael 147.237.77. 176 nat pash. idf.il wan cogat . i df . i1/ usef ul i nf or mati on/ news/ pages/ hi | ul anebi sanuel . aspx Bl ock !
141.212.122. 177|Uited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 69. 20 I srael 147.237.72. 166 [aka. i df . i | D stributed Wauthorized URL Access on 147.237. 72. 166/ B ock 1
198. 20. 69. 76 Lhited Sates 147.237.72. 167 |i shuri maka. i df . i|Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
40.77.167.105 |Whited Sates 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sites/kishur/ B ock 1
Russi an . . Paraneter Type Molation DoclDin
128.70. 102. 149 Federation 147.237.77.74 |lawidf.il v | aw i df i |/t enpl at econtrol s/ pi ctureinfol pi cturei nfo. aspx Bl ock !
68.180.228. 112 |lhited Sates 147.237.77.216|dover . i df .i | Paraneter Type M ol ation PageNumin vww idf.il/1815-he/ dover.aspx |B ock 1
66.249.64.119 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed LRL Access to navy.idf.il/edi ndyonan/ enl ar ge. asp B ock 1
157.55.39.197 |[wited Sates  |147.237.72.166|aka.idf. il Unaut hori zed URL Access to aka.idf.il/main/rabanut/62048 B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover . i df .i | Mil tipl e Waut horized URL Access from 66. 249. 69. 26 B ock 1
46. 19. 86. 42 I srael 147.237.77. 243 |nobi l e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
Russi an . . Paraneter Type Mol ation folderid in
128.70.102. 149 Federation 147.237.77.74 [lawidf. il vy | aw i df . il /tenpl at econtrol s/ pi cturei nfol pi cturei nfo. aspx Bl ock !
. . . Uhaut hori zed URL Access to
66.249.64. 185 I srael 147.237.0.34  [tikshuv.idf.il wav ti kshuv. i df . i |/ nodul es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
157.55.39. 242 [wnited Sates  |147.237.72.166|aka.idf . il Distributed Unaut horized URL Access on 147.237. 72. 166/ B ock 1

01-20-2016-06:04:05 to 01-20-2016-07:04:05




