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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action  [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3182
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 105
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 3
89. 248. 167. 162 Net her | ands 147.237.76. 202 e halag.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Sl gnature Devi ce Action |Oount
157. 55. 39. 156 Lhited Sates 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il |ClL03: HITP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
40.77.167. 4 Lhited Sates 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 1
157. 55. 39. 149 Lhited Sates 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the UR B ock 1
52.1.90. 117 Lhited Sates 147.237.72. 166 aka.idf.il 13840: TLS. (penSSL Heartbeat Packet B ock 1
106. 38. 241. 106 Chi na 147. 237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature |Count |
202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 532

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent

93.174.93. 181 147. 237.76. 196 Net her | ands esvivaidf.il ET SCAN Potential VWNC Scan 5900- 5920

93.174.93. 181 147. 237. 76. 30 Net her | ands hi nush. i df i | ET SCAN Potential VWNC Scan 5900- 5920

143. 208. 27. 192 147. 237.77. 227 e. hanaz. i df .il ET SCAN Potential SSH Scan

89. 163. 145. 107 147.237.0. 34 Ger many ti kshuv. i df.il ET SCAN Potential SSH Scan

143. 208. 27. 192 147. 237. 76. 202 e halag.idf.il ET SCAN Potential SSH Scan

143. 208. 27. 192 147.237.76. 148 gqcent er . aka. i df .i | ET SCAN Potential SSH Scan

143. 208. 27. 192 147. 237.76. 44 erefuah.idf.il ET SCAN Potential SSH Scan

143. 208. 27. 192

147. 237. 72. 217 eidf.il

ET SCAN Potential SSH Scan

94.102. 48. 195 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN NVAP -sS wi ndow 1024
93.174.93. 181 147.237.77. 74 Net her | ands lawidf.il ET SCAN Potential VWNC Scan 5900- 5920
93.174.93. 181 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920
143. 208. 27. 192 147.237.77. 243 nobi | e.idf.il ET SCAN Potential SSH Scan

91. 218. 246. 103 147. 237.77. 176 Russi an Federation nat pash. i df .i ET SCAN NVAP -sS wi ndow 1024

143. 208. 27. 192 147.237.77. 179 e.nazi.idf.il ET SCAN Potential SSH Scan

143. 208. 27. 192 147. 237.76. 196 e svivaidf.il ET SCAN Potential SSH Scan

143. 208. 27. 192 147. 237.76. 147 chi nuch. aka. i df . i | ET SCAN Potential SSH Scan

143. 208. 27. 192

147.237. 76. 38 eeneitav.idf.il

ET SCAN Potential SSH Scan

121. 201. 27. 61 147.237.0. 16 Chi na ny- kosher - kravi .i df . il ET SCAN Potential SSH Scan
93.174.93. 181 147. 237. 77. 205 Net her | ands prisha.idf.il ET SCAN Potential WNC Scan 5900- 5920
212.7.211. 7 147.237.8. 14 Net her | ands e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024
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|Top Attackers In FW |

Attacker Address Atacker

Target Address

dte

Signature

Devi ce

Country

Sreamng Engine: TCP Invalid

Inval id segnent retransnission.

Action

79.180. 26.116 |l srael 147.237.76. 200 |ei tan. aka.i df .i | S dro 153
Ret r ansmi ssi on Packet dropped. P
202.3. 255,143 |7 ench. 147. 237.77. 216 |dover. i df .i drop First packet isnt SN drop 38
Pol ynesi a
41.33.231.90 Egypt 147.237.77. 216 |dover. i df il drop SAMrule drop 30
54.160.184. 231 |Uhited Sates |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpli ant Failed to handl e connection data |nonitor |23
41.233.61. 62 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
109. 160. 165. 125|I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[alert
109. 160. 165. 125|I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject
Sreaning Engine: TGP Invalid i i ssi
66.249.78. 5 Wited Sates |147.237.0.19 |madimatal .idf.il 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
157.55.39.197 |Wited Sates |147. 237.76. 200 |eitan. aka. i df il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
o SYNtACK retransmt wth .
109. 160. 165. 125|I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence di fferent vindow scal & monitor |6
41.33.232. 66 Egypt 147.237.77. 216 [dover.idf . i Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data |nonitor 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
66. 183. 199. 239 [Canada 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
85. 64. 145. 204  |Israel 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 4
41. 68. 189. 44 Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
195.34.150.18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |4
Russi an D Streaming Engi ne: TCP Inval i d|invalid segnent retransnission.
141.8.132. 112 Federat i on 147.237.72. 166 |aka. i df .il Ret 1 ansni ssi on Packet dr opped. drop 3
5.102. 254. 56 I srael 147.237.72. 156 |anan.i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |3
reamn ine: TCP Invali i i ssi
207.46.13.14  |uwited Sates |147.237.77.243|nobile.idf.il Streamng Engi ne: TCP alid|imvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
66.249.81.212 |Wited Sates |[147.237.77.216|dover.idf.il Drectory Traversal directory traversal overflow noni t or 3
reamng BEngine: TCP Invali i i ssi
46.19.86.151  |Israel 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dropped.
50.47.235.160 |Wited Sates |[147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
54.151.42.39 Lhited Sates [147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |2
Sreaning BEngine: TCP Invalid i i SSi
207.46.13.108 |United Sates |147. 237. 76. 200 [ei tan. aka i df .i | g =g Invalid segnent retransmssion. | 2
Ret r ansmi ssi on Packet dropped.
176.13.10.86 [l srael 147.237.0.17 [V kosher-kravi.id lpq TOP sequence Invalid AGK nunber monitor |2
Sreaning Bngine: TCP Invalid i i SSi
207.46.13.5 Wited Sates |147.237.76. 200 |eitan. aka. i df . il 9 =g Inval id segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
40.77.167.105 |lwited Sates |147.237.76.200 |eitan. aka.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i SSi
151.80.31.168 |italy 147. 237.77. 243 |nobi L e.i df .| 9 =g Inval id segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
68.180.229. 121 |Whited Sates |147.237.76. 200 |ei tan. aka.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
54.183.217.20 |Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
197. 33.176. 150 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 2
37.26.148.139 |lsrael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence alert
Sreanming Engine: TCP Invalid i i ssi
207.46.13.37  |Uited Sates |147.237.76. 200 [ei tan. aka i df i 9 =g Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
37.26.148.139 |l srael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence nonitor |2
54.67.46.234  |Wited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
Sreanming Engine: TCP Invalid i i ssi
207.46.13.88  |lWhited Sates |147.237.76.200 |eitan. aka.idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dr opped.
176.13.10.86  [Israel 17.237.0.17 [V kosher-kravi. 1d 1pad TGP sequence Inval i d ACK nunber alert 2
37.26.148.139 |lsrael 147.237.0.19 |nadimatal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
77.127.193.137 |lsrael 147.237.72. 156 |anan.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect
184.105. 139. 110(lhited States |147.237.0.35 |akaws.idf.il drop drop
64.125.239. 228 |lhited Sates |147.237.76.196 |e.sviva.idf.il Geo- 1 ocati on enf or cement Sﬁfolrggﬁ;ton  nbound drop 1
149. 210. 158. 71 |Net her | ands 147.237.77. 176 |nat pash. i of . i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor |1
141.212.122. 144|United Sates |[147.237.76. 177 |ncore.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
197. 33.176. 150 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
66.249. 81. 218  |lsrael 147.237.77. 216 |dover.idf il Drectory Traversal directory traversal overflow noni t or 1
64.125.239.58 |lnited Sates [147.237.77.19 |lawforumidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 1
141.212.122. 159|Wnited Sates [147.237.0.33 |idf.il drop drop 1
216.218.206. 111|lhited Sates [147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
50.177.132.195 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
141.212.121. 34 |Uhited Sates [147.237.77.234|halag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
37.26.148.139 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 22
176. 13. 0. 40 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.147.227 |israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response CQode B ock 3
37.26.147.135 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
66. 249. 69. 42 I srael 147.237.77. 216 |dover . i df .i | Mul ti pl e Unaut hori zed URL Access from 66. 249. 69. 42 B ock 1
207.46.13.148 |[lhited Sates |147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ B ock 1
66.249.78.254 |lsrael 147.237.72. 166 [aka. i df . i | Uhknown Par anet er anp; doci d i n waw aka. i df . i |/ mai n/ gi yus/ general . aspx  |None 1
66.249.66.131 [Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. txt B ock 1
157.55.39.197 |Uited Sates |147.237.72. 166 |aka. i df . i | Unknown Paraneter KEY in aka.idf.il/ishurinicityofficers/ None 1
66. 249. 69. 42 I srael 147.237.77.216|dover.i df .i | Unhaut hori zed URL Access to v i df.il/1283-19043- en/ dover . aspx>, Bl ock 1
208.80.194. 122 |hited Sates |147.237.72. 166 |aka. i df . il SSL Whtraceabl e Qonnection - sigal gs DoS Attack None 1
68.180. 228. 112 |Wnited Sates |147.237.77.216|dover.i df.i | Uhaut hori zed URL Access to wawidf.il/kesher B ock 1
66. 249. 69. 26 | srael 147.237.77.216|dover. i df .i | Mil tipl e Uhaut horized URL Access from 66.249. 69. 26 B ock 1
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in v aka.idf.il/main/giyus/ general . aspx None 1
68.180. 230. 224 [Lhited Sates [147.237.76.31 [nakchal .idf. il Twwrfkf‘;;‘f%ef _\fl‘j' fé;;”hzagzk'\ﬁ;“_;px B ock 1
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waww idf.il/atal B ock 1
178. 256. 215. 87 |France 147.237.77. 216 |dover . i df . i | mtl r:j(;r.lizlefl;j:é-gclcoezs-sh;/okkkkkkk:ca1e60e7kkkkkkk_ca1e60e7 B ock 1
66.249.78.236 |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/ sip_storage/files/1/2341.jpg |B ock 1
141.212.122. 177|Wnited Sates [147.237.0.19 |nadi matal . i df. i [Wauthorized URL Access to 147.237.0. 19/ B ock 1
66.249.69.34  |Israel 147.237.77. 216 |dover . i df . i | ;ﬁ“tgrgii zf’gerﬁ /;Cp;;s; o dm;dtfc.) 'C'hll ifZng— 191?}‘;;”4 td;f‘;e" aspx Mg o 1
207.46.13.108 |Uited Sates [147. 237. 72. 166 |aka. i df . i | g;;’t_hz;;idég Access to www aka. idf.il/edintfund/ A—€A—8E2%A— 15 1
66.249.78.248 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/files/9/3249.jpg |B ock 1
62.210.181.15 |France 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . idf.il/894 B ock 1
157.55.39. 160 |wnited Sates |147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/894-ar B ock 1
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