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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country Target Address Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 3060
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 107
185. 130. 5. 224 147.237.76. 201 e atal.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Sgnat ure Devi ce Action |Count |
158. 69. 209. 141 [Wnited Sates 147.237.76.31 |nakchal .idf.il Cl06: HITP. rmajestic bot B ock 2
158.69. 209. 141 Lhited Sates 147.237.76.86 |navy.idf.il Cl06: HITP: naj estic bot Bl ock 2
158. 69. 209. 141 [lhited Sates 147.237.77.74 |lawidf.il Cl06: HTTP. naj estic bot B ock 2
158. 69. 209. 141 [Wnited Sates 147.237.77.170 |naarachot.idf.il [Cl06: HITP. najestic bot B ock 2
158. 69. 209. 141 |lhited Sates 147.237.77.216 |dover.idf.il ClO6: HITP. naj estic bot B ock 2
188. 165. 15. 231 |France 147.237.72.156 |aman.idf.il (228: HITP. AhrefBot craw er B ock 1
106. 38. 241. 106 [Chi na 147.237.76.42 |refuah.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 39. 60. 178  |China 147.237.8. 45 e.eitanidf.il 13891: TLS QenSSL Encrypt ed/ Unencrypt ed Heartbeat Packet Per nirt 1
106. 39.60. 178  [China 147. 237. 8. 46 e.chinuch.idf.il |13891: TLS QpenSSL Encrypted/ Lhencrypt ed Heartbeat Packet Per nit 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 527
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
37.187.24. 36 147.237.77. 216 France dover.idf.il Tehila - Perl LWP wth fake user agent 3
143. 208. 27. 192 147.237.0. 34 tikshuv.idf.il ET SCAN Potential SSH Scan 2
66.249. 78. 28 147.237. 76. 42 Lhited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
212.7.211.7 147. 237. 8. 45 Net her | ands eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
143. 208. 27. 192 147.237.8.14 e.orchot.idf.il ET SCAN Potential SSH Scan 1
85. 93. 5. 65 147. 237.77. 235 Ger nany svivaidf.il ET SCAN Potential SSH Scan 1
46.161. 40. 120 147.237.0. 17 Russi an Federation mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147. 237.72. 166 Chi na akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201.227. 7 147.237.0. 15 kr ai ne kosher -kravi .i df .i | ET SCAN NVAP -sS wi ndow 1024 1
143. 208. 27. 192 147. 237.0. 35 akavs. i df i | ET SCAN Potential SSH Scan 1
143. 208. 27. 192 147. 237.0. 33 idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
202. 3. 255. 143 |French Pol ynesi a|147. 237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
o SYNHAK retransmit with different .
41. 68. 189. 44 Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 10
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor 6
54.244.22.103 |lhited Sates 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 5
66. 183. 199. 239 |Canada 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor |5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data [nonitor 4
Sreaning Engine: TGP Invalid i i ssi
66.249.78.146 |Wnited Sates |147.237. 72. 166 |aka i df .l g =g Invalid segnent retransmssion. |y 4
Ret r ansni ssi on Packet dr opped.
. . R . Geo- | ocati on i nbound
106. 39. 60. 185 |Chi na 147.237.8.24 |e.lifestyle.idf.il |Geo-| ocati on enf or cenent enf or cement drop 3
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
41. 68. 189. 44 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
195. 154.56. 44  |France 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
212.76.127.10 |lsrael 147.237.77.233 |atal .idf. il Bl ock HTTP Non Conpli ant Failed to hand e connection data |nonitor |3
Sreaning BEngine: TP Invalid i i ssi
157.55.39.60  |Wited Sates  |147. 237. 77. 243 |nobi l e.i of i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
212.76.127.111 |l srael 147.237.77.233 |atal .idf. il Bl ock HITP Non Conpl i ant Failed to hand e connection data |nonitor |3
Sreaning Bngine: TQP Invalid i i ssi
157.55.39.131 |wited Sates |147.237.77. 234 |hal ag.idf. il g =g Invalid segnent retransmssion. | 2
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
66.249.78.160 |lhited Sates |147.237.72.166 |aka idf. il 9 =g Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
130. 193. 50. 33 R‘SIS::I”ion 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
106. 39. 60. 185  |hi na 147.237.8.27 |e.nadimatal.idf.i|Geo- | ocati on enf or cenent Geo-lrocati on inbound drop 2
enf or cenent
208.120. 46. 224 |lhited Sates |147.237.77.170|naarachot.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 2
106. 39. 60. 185  |chi na 147.237.8.28 |e.nobile-ks.idf.il |Geo-1 ocation enf or cenent Geo-locati on inbound dr op 2
enf or cenent
Sreaning Engine: TGP Invalid
84.228.127. 115 |Israel 147.237. 77. 216 |dover.idf.il 9 9 Inval i d checksum Packet dropped. |drop 2
Checksum
Sreaning BEngine: TCP Invalid i i ssi
40.77.167.105 |Uited Sates |147.237.72. 166 |aka i df il 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dr opped.
106.39. 60. 185 |cni na 147.237.8.50 |e.tikshw.idf.il [Geo-1ocation enfor cement Geo-I ocati on i nbound drop 2
enf or cenent
5.102.254.132 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 2
64.125.239.113 |Lhited Sates |147.237.77.74 |[lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
141.212.122. 146|lnited Sates |147.237.0.35 |akavs.idf.il drop drop 1
108. 168. 185. 133|United Sates  |147.237.77. 178 |e.natpash.idf.il  |[Geo- | ocation enf or cenent gﬁfo'rggi'nf” I nbound dr op 1
184. 105. 247. 227|Wwnited Sates  [147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
142.59. 115. 168 [Canada 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert
37.48.101.193 |Netherl ands 147. 237.77. 216 |dover.idf .il Drectory Traversal directory traversal overflow noni t or
141.212.121. 192|wnited Sates  [147.237.76. 198 |e.yohal an.icf.il  |[Geo-1 ocati on enf or cenent f;?olrggi'nfn I nbound drop 1
64.125.239. 180 |lLhited Sates 147.237.76. 148 |gocent er . aka. i df . i |dr op drop
141.212.122. 146|Uhited Sates  [147.237.77.179 |e.nazi .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
207.46.13.5 Lhited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
74.82. 47. 26 Lhited Sates |[147.237.0.200 [rau.idf.il Geo- | ocati on enf or cenment Geo-lrocati on inbound drop 1
enf or cenent
184. 105. 247. 228|Wnited Sates  |147.237.76.201 |e. atal .idf il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
46. 19. 85. 239 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber noni t or 1
142.59. 115. 168 |Canada 147.237.77. 216 |dover. i df. i1 Bad TCP sequence I'nval i d ACK nunber noni t or 1
37.142.68. 25 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACK nunber aert 1
141. 212. 122. 145|hited Sates 147.237.0.35 |akaws.idf.il drop drop 1
217.91.39.121 |Ger many 147. 237.72. 166 |aka. i df . Header Rgj ection :‘gitrej ection pattern found in ) onivor 1
195. 154.56. 44  |France 147.237.77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant Response out of state noni t or
64.125.239.232 |Lhited Sates |147.237.76.200|eitan. aka idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
184.105.139.75 |Uhited Sates [147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
141.212.122. 146|Wnited Sates  |147.237.77.227 |e.hamaz.icf.il  |Geo-1ocation enf or cerent gﬁ?;)'rggi'nfn | nbound dr op 1
130.193.50.33 [ssian 147.237.77.74 |lawidf.il Bad TCP sequence SINCAC retransmt with different | oo |1
Federati on W ndow scal e
74.82.47.26 Lhited Sates |147.237.76.202e.halag.icf.il  |Geo-1ocation enf or cenent Geo-locati on inbound drop 1
enf or cenent
184. 105. 247. 232|Lhited Sates  [147.237.0.19 |madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
79.177.243.34  |lsrael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 42
m ny- kosher -kravi . i d _ .
62.219.226.71 |lsrael 147.237.0. 17 £l Miltiple Illegal Paraneter Encoding from 62.219. 226. 71 None 13
107.170. 129. 218|Uhited Sates [147.237.76.42 |refuah.idf.il Ml ti pl e Unaut hori zed URL Access from 107. 170. 129. 218 B ock
37.187.24.36 France 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 37.187. 24. 36 B ock
37.187.24.36 France 147.237.77.216|dover.idf .il PHP Att enpt B ock
. . Uhaut hori zed URL Access to
66.249.69.32  [Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1133- 20315- he/ dover . aspx Bl ock 1
. m ny- kosher-kravi .id .
216.218.206. 68 |Lhited Sates [147.237.0.17 £l Unaut hori zed URL Access to 147.237.0.17/ Bl ock 1
] . . Paramet er Type M ol ati on PageNumin
68.180.230. 167 [Wited Sates [147.237.76.31 |nakchal .idf.il nakhal .i f i |/ 1117- hel nakhal . aspx Bl ock 1
: . . Unaut hori zed URL Access to
107. 170. 129. 218|United Sates [147.237.76.42 |refuah.idf.il refua. atal i df.i1/shared usercont ol s/ header upper/ B ock 1
66. 249. 69. 48 I srael 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to 147.237. 77. 216/ B ock 1
217.91.39.121  |Ger many 147.237.72. 166 |aka. i df . i | Enail collector robots 14 Bl ock 1
111.217.132. 24 |Japan 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to www i df.il/navy/ B ock 1
. - Uhaut hori zed URL Access to
66.249.78.146 |Israel 147.237.72. 166 |aka. i df . i | vww aka i df . i |/ rai v kapat 2/ def aul t . aspx<br > B ock 1
217.91.39.121 [Ger many 147.237.72. 166 |aka. i df . i | eMii | Hoar di ng B ock 1
. . . Unaut hori zed URL Access to
91.200.12.138 [Wkraine 147.237.77. 216 [dover. i df . i | v i dff i 1/ 1086- 17714- en dover . aspx/ t r ackback/ Bl ock 1
m ny- kosher -kravi .id i i
62.219.226.71 | srael 147.237.0. 17 my llegal Paraneter Bncoding rnd in . None 1
foil m ny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
: . . Unaut hori zed URL Access to
157.55.39.193 |lhited Sates |147.237.77.216|dover.idf .il vow i o i |/t enpl at es/ shar ed/ user cont ol s/ header upper / B ock 1
. . Uhknown Paraneter hc_l ocation in
66.249.78.254 |[Israel 147.237.72. 166 [aka. i df . i | v aka i o i1/ i 1Y gf yus/ general . aspx None 1
91. 207. 60. 64 kr ai ne 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ B ock 1
216.218.206. 66 |Wiited Sates [147.237.72.167]i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
68.180.228.112 |[hited Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wwidf.il/igf B ock 1
. . URL is Above Root Directory
37.48.101.193 [Netherlands  [147.237.77.216 |dover.idf . il wowvi o i1/ ./ shared/cli entscripts/j query/j query-1 4.2, min. | s Bl ock 1
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