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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3100
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 102
123.151. 149. 222 Chi na 147.237.76. 201 e atal.idf.il JLM Under Attack Con_Tcp drop 2

185. 130. 5. 224 147. 237. 76. 38 e.eneitav.idf.il Block Udp All Nets drop 1

146. 185. 239. 100 Russi an Federation 147.237. 76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl drop 1

185. 35. 62. 205 Sntzerl and 147.237. 76. 196 e.sviva.idf.il B ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
91.121.112. 142 France 147.237.77. 216 dover.idf.il Cl06: HITP. najestic bot B ock 2
46.252.131.34 Ger many 147.237. 72. 166 aka.idf.il ClO6: HITP. naj estic bot B ock 2
108. 59. 8. 80 Lhited Sates 147.237.77. 216 dover.idf.il Cl06: HTTP. naj estic bot B ock 2
188. 165. 15. 188 France 147.237.0. 34 tikshuv.idf.il |28 HITP.  AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1




01-20-2016-03:04:04 to 01-20-2016-04:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

202.3.255.143  [147.237.77. 216 gle;fgsia dover i df .il GPL SCAN nmap TCP 522
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
162. 222. 185. 165|147. 237. 76. 197 [Lhited Sates |e. hinush.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.200 |China . i df il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237. 76. 34 [Lhited Sates |yohal an.idf.il ET SCAN Potential SSH Scan 1
108. 168. 185. 133|147. 237.77. 74 |Uhited Sates [lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 197 [Chi na e. hinush.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 147 [Chi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
163.172.13. 173 |147.237.76. 86 LK?i;gegom navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45, 79. 117 147. 237. 72. 217 [Chi na eidf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237. 76. 199 |Lhited Sates |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.27 |China e.madimatal .idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165|147. 237.76. 39 |Lhited Sates [mobile.meitav.idf.il |ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
162.222. 185. 165|147.237.0.16 |lhited Sates |ny-kosher-kravi.idf.il [ET SCAN Potenti al SSH Scan 1
66.249.78.172 |147.237.72.166 |Lhited Sates |aka.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
59. 45. 79. 117 147. 237. 77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
222.161. 223. 218|147. 237. 76. 147 |Chi na chinuch. aka. i df . il ET %AN Behavi oral Lhusually fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
59. 45. 79. 117 147. 237. 76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76.86 |[China navy.idf.il ET SCAN Potential SSH Scan 1
162. 222. 185. 165(147. 237. 76. 200 |Lhited Sates |eitan aka.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.50 |China e tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature
202. 3. 255.143 |Fench Polynesia |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 38
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
o SYN+tACK retransmt wth .
79.182.62.132 |[Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence di fferent vi ndow scal & monitor |9
79.182.62.132 |[Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject
79.182.62.132 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
79.182.62.132 [Israel 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Tineout |aert
S reanm ng Engi ne: TCP i i ssi
77.126. 236. 193 | srael 147. 237.72. 166 |aka i of . i mng tngine: ! Invalid segnent retransmssion. | 6
Inval i d Retransnm ssion Packet dropped.
41.33.232.66 Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor
167.114. 156. 16 [Canada 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.idf .i | Bl ock HTTP Non Gonpliant |Failed to handle connection data |nonitor
S reaning Engi ne: TCP i i ssi
66.249.78.216 |Wited Sates  |147.237.77. 243 |nobile.idf. il mng tngine. Invalid segnent retransmssion. | 3
Inval i d Retransmissi on Packet dropped.
79.182.62.132 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
79.182. 23.55 I srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
S reani ng Engi ne: TCP i i ssi
207.46.13.108 |Uited Sates  |147.237.72.166 |aka i f il mng tngine: ! Invalid segnent retransmssion. 2
Inval i d Retransnm ssion Packet dropped.
85. 64.47. 137 | srael 147.237.72. 167 |i shurimaka.i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
85. 64. 47. 137 I srael 147. 237.72. 167 |i shuri maka. i df .i | Bad TCP sequence noni t or
64.125.239. 234 |lhited Sates 147.237.76. 202 |e.hal ag.i df .1 Geo- | ocati on enf or cenent ﬁ?;'rggz:mon I nbound drop 1
203. 127.96. 219 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
5.144.131. 170 :éxbl :2'37"" 147. 237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber moni tor |1
141. 212. 122. 146|lnited Sates 147.237. 77. 243 |nobi l e. i of . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 64.47. 137 | srael 147.237.72. 167 |i shurimaka.i df . il dr op Frst packet isn't SN drop
216. 218. 206. 104|tnited Sates 147.237.0.17 ;“I”I” kosher-kravi. 1d fevn At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 119 I srael 147.237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
188.138.1.218 [Germany 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 192|Uhited Sates 147.237. 72. 156 |aman. i df .| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
221.199. 217. 173|Australia 147.237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
203.127.96. 219 |9 ngapore 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
: R instant nessenger pattern found, .
40.78.146.128 |wnited Sates 147.237.76.86 |navy.idf.il I nstant Messengers appl i cation: Skype monitor |1
141. 212. 122. 183|lhited Sates 147.237.77. 234 |hal ag.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect
85. 64. 47. 137 I srael 147.237.72. 167 |i shuri maka. i of . | Bad TCP sequence Inval i d AGK nunber aert 1
216. 218. 206. 104|nited Sates 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.17 |Wited Sates 147. 237. 77. 227 |e. haraz. i of . | Geo- | ocation enforcement |0 !ocation inbound drop 1
enf or cenent
141.212.121. 192|lhited Sates 147.237.76.39 |nobile neitav.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
82.166.68.171 |lIsrael 147.237.0.35 |akaws.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject
69.30.205.251 |[Wited Sates 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpliant |Failed to hand e connection data |nonitor
o SYNtACXK retransmt wth .
203. 127.96. 219 |9 ngapore 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 1
141. 212. 122. 184|lnited Sates 147.237.77. 234 |hal ag.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85. 64. 47. 137 I srael 147.237.72. 167 |i shuri maka. i of . | Bad TCP sequence Inval i d AGK nunber moni tor |1
216.218. 206. 122|hited Sates 147. 237.72. 167 |i shuri maka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
64.125.239.81 |lhited Sates 147.237.8.27 |enadimatal.idf.il  |Geo-location enforcement |S0! ocation inbound drop 1
enf or cenent
201. 237. 245. 134|Qosta Rca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
141.212. 121. 192|nited Sates 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
84.109. 49. 93 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
74.82.47.19 Lhited Sates 147.237.0.16  |ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
146. 185. 239, 102 RJSIS::t”ion 147.237.76.39 |mobile.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
217.148.45.113 |United Kingdom |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpliant |Failed to handle connection data |nonitor
64.125. 239.209 |[wnited Sates 147. 237. 77. 170 |mmar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
5.144. 131, 170 IF;;EH i'i'g‘f""c 147. 237.77. 216 |dover. i of . | Bad TCP sequence Inval i d ACK nunber aert 1
141. 212. 122. 145|Wnited Sates 147.237.77. 243 |nobi | e. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.182.23.55  |israel 147.237.0.34 |tikshuv.idf.il Too Miny of the Sane Response Code (404) in Session from Bl ock 5
79.182. 23. 55
69. 163. 144. 121 [lnited Sates 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut hori zed LRL Access from 69. 163. 144. 121 B ock
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df . il Mil tipl e Unaut horized URL Access from 66.249. 69. 26 B ock
] . . D stributed Unauthorized Method for Known URL on
192. 0. 80. 167 Lhited Sates  [147.237.72.166|aka.idf.il v aka. i o i 1/ nai v i yus/ general . aspx Bl ock 2
. - Unaut hori zed URL Access to
66.249.78.104 |l srael 147.237.77. 170 |maar achot . i df . i | naar achot i df i 1/ pdf /111 es/ 7/ 112387, p B ock 1
] . . D stributed Unauthorized Method for Known URL on
216.46.175.37 |lnited Sates  |147.237.72.166|aka. i df . il v aka. i o i 1/ nai v i yus/ general . aspx Bl ock 1
80. 82. 65. 82 Net her | ands 147.237.77.216|dover.i df .il Ml tipl e Unaut horized URL Access from 80. 82. 65. 82 B ock 1
68.180.230.29 [Lhited Qates  |147.237.77.176 |nat pash. i df . i | Paraneter Type Mol ati on PageNimin Bl ock 1
waw cogat . i df . i | / 2063- he/ cogat . aspx
66.249. 64. 166 [l srael 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/robots. t xt B ock 1
192.0.80.167  |Wnited Sates  |147.237.72. 166 |aka. i df . i | thaut hori zed Method HEAD for Bl ock 1
wn aka. i df . i |/ mai n/ gi yus/ gener al . aspx
79.182. 23.55 I srael 147.237.0.34 |tikshuv.idf.il Too Many 404: Response Code per Session B ock 1
. - S Lhtraceabl e Gonnection - Protocol violation
66.249.78.172 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT HELLO) None 1
] . . D stributed Unauthorized Method for Known URL on
216.46.190.190 |Lhited Sates  |147.237.72.166|aka. i df . il v aka. i o i |/ nai v i yus/ general . aspx Bl ock 1
. . Unaut hori zed URL Access to
80. 82. 65. 82 Net her | ands 147.237.77. 216 |dover . i df . i | ww i df . i |/ 1283- en/ shar ed/ user cont r ol s/ header upper / Bl ock !
] . . Paraneter Type M ol ation SearchText in
68.180.231.40 |lhited Sates  [147.237.77.74 |lawidf.il vwwc | aw i df i 1/ 163- 6639- hel pat zar . aspx Bl ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1398-he/ atal . aspx |B ock 1
192.0.116.163 |lhited Sates  |147.237.72. 166 |aka. i df .i | Distributed hauthorized Mthod for Known LRL on Bl ock 1
v aka. i df . i | / mai n/ gi yus/ gener al . aspx
. . . Unknown Paraneter lang in
66.249.79.137 |Israel 147.237.76.200|ei tan. aka.i df . il Wi ei tan. aka. i o i |/ 938~ enV i tan. aspx None 1
141.212.122.177|Wited Sates  [147.237.77.234|hal ag.i df . i | Unaut hori zed URL Access to 147.237.77.234/ B ock 1
69.30.205.251 |[Lhited Sates  |147.237.77.216|dover.idf .il Distributed Suspicious Response Code B ock 1
195. 62. 53. 168 RJF Sﬁ::ﬂ on 147.237.77.19 [lawforumidf.il Uhaut hori zed URL Access to /adnmin/login B ock 1
70.182.62. 132 |1 srael 147.237.72. 166 |aka. i df i | Mil tiple Unhtraceabl e SSL Sessions from79.182. 62. 132 (si gal gs None 1
DoS At t ack)
. . - Unknown Par anet er PageNumiin
66.249.79. 144  |Israel 147.237.76. 200 (ei tan. aka. i df . i | v ei tan. aka. i o i |/ 938- enV ei tan. aspx None 1
62.210. 185. 3 France 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/bl og/ wp-adnin/ B ock 1
188.138.1.218 |Ger nany 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
66. 249. 69. 34 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/irag/ english/info.asp B ock 1
195. 154. 177. 131 |France 147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catldin tikshuv.idf.il/site/gallery.aspx |B ock 1
79.182.62.132 [Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Gonnection - sigal gs DoS Atack None 1
68.142.232.5 Lhited Sates  [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/w/ wp-adnin/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 160 |l srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel fi | es/ 2/ 1682. doc Bl ock 1
_ ny- kosher - kravi . i df . _
74.82.47.3 Lhited Sates 147.237.0. 16 . Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
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