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01-20-2016-02:04:00 to 01-20-2016-03:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3006
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets dr op 107
117.90. 150. 146 Chi na 147.237. 76. 197 e hinush.idf.il B ock Wp Al Nets drop 1

185. 81. 158. 41 147. 237.76. 196 e svivaidf.il Block Np Al Net drop 1

117.90. 150. 146 Chi na 147.237.76. 199 e. nakchal .idf.il B ock Wp Al Nets drop 1

204. 42. 253. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il B ock UWp Al _Nets drop 1
82.221.105.7 | cel and 147.237.76. 42 refuah.idf.il B ock_UWp Al _Nets drop 1

117.90. 150. 146 Chi na 147.237. 76. 200 eitan.aka.idf.il |B ock Udp Al Nets dr op 1

117.90. 150. 146 Chi na 147.237. 76. 196 e.sviva.idf.il B ock Wdp Al Nets drop 1
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|Top Attackers In IPS|

|Att acker Gountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action

‘Count

106. 38. 241. 106 Chi na 147. 237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il |[CL03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der Bl ock 1




01-20-2016-02:04:00 to 01-20-2016-03:04:00

|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 528
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
61.149. 161. 186 147.237.8. 14 Chi na e.orchot.idf.il G°PL SCAN nmap TCP 2
185. 66. 250. 189 147.237.8.14 Net her | ands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
110. 125. 47. 90 147.237.76. 31 Chi na nakchal . i df .i ET SCAN Potential SSH Scan 1
82.117. 208. 243 147.237.77. 74 lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
41.33.231.90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LW with fake user agent 1
193.201.227. 7 147. 237.76. 34 kr ai ne yohal an. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
110. 125. 47. 90 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
110. 125. 47. 90 147. 237. 0. 200 Chi na mu.idf il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
54. 244, 22. 103 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 85
French R L
202. 3. 255. 143 Fol ynesi a 147.237.77. 216 |dover. i df .il drop First packet isn't SWN drop 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
54.244.22.103 |Lhited Sates |147.237.77.233|atal.idf.il drop First packet isn't SWN drop 10
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 6
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
195.34.150.18  |Austria 147. 237. 77. 216 |dover.idf .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nenitor |4
98. 231. 146. 3 Lhited Sates |[147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
98.231.146.3  |United Sates |147.237.77.216 |dover.idf. il Bad TCP sequence SNAK retransmt with different oo
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.177.1.37 I srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
109. 160. 165. 125]1 srael 147. 237. 77. 216 [dover.i df .i SYN At ack SYN -> SYN-ACK -> Ti neout alert 3
Sreamng Engine: TCP Invalid ' i ssi
79.177. 240. 116 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
109. 160. 165. 125! srael 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
207.237.82.50 |Lhited Sates |147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nonitor
. . SYN+AXK retransmit with different .
109. 160. 165. 125|1 sr ael 147. 237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e monitor |3
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect
5.22.135. 142 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
66.249. 64.163 |lited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransmi ssi on Packet dr opped.
45.56. 71. 97 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Conpl i ant Failed to hand e connection data |nonitor |2
64.110. 145. 90 ;atoi: Idletre 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber noni t or 2
46. 19. 85. 141 | srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 2
46. 19. 85. 243 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
94. 230. 86. 36 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber monitor |1
64.125.239.160 |Lhited Sates [147.237.72.156 |anan.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 1
173.161.52.213 |Uhited Sates |147.237. 77. 216 |dover. i df . Header Rgj ection ?ﬁ:;rej ection pattern found in 1 ovor |1
108. 168. 185. 133|nited Sates [147.237.76.34 |yohal an.idf.il drop drop 1
2.54.174.12 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invali d ACK nunber moni t or 1
141.212.121. 192|lhited Sates |147.237.76.34 |yohalan.idf.il drop drop 1
98. 231. 146. 3 Lhited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout alert 1
64.125.239. 244 |lhited Sates |147.237.77.205|prisha.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 185|wnited Sates |147.237.8.28 |e.mobile-ks.idf.il  |Geo-1ocation enfor cenent gﬁ?;'rsgi'nfn I nbound drop 1
79.182. 169. 119 |l srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SYN drop
23.101.61.176 Ireland 147.237.76.31 |[nakchal .idf.il dr op SAMrul e drop 1
141.212. 122. 186|Wnited Sates |147.237.8.28 |e.mobile-ks.idf.il  |Geo-1ocation enf or cenent gﬁ;’;ggi'mon I nbound drop 1
75.131.215.197 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
93.115. 82. 54 g”;(;‘lym“s 147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
64.125.239.16 |Wited Sates |147.237.77.226 "f"l"“ha”atz' aka. 1df 1oyN At t ack SYN -> SYN-ACK -> Timeout  |reject 1
31.210.188.26 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber noni tor |1
] s instant nessenger pattern found, .
104. 209. 188. 207|Uhited Sates [147.237.76.31 |[nakchal .idf.il I nstant Messengers appl i cati on: Skype noni t or 1
75.131.215.197 |Lhited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber mnitor |1
141.212.121. 192|Wited Sates |[147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenment Geo-I ocat i on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

At acker

Devi ce

country Target Address |Site Sgnature Action ‘Count
2.54. 25. 230 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 50
69.163. 144. 121 [Wited Sates  [147.237.72.166|aka. i df .i | Ml tiple Unhauthorized URL Access from 69. 163. 144. 121 B ock 2
173.161.52. 213 |Lhited Sates  [147.237.77.216|dover.i df .i | Enail collector robots 14 B ock 1
66.249.69.26 |Israel 147.237.77.216|dover. i df . il Mil tipl e Uhaut horized URL Access from 66.249. 69. 26 B ock 1
208.113.160.6 [lnited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wordpress/wp-adnin/ B ock 1
173.161.52. 213 |Lhited Sates  [147.237.77.216|dover.idf .i | eMi | Hoar di ng B ock 1
66.249.69.26 |Israel 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wawidf.il/tenpl ates/articl e/ watch B ock 1
69.163. 144. 121 [Wited Sates  [147.237.72.166|aka. i df .i | Unaut hori zed URL Access to aka.idf.il/wp-admin/ B ock 1
46.19.85.180 |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i|Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock 1
Unaut hori zed URL Access to
178. 255. 215. 87 |Fance 147.237.77.216|dover.idf .l waw, i df . i |/ tenpl at es/ sendt of ri end/ kkkkkkk=34d19df 9kkkkkkk_34d19 |B ock 1
df9

66.249.78.97 |[lIsrael 147.237.72. 166 |aka. i df . i | Distributed Uhaut horized URL Access on 147.237. 72. 166/ Bl ock 1
69.194.230.99 |Uhited Sates  [147.237.76.42 |refuah.idf.il Uhaut hori zed LRL Access to refua. atal.idf.il/wp-admn/ B ock 1
64. 71. 32. 30 Lhited Sates  [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua. atal .idf.il/test/wp-adnin/ B ock 1
188.55. 75. 239 [Saudi Arabia 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw idf.il/sip storage/files/2/4912.png  |B ock 1
66. 249. 78. 246 |l srael 147.237.72. 166 |aka. i df . i | ?4S7t r2i3b7Lftf§_ ng;?erszlefdorﬁ Qg‘gfssshoovg or um asp Bl ock 1
80. 82. 65. 74 Net her | ands 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77.216/ Bl ock

66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
195. 62. 53. 168 Eég::;r: on 147.237.76.200|ei tan. aka. i df . i | |Wnaut horized URL Access to /adnmin/login B ock 1
68. 180. 228. 112 |Uhited Sates 147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin v i df.il/1133- he/ dover. aspx Bl ock 1
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