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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3063
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 107
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forvard 4
104. 233. 70. 144 147. 237.76. 199 e.nakchal .idf.il [Block Wp Al Nets drop 1
42.112.10. 73 i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 87 i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112. 10. 66 Vi et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 74 \i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags dr op 1
42.112.10. 92 i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 68 i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 75 i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10.70 i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 80 Vi et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags drop 1
42.112.10. 65 \i et nam 147.237.72. 156 anan.idf.il Invalid TGP H ags dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
149. 202. 48. 207 Ger many 147.237.77. 216 dover.idf.il Cl06: HITP. najestic bot B ock 2
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il |ClL03: HITP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
66. 249. 64. 180 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
202.3.255.143  [147.237.77. 216 ;f;fgsia dover i df il GPL SCAN nmap TCP 532
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
106. 120. 201. 115(147. 237. 72. 156 |Chi na aman. i df il GPL SCAN nmap TCP 2
66.249.78.111 |147.237.77.170|Whited Sates |nearachot.idf.il |ET SCAN NVAP -sA (2) 2
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
124. 65. 196. 195 [147.237. 72. 156 |Chi na aman. i df il GPL SCAN nmap TCP 2
218. 246. 0. 97 147.237.76.38 |China eemitav.id.il |ET SCAN NVAP -sS wi ndow 1024 1
172. 98. 200. 237 [147.237.8.50 e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
163.172.13. 173 |147.237.76. 202 E?ir:;gom e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.246. 0. 97 147.237.0.15 |China kosher-kravi .idf.i |[ET SCAN NVAP -sS wi ndow 1024 1
198. 20. 69. 76 147.237.77.176 |thited Sates  |natpash.idf.il ET DRCP Bshi el d B ock Li sted Source 1
185.130. 5. 234  |147.237.77.212 e. dover.idf.il ET SCAN Potential SSH Scan 1
172.98. 200. 237 |147.237.8.50 e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
80.82. 78.6 147 237 0.19  |Nether! ands oo matal idh il ET SCAN Behavi pral Lhusual |y fast Terminal Server Traffic, Potenti a1
Scan or Infection
66.249.69.10  [147.237.72.166 |Wited Sates |aka.idf.il SERVER APACPE Apache mod_ss| non- SS9 connection to SS. port 1
deni al of service attenpt
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature
202. 3. 255. 143 |Fench Pol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 38
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 34
90.174. 2.13 Spai n 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 34
37.77.51. 111 Iraq 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
90.174.2.13 pai n 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber nonitor |7
90. 174.2.13 Spai n 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 7
46.28.137. 164 (F;ajcis;i';'ja” Territoryl147. 237. 77. 176 [ratpash. icf.il - |drop Frst packet isn't SN drop 7
46.120. 159. 195 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
90.174.2.13 Sai n 147.237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert
Sreanming Engine: TGP Invalid i i ssi
173.56.52.81  |Wited Sates 147. 237. 77. 216 |dover i df . 9 =g Invalid segnent retransmssion. . 6
Ret r ansm ssi on Packet dropped.
192.115.83.5 I srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber nonitor |6
41. 33. 232. 66 Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |monitor |5
192.115.83.5 I srael 147.237.72. 167 |ishurimaka idf.il |Bad TCP sequence Invalid ACK nunber alert 4
195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data |nonitor |4
90.174.2. 13 Spai n 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 3
5.156. 31. 97 Ronani a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
Sreaning Engine: TCP Invalid i i ssi
2.52.152. 36 I srael 147. 237. 72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
5.102.254.194 |l srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Inval i d ACK nunber monitor |3
Sreaning Engine: TCP Invalid i i ssi
130.193.37.16 |Russian Federation |147.237.0.34 [tikshuv.idf.il 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
84.94.207.84  |israel 147. 237.72. 166 |aka i of .11 9 =g Invalid segnent retransmssion. 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
66.249.69.93  |Uited Sates 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. . 2
Ret ransnm ssi on Packet dropped.
192.115.83.5 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber noni t or
94.159. 149. 112 [l srael 147. 237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> Timeout |[reject
192.115.83.5 I srael 147.237.72. 167 [ishurimaka. i df .i1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect
. . SYNtAXK retransnmit with .
94.159. 149. 112 |Israel 147. 237. 72. 156 |anan. i df .i | Bad TCP sequence different vindow scal e nonitor |2
Sreaning Engine: TCP Invalid i i ssi
199.30.25.209 |Wited Sates 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. . 2
Ret ransnm ssi on Packet dropped.
79.181.101. 143 |lsrael 147.237.72. 166 |aka. i df . i drop Frst packet isn't SYN drop 2
Sreanming Engine: TGP Invalid i i ssi
203. 133. 170. 157 |Korea, Republic of  |147.237.76.86 |nawy.idf.il 9 =g Invalid segnent retransmssion. |, 2
Ret ransnm ssi on Packet dropped.
. . . SYNtAXK retransmit with .
5. 156. 31. 97 Romani a 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent v ndow scal e noni t or 1
141.212.122. 158|United Sates 147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
198. 20. 69. 74 Lhited Sates 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
42.62.74. 74 Chi na 147.237.72. 156 |anan. i df . il drop Frst packet isn't SYN drop 1
141. 212. 122. 182|Wnited Sates 147.237.76. 201 |e.atal .idf il Geo- | ocati on enf or cenent Sﬁ?olrgzi'n?” i nbound drop 1
5.102.254.194 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |1
137.116. 71. 170 |Wited Sates 147. 237.76. 201 |e. atal .i cf . Geo- | ocati on enf or cenent gﬁ?;)lrggi'mon I nbound drop 1
192.115.83.5 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d sequence nunier noni t or 1
64.125.239. 171 |lLited Sates 147.237.72. 167 [i shurimaka.idf.i1 [SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject
141.212.122. 189|United Sates 147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST rej ect
141.212. 122. 179|Wnited Sates 147.237.76. 198 |e.yohal an.idf.il [Geo- | ocation enf or cenent Sﬁ?olrggi'n?”  nbound drop 1
198. 20. 69. 74 Lited Sates 147. 237. 77. 243 |nobi l e.i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
76.109. 92. 13 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
192. 115.83.5 I srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.19. 85. 72 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
141.212.122. 183|lhited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 155|nited Sates 147.237.8.45 |e.eitanidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
217.91.39.121  [Ger many 147.237.77. 233 |atal i .l Header Rejection ?ggﬂzgtrej ection pattern found inj oo 1
64. 125, 239. 233 |Whited Sates 147.237.76. 201 |e. atal .i df . Geo- | ocati on enf or cenent Geo-l ocati on i nbound drop 1
enf or cenent
141. 212. 122. 180|Wnited Sates 147.237.76. 198 |e.yohal an.icf.il [Geo-1 ocation enf or cenent gﬁ?;)lrggi'mon I nbound drop 1
46. 19. 86. 133 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Acti on ‘Count
87.69.155.9 | srael 147.237.72.166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None
149. 78. 252. 131 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
5.22.129. 254 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs oS Attack None
} . . Uhaut hori zed URL Access to
68.180. 230. 244 |lhited Sates 147.237.77.233|atal . i df . il 147. 237.77. 233/ 1400- he/ at al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.69.32  |Israel 147.237.77. 216 |dover. i df . il 147.237.77. 216/ 1133- 19815- he/ i df gdover . aspx Bl ock 1
157. 55. 39. 31 Lhited Sates 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ gi yus/ gener al . aspx B ock 1
37.146.234.84  |Russi an Federation 147.237.77.234|hal ag. i df . il Mil tiple Unauthorized URL Access from 37.146. 234. 84 B ock 1
84.108.25.127 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ i | es/ 4/ 60984. pf Bl ock 1
198. 20. 69. 76 Lhited Sates 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228. 112 |lhited Sates 147.237.77. 216 |dover. i df . il v i of i 1/ 1133- ar / dover . aspx Bl ock 1
46.28. 137. 164 g‘cf;i'gc'ja” Territory.  1147.237.77. 176 |matpash. i df.il  |Unauthori zed LR Access to ww cogat . i df .i1/894-ar Bl ock 1
. . Uhaut hori zed URL Access to
66.249.78.104 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
2.54.7.217 I srael 147.237.0.19 |nadimatal .idf.il [Suspicious Response Code Bl ock 1
217.91.39.121 |Ger many 147.237.77.233|atal .idf.il Enmail collector robots 14 B ock 1
: . . Uhaut hori zed URL Access to
68.180.228.175 |Lhited Sates 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994~ 9724- he/ r ef uah. aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.66.29  |Israel 147.237.77.233(atal . i df . il 147, 237.77. 233/ 1236- he/ at al . aspx Bl ock 1
141.212.122. 177 |Wited Sates 147.237.0.15 |kosher-kravi . i df . i|Unaut hori zed URL Access to 147.237.0. 15/ B ock 1
. . Uhaut hori zed URL Access to
66. 249. 78. 146 |l srael 147.237.72. 166 |aka. i df . i | vwww aka, i of i |/ il Ui it enpl at es/ B ock 1
2.54. 151. 203 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
217.91.39.121 |Ger many 147.237.77.233|atal .idf.il eMai | Hoardi ng B ock 1
68.180. 230. 29 [Lhited Sates 147.237.77.176 [mat pash. i of i1 |Frameter Type Miolati on PageNimin Bl ock 1
waw cogat . i df . i | /2113- he/ cogat . aspx
. . S Lhtraceabl e Gonnection - Protocol violation
66. 249. 69. 10 I srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO) None 1
66.249.78.160 |lsrael 147.237.72.166 |aka. i df . i | Unhaut hori zed LRL Access to waw aka.idf.il/- + encodeuri B ock 1
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