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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3176
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 106
82.132. 220. 222 Uni t ed Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
37.26. 146. 225 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 10
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 9
109. 66. 117. 127 | srael 147.237.72. 166 aka.idf.il ock Wp Al _Nets drop 6
82.132. 220. 222 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 3
207.46. 13. 49 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
207. 46. 13. 193 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
185. 35. 62. 216 St zerl and 147.237.76. 202 e.halag.idf.il B ock Np Al Net drop 1
185. 35. 62. 100 Sii t zerl and 147.237. 76. 86 navy.idf.il B ock Np Al Net drop 1

45. 35. 64. 142 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
197. 48. 141. 104 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185. 35. 62. 162 Sn tzerl and 147.237. 76. 148 ggcenter.aka.idf.il [Bock Np Al _Net drop 1
71.6.135.131 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il Bl ock Wdp Al Nets drop 1
185. 35. 62. 211 S tzerl and 147.237.76. 197 e. hinush.idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
87.223.18. 84 Sain 147. 237.72. 166 aka.idf.il Q008: HTTP. Xenu User Agent B ock 2
91.121. 169. 194 France 147.237.0. 34 tikshuv.idf.il [ClL06: HITP. najestic bot B ock 2
91. 121. 169. 194 France 147.237.77.74 lawidf.il Cl06: HTTP. naj estic bot B ock 2
2.54.141. 221 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
157. 55. 39. 156 Lhited Sates 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147. 237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il |ClL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 518
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66. 249. 78. 97 147.237.77. 170 Lhited Sates n@ar achot . i df . | ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147.237.8. 24 Chi na elifestyle.idf.il |ET SCAN NVAP -sS w ndow 1024 1
185. 130. 5. 234 147.237.0.34 tikshuv.idf.il ET SCAN Potential SSH Scan 1
201. 232. 25. 160 147.237.77. 179 Col onbi a e.mazi.idf.il ET SCAN NMAP -sS wi ndow 3072 1
201. 232. 25. 160 147.237.77. 179 Col onbi a enazi.idf.il ET SCAN NVAP -f -sS 1
198.11.178. 114 147. 237.76. 86 Lhited Sates navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 249. 184. 162 147.237.77. 121 Col onbi a e navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
185. 130. 5. 234 147. 237.77. 170 naar achot . i df . i | ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147. 237.76. 198 e.yohal an.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147. 237.76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147. 237. 0. 200 . i df . i | ET SCAN Potential SSH Scan 1
201. 232. 25. 160 147.237.77. 179 Col onbi a e.nazi.idf.il ET SCAN NMAP -sS wi ndow 2048 1
198. 11.178. 114 147. 237. 76. 86 Lhited Sates navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
185. 130. 5. 234 147. 237.77. 216 dover.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147.237.77. 74 lawidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147. 237. 76. 196 e svivaidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 234 147. 237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

ountry ‘Target Address |Ste Signature
202. 3. 255. 143 |French Pol ynesia|147. 237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 38
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
82.132. 220. 222 |Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 23
82.132. 220. 222 |Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
31.210.188.48 |[lsrael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 13
79.178. 178. 231 |I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
2.54.48.121  |israel 147,237, 77, 243 |t 1o o1 | €AMNG Engine: TQP Invalid invalid segrent retransnission drop 12
Ret r ansni ssi on Packet dropped.
79.179.57.84 |israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 12
Ret ransni ssi on Packet dr opped.
185. 89. 217. 225 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 10
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 9
2.52.6.102 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
185. 89. 217. 224 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 9
82.132. 220. 222 |Uni ted Ki ngdom|147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
141.8.132. 112 :Zj:rni o 147.237.72. 166 |aka i df . “;: ?ZTS?T? SESr;g(l):e: TP Invalid :):‘éakjeitd ;eggggfi retransmssi on drop 6
197. 48. 141. 104 |Egypt 147.237.77. 216 |dover.idf .i | drop First packet isn't SWN drop
46.19.85.222  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert
2.54.152.179 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
5.29.1.109 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 69 I srael 147.237. 77. 216 [dover. i df . il Bad TCP sequence I'nvalid ACK nunber alert
46.19.85.222 |israel 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber noni t or
149. 78. 240. 114 |1 srael 147. 237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid —invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
5.29. 1. 109 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 69 I 'srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or 6
46. 19. 85. 69 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46.19. 85. 137 I srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
37.26.146.225 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 5
82.132. 220. 222 |Uni ted Ki ngdom|147.237.77.216 |dover.idf.il Bad TCP sequence Inval id ACK nunber alert 5
46. 19. 85. 69 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
41.33.232.66  |Egypt 147.237.77. 216 [dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
37.26.146. 225 |Israel 147.237.77. 216 [dover.idf . il Bad TCP sequence Invalid ACK nunber noni t or 5
31.210. 187.57 |Israel 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 5
37.26.146.225 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
79.179.57.84  |Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁﬁsggansm wthdifferent | onitor |4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Fail ed to handl e connection data  |nonitor 4
176.13.8.178  |Israel 147. 237.76. 200 [ei tan aka i o i1 || SAM NG Egine: TCP Invalid  finvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
185. 89. 217. 226 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 4
185. 89. 217. 230 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 4
212. 143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
5.22.131. 46 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
185. 89. 217. 228 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 4
185. 89. 217. 235 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4
5.22.135. 60 | srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 3
46.19. 85. 8 I'srael 147.237.76.42 |refuahicf.il  |Bad TCP sequence mﬁsﬁfﬂsm wehdifferent | oonitor |3
109. 160. 175. 99 |l srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 3
46. 121. 120. 173 |l srael 147.237.72.166 |aka.idf . il dr op Frst packet isn't SN drop
79.179.62.13 |Israel 147. 237.72. 166 |aka i f . i Streamng Engi ne: TCP Invalid vl id segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
46.19.86.154 [Israel 147.237.77. 243 |t e iop i1 | SAMNG Engine: TP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
2.54.152.97  |israel 147. 237 72. 167 |t shuri maka i o || €M NG Engine: TCP Invalid - finvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
109. 160. 175. 99 |Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence ﬁﬁ;&tf‘sm wthditterent | onitor |3
46.19.86.2 I'srael 147. 237.72. 166 |aka i f . i Streamng Engi ne: TCP Invalid —finvalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
46. 19. 86. 154 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
66.249.93. 117 I srael 147.237.0.34 |tikshuv.idf.il ;g?zhg'yggli;'e Sane Response (bde (404) in Session from Bock |15
109. 66.169. 27 |l srael 147.237.77. 243 |nobi | e. i df . i | m;ﬂt:?r(;leef / gegpﬁrcﬁsem e/l st chi | ddocurent s/ 1403 Bock |6
109. 66. 184. 116 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
2.52.6.102 I srael 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mvde None 2
149.78.175.19 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
84.229.35.172 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
213. 8. 204. 60 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mbde None 1
37.26.148.215 |[Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to waw idf.il/anan Bl ock 1
79.179.188.98 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
52.49.9.185 Lhited Sates |147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
5.29.1.109 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
149.78.190.61 |Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.il/1133-19149- he/ dover Bl ock 1
85. 65. 8. 124 | srael 147.237.77.74 |law i df il mﬂt:\fv’ri'fﬁ }ﬁ‘sﬁiﬁisteﬂdlmeswme/creae/ Bock |1
37.228.225.80 |ireland 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None
79.182.62.132 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
52.90.211.233 |thited Sates [147.237.76.86 |navy.idf.il Drectory Traversal (In WR) Bl ock 1
185.89. 217. 230 147.237.77.74 |lawidf.il VT_;N II ;WAibgfv.ei IFlb.O.t/i?rargeecst/?.%e/ navi gati on/ navi gation_arrow gi f Bl ock !
5. 255. 253. 62 :32::1”' on 147.237.72. 166 [aka. i df . i | Untraceabl e S9. Sessi ons: sigal gs oS Atack None 1
93.172.160. 103 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
72.37. 140. 46 Italy 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ Bl ock 1
46.19. 85. 225 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
141.212.122. 177|lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
80. 246. 136. 122 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
52.90.211.233 |thited Sates [147.237.76.86 |navy.idf.il Drectory Traversal - 16 Bl ock 1
207. 46.13. 88 Lhited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/kanhar/klali/default.asp None 1
31.168.72.213 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
Unhaut hori zed URL Access to
95. 86. 68. 110 I srael 147.237.76.31 |nakchal .idf.il [www nakhal .idf.il/1119-he/ nakhal . aspx&a=udved=0ahukewi 9j t nu-r bkah |B ock 1
xdf ywkhybf dswgf ggr manmusg=af gj cngf dy61nzf nbuzvc64i xqbk9dkbi a
79.179.96.190 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46. 19. 85. 255 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
149.78.45.118  |Israel 147.237.72. 166 |aka. i df . i | :)L'rigeasj/ i?“a;egdﬁng‘zgzgzroti;kﬁ f/ el 1V kapat 2/ res Bock |1
83.130.106.49 |[lIsrael 147.237.77.216|dover.i df .i | D stributed Unaut hori zed URL Access on www i df.il/https: /v idf.il/ Bl ock 1
62.219.92.189 [Israel 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
208.80. 155. 130 |thited Sates |[147.237.77.216|dover.idf.il Whaut hori zed URL Access to wwidf.il/ar Bl ock 1
37.26.146.146 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
109. 65. 13. 193 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
79.179.183.197 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka. i df . i1/ mai n/ gi yus/ Bl ock 1
5.22.131.17 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249.93.117 |[Israel 147.237.0.34 [tikshuv.idf.il [Too Many 404: Response Code per Session Bl ock 1
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