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|Top Attackers | n DDoS- Def ence |

Attacker Add ress|Attacker Country

|Target Address|Site

|signature

|Device Action|Count

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3030
66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 508
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 117
71.6.167.142 Lhited Sates 147.237.76. 42 refuah.idf.il [B ock Udp Al Nets drop 1
188. 161. 7. 219 Pal estinian Territory, Qcupi eq147.237.77.176 nat pash. i df .i| |TCGP handshake viol ation, first packet not syn [drop 1
116. 82. 105. 62 Japan 147.237. 76. 38 e.e.neitav.idf.i|B ock Udp All _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
46.121. 220. 17 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 5
108. 59. 8. 80 Lhited Sates 147.237.77. 216 dover.idf.il ClO6: HITP. naj estic bot B ock 2
46.4.32.75 Ger many 147.237.77. 216 dover.idf.il Cl06: HTTP. naj estic bot B ock 2
108. 59. 8. 80 Lhited Sates 147. 237.72. 166 aka.idf.il Cl06: HITP. najestic bot B ock 2
106. 38. 241. 106 Chi na 147.237. 72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

French

202. 3.255. 143  |147.237.77.216 . dover.idf.il GPL SCAN nmap TCP 530
Pol ynesi a
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
176. 13. 3. 134 147.237.72. 166 I srael aka.idf.il I NDI CATOR- SCAN nyscan 2
176.13. 3. 134 147.237.72. 166 | srael aka.idf.il GPL SCAN nyscan 2
, L SERVER APACHE Apache nmod_ssl non-SSL connection to SSL port
106. 38. 241. 106 |147. 237. 72. 166 [Chi na aka.idf.il . . - 1
deni al of service attenpt
218. 246. 0. 97 147. 237. 76. 147 |Chi na chinuch. aka.idf.i[|ET SCAN NVAP -sS wi ndow 1024 1
198.11.178. 114 |147.237.72.156|thited Sates |anan.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196.47.173.21 |147.237.72.167|®te Dlvoire |ishurimaka. idf.il|ET SCAN NVAP -sS w ndow 2048 1
168. 62. 238. 153 |147.237.76.200|thited Sates |eitan.akaidf.il |ET SCAN NVAP -sS wi ndow 1024 1
108. 168. 185. 133|147. 237. 76. 177 |Uhited Sates |ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 163. 145. 107 |147.237.0.200 |Ger many ndu, i df il ET SCAN Potential SSH Scan 1
196.47.173.21 |147.237.72.167|te Dlvoire |ishurimaka. idf.il|ET SCAN NVAP -sS w ndow 3072 1
196.47.173.21 |147.237.72.167|mte DIvoire |ishurimaka.idf.il|ET SCAN NVAP -f -sS 1
L ET DO5 Large amount of TGP Zer oWndow - Possible Nkiller2 DDos
176.13.16. 187  |147.237.77. 233l srael atal.idf.il 1
attack
121.201.27.61 |147.237.76. 199 [Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1




01-19-2016-23:04:09 to 01-20-2016-00:04:09

|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
5.22.135. 94 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 164
188. 161. 7. 219 (F;ajcis;iigjja” Territory, 1y 47 237.77. 176 |natpash. i il |dr op Frst packet isn't SN drop 48
202. 3. 255.143  |Fench Pol ynesi a 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 37
41.33.231. 90 Egypt 147.237.77. 216 |dover.idf il drop SAMrule drop 30
195. 239. 16.53 |Russian Federation  |147.237.77.74 |lawidf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |[nonitor 24
195.239.16.40 |Russian Federation |147.237.77.74 |lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data [monitor (24
176.13.16. 187 |[lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |23
176.13. 16. 187 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 21
79.179.222. 216 |Israel 147.237.72. 166 |aka. i df . Streaning Engi ne: TCP Invalid invalid segnent retransnissi on drop 15
Ret r ansni ssi on Packet dropped.
85. 250. 218. 247 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
156. 172. 103. 226 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
185. 11. 9. 184 Yemen 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 12
2.54.152.97  |israel 147. 237, 72. 167 |t shurimaka i o || S NG Engine: TCP Invalid |invalid segnent retransnission. |, o, 12
Ret r ansni ssi on Packet dr opped.
79.182. 186. 160 |l srael 147.237.76.86 |navy.idf.il Streamng Engi ne: TGP Irvalid invalid segnent retransnissi on, drop 12
Ret r ansni ssi on Packet dropped.
62.0.197. 205 | srael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 12
109.67.32.106 | srael 147.237.77. 243 |mmbit e i1 | S2M NG Engine: TQP Invalid finvalid segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.
80. 246. 137. 108 |I srael 147, 237. 72. 167 |i shuri maka i o || S NG Bgine: TCP Inval id invalid seqnent retransmssion. ) 9
Ret r ansni ssi on Packet dr opped.
85. 130. 210. 138 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 19. 85. 202 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber monitor |7
5.28. 169. 226 | srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Tineout |[reject 7
46. 19. 85. 185 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert 6
109. 64. 144. 69 |Israel 147.237.72. 166 |aka i df .i Streamng Engi ne: TCP Inval id linvalid segnent retransnission. |y 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 185 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
79.181.123.2 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |6
77.126.161. 172 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
41.33.232. 66 Egypt 147. 237.77. 216 |dover. i of .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |6
85.130. 210. 138 |l srael 147. 237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber alert 6
149.78.24.206 | srael 147237, 77, 243 |obi e i of 11 | €M NG Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
94.159.168. 61 |Israel 147. 237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 6
46. 19. 85. 202 I srael 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 86. 54 | srael 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
141.0. 14. 52 Eur ope 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.52.144. 218 I srael 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
79.181.123.2 I 'srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber alert 5
8.19.58. 32 Lhited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
109. 66. 142. 91  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195. 239. 16. 40 |Russi an Federation 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 4
91.200.12. 143 |Wkraine 147. 237.77. 216 |dover.idf.il drop SAMrule drop 4
188. 120. 148. 140|l sr ael 147.237.0.34 |tikshw.idf.il [Bad TCP sequence I'nval i d ACK nunber nonitor |4
212.34.20.97 Jordan 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
91.200.12.136 |lkraine 147.237.76.31 |nakchal.idf.il [drop SAMrule drop 4
85. 130. 210. 138 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 4
109. 64. 201. 141 |l srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.117.198.110 |Israel 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Tineout [reject 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df . i | B ock HTTP Non Conpl i ant Failed to handl e connection data [monitor (4
91.200.12.136 |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 4
195. 239. 16. 53  |Russi an Federation 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 4
91.200.12. 143 |lkraine 147.237.76.31 |nakchal.idf.il  [drop SAMrul e drop 4
185. 3. 144. 101 |Israel 147.237. 72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 199. 115|I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 39
46. 19. 86. 219 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 26
109. 253. 202. 148]I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 17
213.8.240.146 |lsrael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized Method for Known URL from 213. 8. 240. 146 B ock 5
213.8.240.146 I srael 147.237.72. 166 |aka. i df . i | m“;;:ri'd?eﬁl /'\f;jhnc;dgi 333 gfh;f:rl cati onser vi ce. asn get aut huser Bl ock 5
212.97.132.209 |Denmark 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 212. 97.132. 209 B ock 5
80. 178. 220. 195 |l srael 147.237.72. 166 |aka. i df . i | muigiidzf‘??lﬁ;hg/dgiﬂ/gr\foi o o1 asmd getchi | ren Bl ock 3
2.52.151. 169 I 'srael 147.237.72. 166 |aka. i df . i | mu;;u;kr:ri Idfe,d | ,“f,;- ':,72;523 vf. c;:/\paysl i p. aspx Bl ock 3
109. 253. 142. 131|I srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS At ack None
81.218.179.72 [israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None
80.179.241.26 |Israel 147. 237. 72. 166 |aka. i df . i | Dstr buted Lhau :‘;’; ;ES/ r':ﬁtgoﬁa; d‘?rerff(;‘gnnxfgtt o dren Bock |2
37.142.252.157 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock
109. 65. 51. 138 |l srael 147.237.77.243|nobi l e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock
80.179.241.26 I srael 147.237.72.166 [aka. i df . i | mu;gri Id?(.eidl /'\,:raatajhn(;(:;i (;;g aou\tshefr::ri cat i onser vi ce. asnx/ get aut huser Bl ock 2
95.93. 191. 70 For t ugal 147.237.77.216|dover.idf .l Unaut hori zed URL Access to wwwi i df . il/894-en/idf gdover. aspx B ock
46. 19. 85. 150 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock
109. 66. 169. 27 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
92.5.131.114 LKTi;gegom 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwn idf.il/894-en B ock 2
109. 186. 34. 175 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 2
80. 246. 139. 175 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
37.26.146.246 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
79.181.123.2 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
157.55.39.213 |Wnited States [147.237.76.86 [navy.idf.il m”;;'\?;'izd?ill‘%eﬁcpf;s;/t:hare 4 user cont ol header Upper Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 [aka. i df . i | SSL Whtraceabl e Gonnection - Protocol violation (SSL_GONN QLI ENT_HALLQ |None 1
66.249.78.240 I srael 147.237.72. 166 |aka. i df . i | ﬂ?’tzg‘;r_if;igy(fﬁ;fifﬂtfzr s/ aspl showf or um asp Bl ock 1
85.65. 1. 87 | srael 147.237.72. 166 |aka. i df . i | \Za;\rwar:;ae.ri dFl?aldl ?:g n\/Ag;I ;lIJIS/O?TI ylur;/ N yunpr ocessquest i onnai r e. aspx None !
46. 19. 85. 155 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.53. 96 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
207.241.225. 244|hited Sates [147.237.77.216|dover.idf . il Lhaut hori zed URL Access to waw i df.il/geut B ock 1
79.178. 105. 148 |l srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
62.219.193.62 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df .il/mai n/ gi yus/ def aul t. aspx B ock 1
93.173.191.15 |[lIsrael 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/https:/vwuw aman.idf.il/ Bl ock 1
37.142.148.8 | srael 147.237.72.166|aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
79.182.148. 6 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
173.252.74.116 |Uhited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
109. 64. 144.69 |l srael 147.237.72. 166 |aka. i df . i | 8:"’.‘.“;?@0” zed URL Access to wiw aka.idf. il/mainfsachar/ - xixexmxd >2 gy oo 1
66. 249. 93. 32 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock
87.68.156.193 |[lIsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e S Sessi ons: sigal gs oS Atack None 1
46.19.86.6 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
Unknown Par arret er
2.54.150. 251 I srael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaBack i n None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
207.241.226. 234|Whited Sates [147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wwwyidf.il/geut/videos B ock 1
79.178.226. 221 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1398- he/ at al . aspx B ock 1
95.93. 191. 70 Fort ugal 147.237.77. 216 |dover.i df . i Paraneter Type M ol ation SearchText in wawidf.il/1065-en/ dover. aspx B ock 1
82.166. 140. 117 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
213.57. 206. 248 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
79.183.113.189 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
181.47.25.175 |Argentina 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Cpen Mde None 1
68.180.228.175 [lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9704- he/ r ef uah. aspx B ock 1
89.138.118.75 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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