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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3099
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 108
79.181.22.18 | srael 147.237.77. 216 dover.idf.il |Bock Wdp All Nets drop 3
212.179. 54. 237 I srael 147.237.77. 216 dover.idf.il |Block Wip Al Nets drop 3

157. 55. 39. 160 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2

193. 242. 218. 6 St zerl and 147.237. 76. 86 navy.idf.il Bl ock_Ulp Al _Nets drop 1




01-19-2016-22:04:05 to 01-19-2016-23:04:05

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count
176.13.0. 153 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the LR Bl ock 12
79.181. 69. 129 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the R Bl ock 4
84.109. 212. 72 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the LR B ock 2
217.132.103. 140 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the LR Bl ock 2
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il |C103: HITP. User Agent Sogou+web+spi der B ock 1
79.179.34. 77 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1




01-19-2016-22:04:05 to 01-19-2016-23:04:05

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

202.3.255.143  [147.237.77. 216 gle;fgsia dover i df .il GPL SCAN nmap TCP 499
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
93.174.93.181 [147.237.0.35 |[Netherlands |akaws.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
93.174.93.181 [147.237.0.15 |[Netherlands kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
131.109.15.15 |147.237.8.24 [lhited Sates e lifestyle.idf.il ET SCAN NVAP -sS wi ndow 4096 1
77.127.59. 144  |147.237.72. 166 |l srael akaidf.il portscan: TGP D stributed Portscan 1
113.171. 23. 126 |147.237.76.30 |M etnam hi nush. i of . i | ET SCAN Potential SSH Scan 1
108. 30. 83. 8 147.237.0.19 |wnited Sates |nadimatal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
93.174.93.181 [147.237.77.226|Netherlands  |waw chamatz. aka.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.181 |147.237.77. 178 |Net her| ands e.matpash.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.181 |147.237.76.197 [Netherlands  |e. hinush.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.181 [147.237.72.156|Netherlands  |anan.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147. 237. 76. 202 |Chi na e halag idf.il ET SCAN Potential SSH Scan 1
93.174.93.181 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il  |[ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
79.181. 220. 149 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
131.109.15.15 |147.237.8.24 [lhited Sates e lifestyle.idf.il ET SCAN NVAP -sS wi ndow 3072 1
113.171.23.126 [147.237.0.17 |Metnam mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
93.174.93.181 [147.237. 77. 243 |Net her| ands nobi | e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.181 [147.237.77.212|Netherlands  |e.dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.181 |147.237.77.61 [Netherlands |e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
200. 139, 128. 16 |147 237 0.35 |mrazi| akave. i df il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

93.174.93.181 [147.237.76.38 [Netherlands |e.e.neitav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
187. 246. 114. 196(147. 237. 76. 39 |Mexi co nobi | e. nei tav.idf.il ET SO Behavi oral Lhusual l'y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
109. 65. 189. 163 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdﬁr:c”aslnlt wehdfferent — Jopnitor  [273
84.108.44.125 [Israel 147.237.77. 234 |hal ag.i f i Bad TCP sequence mdgir::;rit wehdfferent — Joonitor  [142
79.178.170.48 | srael 147.237.77. 233 |atal i df.il Bad TCP sequence mdﬁr:c”aslnlt wehdifferent  Jopnitor  [as
202. 3. 255. 143 ;e;r?:sia 147. 237. 77. 216 |dover.i df . i | drop First packet isn't SIN drop 38
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i| drop SAMrule drop 30
176. 77. 50. 12 gz::;”ion 147.237.77. 226 Y‘;‘“I‘”Cha"atz'aka'idf drop First packet ismt SN drop 25
109. 173. 20. 71 giiztr‘ion 147.237.77. 226 Y‘:‘“;‘NCha”atz'aka'idf drop First packet isn't SN drop 22
46. 19. 85. 90 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
46. 19. 85. 90 I srael 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 17
46.19. 86. 160 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber noni t or 15
46. 19. 86. 47 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
37.110. 144. 46 :3:::30” 147. 237.77. 226 ‘_";":‘“Cha"atz'aka'idf drop First packet isn't SWN drop 11
46. 19. 85. 84 I srael 147. 237.72. 167 |i shuri maka.i df . i | Bad TCP sequence I'nvalid ACK nunber monitor |10
2.52.9.166 | srael 147.237. 72. 167 |i shurimaka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.53.52 I srael 147. 237.77. 243 |nobi | e. i df . i | SYN At tack SYN - > SYN-ACK -> RST rej ect
207.241. 229, 110|Wi ted Sates  |147. 237. 72. 166 |aka i of . i1 Veb Server Enf or cerent Véb Servers S ow HITP Denial of | . .y 8
Mol ation Servi ce
46.19.86.187  [Israel 147.237.76. 42 |refuah.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect 8
85.130. 252. 37 [Israel 147. 237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |8
46. 19. 86. 140 I srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |8
85.130. 252. 37 [Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN - > SYN-ACK -> RST rej ect 7
94. 159. 169. 187 |l srael 147. 237. 77. 216 |dover. i df .i| SYN At tack SYN -> SYN-ACK -> Tinmeout |alert 7
46. 19. 86. 47 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |7
94. 159. 169. 187 |Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 7
94.159. 169. 187 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence wﬁtrs\x;‘;i&gth moni tor |7
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
109. 65. 117. 100 |l srael 147.237.76.86 |navy.idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect
213.8.204.40  [Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nvalid ACK nunber noni t or
141.8.132. 112 :Zg::tnim 147.237.72. 166 |aka.i df .l ;{ ?ZTSTS SEl;ig('):e: TP Invalid 'Pg‘éi'eitd ds}efgggfi retransmssion. g o, 6
46. 19. 85. 44 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nvalid ACK nunber alert 6
79.176.61.219 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6
46. 19. 85. 16 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |6
46.19.85.173  [Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nvalid ACK nunber alert 6
46.19. 85. 44 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6
185. 120. 126. 73 147.237.77. 243 |nobi l e i of .1 Streamng Engine: TCP I nval i d invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 228 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 6
157.55.39. 224 |Wnited Sates |147.237.76. 200 |ei tan. aka.idf . il Streanng Engine: TCP Invalid finvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 37 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
85.130. 252.37 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
85.130. 252. 37 |l srael 147.237.0.15 |kosher-kravi.idf.il drop Frst packet isn't SYN drop 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
37.142.68.115 |Israel 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id linvalid segnent retransnission. | o 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 228 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 43 I srael 147. 237. 77. 216 |dover.i df .i Bad TCP sequence I'nvalid ACK nunber alert 6
156. 173. 207. 182 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
213. 8. 204. 40 I srael 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 6
79.180. 9. 14 I'srael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Inval id finvalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 43 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber noni t or
79.176.61.219 [Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber alert
37.26.147.215 [Israel 147.237.76.42 |refuah.idf. il Bad TCP sequence mﬁtrs\:;ﬁl;gth moni tor |5
31.210.187.76 [Israel 147.237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 23 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 58
2.54.161. 41 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 47
185. 120. 126. 73 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 25
46. 19. 85. 238 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 21
46.19. 86. 134 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 14
79.178.193.21 [israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 9
2.52.149.220  |israel 147. 237.72. 166 |aka. i df . i | thauthori zed Method HEAD for B ock 7
v aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx

149. 78. 166. 151 |l srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None
89.139. 13. 13 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock

. . Unaut hori zed URL Access to
87.69. 119. 138 I srael 147.237.72. 166 |aka. i df .i | ww aka. i of . i |/ @i v scri pts/ css3pi e. htc Bl ock 2
2.52.8.202 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
109. 66. 186. 203 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
5.63.6.4 5' byai”rip;;b 147.237.77. 216 |dover. i df . i | Mil ti pl e Unaut hori zed LR Access from 5. 63. 6. 4 B ock 2
2.54.161. 41 I srael 147.237.0.19 [madi matal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock
2.54.8.31 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None

| Unaut hori zed URL Access to

waw navy. i df . il /tenpl at es/ shar ed/ user cont r ol s/ header upper /
46.121.84.185 |Israel 147.237.77. 216 |dover . i df . i | Distributed Lhaut hori zed LR Access on B ock 1
viwn i df il /https: /vwwidf.il/

D stributed Uhaut hori zed URL Access on

157.55.39.213 [Wited Sates  [147.237.76.86 |navy.idf.i B ock 2

212.76.125.56 |[lsrael 147.237.77.216|dover. i df .i | v i o i1/ https: /v df i 1/ Bl ock 1
2.54.168. 80 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
87.68.53.7 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
80. 246. 136. 162 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46. 19. 85. 205 I srael 147.237.76.86 |navy.idf.il Mil tiple Abnormal |y Long Request from 46. 19. 85. 205 Bl ock 1
176.13.1. 174 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
79.176.61.219 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
46. 19. 85. 24 | srael 147.237.77. 216 |dover. i df . i | Il11egal HITP Version _pk_ses. 20. 8af c=* B ock 1
Paraneter Type Mol ation
109. 253. 137. 249]I srael 147.237.77. 216 |dover.idf . il ct | 00$Cont ent Pl aceHol der 1$ucNewsH ashCont r ol $I nageButtonl. x  |B ock 1
in wwidf.il/1153- he/ dover. aspx
37.26.146.142 |[israel 147.237.72. 166 |aka. i df . i | Wnt raceabl e SSL Sessi ons: (pen Mbde None
95. 41.114.105 |Pol and 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.i|/894-en/ dover . aspx/ Bl ock
66.249.69.34  |israel 147.237.77. 216 |dover . i df . i | mtftd';ml il /ngtéf:atfzﬁgf_st . o ot og, asp Bl ock 1
2.54.19. 100 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None
84.109. 33. 69 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None
46.19.85.180 | srael 147.237.77. 234 |hal ag.i df . i | 1D4§t ;gsugidzéﬁf‘mge';ﬁaﬁ osess 1c.)2;i . Bock |1
141.212.122. 177 |Whited Sates 147. 237. 77. 226 }'W\:Al’ chamat z. aka. i d Unaut hori zed URL Access to 147.237. 77. 226/ B ock 1

. . D stributed Unaut hori zed UR. Access on
79. 180. 204. 217 |l srael 147.237.77.234|hal ag. i df . il 147. 237 77. 234] i nages/ shar ed/ bul | et 1. gi f B ock 1

Uhaut hori zed URL Access to

66.249.78.236 |Israel 147.237.76.42 [refuah.idf.il 147. 237, 76. 42/ si p storagel fi | es/ 2/ 3382, | pg B ock 1

37.142.68.115 |[Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock

109. 66. 53. 57 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None

66.249.64.48  |Israel 147. 237.77. 170 |naar achot . i df . i | 'ﬂ?“tzg(;r ;27?(17% d/:c/??slsest/ol/ 105701, pe B ock 1

213. 8. 204. 40 I srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None

5.28.136. 4 I srael 147.237.76.86 |navy.idf.il Qooki e Tanpering on cookie _ atrfs: Expected ab/ None

84.108.44.125 |Israel 147.237.77. 234 |hal ag.i df . i | ﬂ?f’;ggfi?;egsﬁmpgc::f;h;oe /bl et L. gi Bock |1

46. 19. 85. 205 I srael 147.237.76.86 [navy.idf.il Ml tiple Miformed URL from 46.19. 85. 205 B ock

185. 32.179. 148 |Israel 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs DoS Attack None

79.176.189. 102 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df.i /v tikshuv.idf.il B ock 1
Mal f ormed URL

46. 19. 85. 24 I srael 147.237.77. 216 |dover.i df .i | _pk_i d. 20. 8af c=82aedc115¢2029b3. 1450005523. 5. 1453236691. |B ock 1
1453236691. ;

109. 253. 142. 131 ]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1

37.26.149.208 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1

95.86.103.136 [l srael 147.237.72. 166 |aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1

66. 249. 78. 2 I srael 147.237.72. 166 |aka. i df . i | m”;’k":izfar' ?rf;:lr n/zri";ui;’;;ge:;.aspx None 1

185. 120. 126. 73 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Qode B ock 1
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