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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3004
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp Al _Nets drop 118

157. 55. 39. 161 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

89. 46. 102. 242 Romani a 147. 237.76. 44 e.refuah.idf.il |Bock Wp Al Nets dr op 1

119. 244. 207. 6 Japan 147.237.76. 177 ncore.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Devi ce Action |Oount |
89.138.178.197 |[Israel 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the LR B ock 30
77.127.59.212  |[Israel 147.237.0. 34 tikshuv.idf.il @12 HTTP. prefix 1.01 in the LR B ock 8
136.243.5.215  |Ger many 147.237.77.216 |dover.idf.il Cl06: HITP. naj estic bot B ock 4
109. 64.162.50 |l srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the LR B ock 4
89.139.148.131 |[Israel 147.237.0. 34 tikshuv.idf.il @12 HTTP. prefix 1.01 in the LR B ock 2
84.109.212.72  |lsrael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR Bl ock 2
46.119.121. 146 |Wkraine 147.237.77.176 |nat pash.idf.il| |25 HITP. access to adninistrator/index. php -> Quarantine B ock 1
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
199. 30. 24. 180 |ULhited Sates 147.237.0. 34 tikshuv.idf.il |@12: HITP prefix 1.01 in the LR B ock 1
106. 38. 241. 106 [Chi na 147.237.76.42 |refuah.idf.il |[ClL03: HITP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

‘ Target Address

A tacker
Country

‘Ste

‘Signature

202.3.255.143 [147.237.77. 216 ;f;rclgsia dover.idf.i|GPL SCAN nmap TCP 43
177.185. 192. 77 |147.237. 77. 233 | azi atal.idf.il|SQL Injection - Select Fom 4
195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.i|Tehila - Perl LW with fake user agent 4
46.120.81. 127 |147.237.77.216 |Israel dover.idf.i|portscan: TGP D stributed Portscan 1
_ .. |SERVER APACHE Apache nod_ssl non-SSL connection to SSL port denial of
66.249.78. 165 [147.237.72.166 [Lhited Sates |akaidf.il . - 1
servi ce attenpt
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature Action ‘Count
212.76.127.219 |lIsrael 147.237.76.30 |hinush.idf.il |Bl ock HTTP Non Conpl i ant Failed to hand e connection data |monitor 120
132.3.49.78 Lhited Sates 147.237.77. 176 |mat pash.i of .i | |dr op Frst packet isn't SN drop 97
212.76.127.10 |lsrael 147.237.76.30 |hinush.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |93
202. 3. 255. 143  |French Pol ynesi a 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 36
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 32
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 30
79.178. 36. 214 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 28
132.3.49.81 Lhited Sates 147.237.77. 176 |mat pash.i of .i | |dr op Frst packet isn't SN drop 22
75. 145. 80. 5 Lhited Sates 147.237.77. 176 |nat pash.i of .i | |dr op First packet isn't SYN drop 20
132.3.49.80 Lhited Sates 147.237.77. 176 |mat pash.i of .i | |dr op First packet isn't SN drop 12
132.3.49.79 Lhited Sates 147.237.77. 176 |mat pash.i of .i | |dr op Frst packet isn't SN drop 12
75. 145. 80. 5 Wited Sates 147.237.77. 176 [mat pash. i df .i | [SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
79.176.138.214 | srael 147.237.76.31 |nakehal .idf.i1 [Bad TCP sequence ﬂ;ﬁﬁ;ﬁ%fm moni tor |10
79.176. 138. 214 |Israel 147.237.76.31 |nakchal .idf.il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 10
79.180.33.24  |israel 147.237.77. 243 |rvi e i o1 |7 €AM NG Engine: TCP Inval id invalid segnent retransnission drop 9
Ret r ansni ssi on Packet dr opped.
79.181.98.188 |l srael 147.237.72. 166 |aka iar.i1 |/ ©3MNG Engine: TP Invalid imvalid segment retramsmssion. |, o 9
Ret r ansni ssi on Packet dr opped.
132.3.49. 82 Lhited Sates 147.237.77. 176 |mat pash.i of .i | |dr op First packet isn't SYN drop 8
176.13. 15. 0 I'srael 147.237.77. 243 |rbi e 1 |7 SAM NG Engine: TCP Inval id invalid segrent retransmssion. | o 8
Ret r ansni ssi on Packet dr opped.
46.117.163.76 |Israel 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop
37.142.243.3  |Israel 147, 237.77. 243 |rvi e i o1 |2 SAM NG Engine: TCP Inval id invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
46. 73.222. 143  |Russi an Federation 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 6
109. 64. 166. 224 |1 srael 147. 237, 76. 200 [6i tan aka. i of . { | SAM NG Engine: TCP Inval id invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dr opped.
109.64.191.30 | srael 147.237.72. 166 |aka i i1 | €aMNg Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
93.172.11.222 |israel 147.237.72. 166 |aka it i1 | SAM NG Engine: TCP Invalid invalid segrent retransmssion. | o 6
Ret r ansni ssi on Packet dr opped.
212.179. 213. 163|i srael 147.237.77. 243 |rvi e i a1 |7 €AM NG Engine: TCP Invalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
2.54.7.107 I srael 147.237.72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
79.176.106. 217 |Israel 147.237.72. 166 |aka i 11 | S NG Engine: TCP Invalid invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
212.76.127.44 |Israel 147.237.76.30 |hinush.idf.il |Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |6
46.73.222.143 |Russian Federation  |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
72.186. 5. 22 Lhited Sates 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |6
46.73.222.143 |Russian Federation  [147.237.77.216|dover.icf.il |Bad TCP sequence I'nval i d sequence nunber nonitor |6
212.76.127. 111 |l srael 147.237.76.30 |hinush.idf.il |[Bl ock HTTP Non Conpl i ant Failed to handl e connection data [monitor |6
31.210.187.44 [Israel 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 5
77.126.13.26  |Israel 147.237.72. 156 [anan.idf.il  [Bad TCP sequence mdﬁr:cf;rit Wth different monitor |5
176. 77.96. 18 Russi an Federation 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
46. 43. 109. 21 g‘ilcisgii:;a” Territory: 1147, 237. 77. 176 |nat pash.i o .1 |dr op First packet ism't SWN drop 5
109. 64. 2. 209 I srael 147.237. 72. 166 |aka.i of .il SYN Att ack SYN -> SYN-ACK -> RST alert 5
109. 64. 2. 209 I sr ael 147. 237. 72. 166 |aka.i of .i 1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data [nonitor 5
80.178. 187. 104 |l srael 147.237. 72. 166 |aka.i of .il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
144.76. 182. 149 |Ger many 147.237.77. 176 |mat pash.i of .i | |dr op First packet isn't SN drop 4
46.19. 85. 148 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.62. 209 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid sequence nunber noni t or 4
195.34.150. 18 |Austria 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |4
82.102.136.65 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 4
104.34.82.252 |united Sates 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
91.200.12.141 |Wraine 147.237.77. 216 |dover.idf.il |drop SAMrule drop 4
185. 3. 147.160 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 253. 215. 242|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) Bl ock 408
109. 253. 215. 242|1 sr ael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bock |78
109. 253. 215. 242|I srael 147.237.0.19 |madimatal .idf.i|Too Miny of the Sane Response Code (403) in Session from 109. 253. 215. 242 |B ock 63
80. 246. 136.66 [l srael 147.237.0.19 |madi matal .idf.i|Distributed Suspicious Response Qode Bl ock 60
80. 246. 139. 152 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode Bock |43
185.32.179.23 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode Bl ock 39

Gooki e Tanpering on cooki e Logi n: Expected

RO

ok ko ko ko ko ko ko
109. 253. 215. 242l srael 147.237.0.19 |nadimatal .idf.i * Chserved None 30

ok ok ko ko kb kb kb kb kb kb ko ko

ok ok ko ko ko ko ko ko ko
176. 13. 2. 255 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 12
46. 19. 86. 220 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
213.57.165. 161 |[Israel 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response ode Bl ock 3
105. 108. 208. 34 |Ageria 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wawidf.il/" Bl ock 3
176.13.18.119 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
144.76.182. 149 [Germany |[147.237.77.176(natpash.idf.il |Miltiple Wauthorized URL Access from 144. 76. 182. 149 Bl ock 3
176. 13. 6. 220 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Code Bl ock 3
85. 250. 180. 145 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 3
37.142.243.3 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 3
93.172.175.250 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 2
149.88.7. 35 I srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 2
79.180. 33. 24 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code Bl ock 2
79.181.98.188 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/nain/ Bl ock 2
93.173.189. 203 |Israel 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79. 180. 100. 169 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
46.19. 85. 84 I srael 147.237.77.243|mobi | e. i df . i | Ostributed Waut hori zed URL Access on nobil e. i df. il /nekudot /i ndex Bl ock 2
46. 19. 86. 213 | srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
176.13.15.0 I srael 147.237.0.19 |nadi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
109. 253. 147. 201 ]I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessions: sigal gs oS Atack None 2
95. 86. 124. 59 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
84.109. 12. 49 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . il/mai n/ sachar/undefi ned Bl ock 1
66. 249. 66. 2 I srael 147.237.77. 243 |nobi | e. i df . i | ;ﬂ;“lt eh?rd'fz‘f? , t’:t‘eggrcy‘isem s/ 1 st chi | ddocunent s/ 1726 Bock |1
149. 88. 85. 150 |l srael 147.237.77.216|dover . i df .i | Lntraceabl e SSL Sessi ons: Lhknown SSL Sessi on None 1
46.19. 85. 148 I srael 147.237.77. 216 |dover . i df .i | Illegal HITP \ersion Bl ock 1
79.180. 209. 103 |[Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to wawidf.il/https: /v idf.il/ Bl ock 1
5.29.127.129 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
109. 67. 204. 110 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
77.126.13. 26 I srael 147.237.72. 156 |anan. i df . i | Too Many Qookies in a Request - 101 cooki es Bl ock 1
185.24.233.96 |ireland 147.237.77.216|dover. i df . i | eMai | Hoardi ng B ock 1
66.249.78.104  [Israel 147.237.72. 166 |aka. i df . i | D stributed Wnauthorized URL Access on 147.237. 72. 166/ Bl ock 1
87.69.67.13 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i |/ sahar Bl ock 1
46.119. 121. 146 |Wkrai ne 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 1
149.88.7.35 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Lhknown SSL Sessi on None 1
79.177.155.76 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method HEAD for wawu aka. i df.il/ mai n/ gi yus/ Bl ock 1

Ui ted ) ) Lhaut_ hori_zed URL Access to o ‘ ‘

207. 46. 13. 158 Sates 147.237.77.216|dover. i df .i | L i daf.il/ &sazu&ved=0ahukev_\g -i enfrp_j ahvdt bgkhd8_cwoqgf ggnnaa&sl g2=f kn B ock 1

sk6i f abcby15 vmmf 7g&usg=af qj cnhcdsh5r yhkeugapx| dsg7f owj waw
37.142.243.3  [israel 147.237.77. 243 |nobi | e. i df . i | rﬁ;“lt eh ?r(;fzf? , g;eggrcﬁsem e/l st chi | ddocument s/ 1403 Bock |1
109. 253. 205. 21 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: Uhknown SSL Sessi on None 1
2.54.30. 104 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
68.180.228. 112 g‘;ttees 147.237.77. 216 [dover . i df . i | muit (:]fo.riI Izlidenﬁt’be‘;jiiz\rte; user cont r ol s/ pronot i oncube/ Bl ock !
84.111.208.12 [israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
66. 249. 66. 17 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1401- he/ at al . aspx B ock 1
157. 55. 39. 67 Lshimt:g 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt Bl ock 1
46. 19. 85. 148 | srael 147.237.77.216|dover. i df . i | Mal formed URL _pk_ses. 20. 8af c=* B ock 1
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