01-19-2016-18:04:00 to 01-19-2016-19:04:00

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Target s |
2, 000"
1, 500"
1, 000"
Number g4
a |
At t acks
. & & AN N \
.\8\ .\8\ .\g\ \8\ \6 \6 ) 6\ . 6\ . 6\ \6\
&’ P AN ~<\§ ¥ S oD
604 @r& (@Q\ N & ’§(§ cd QQ? g
6\ O é)\ {§(§V
& N <
Top Tar get

[Top Attackers |

M dover.idf.il

M nadi matal .idf.il

M aka.idf.il

M nobi le.idf.il

M tikshuv.idf.il

Meitan aka.idf.il

[ aman. i df.il

B W chanat z. aka. i df . i |
nat pash. i df.il

M navy.idf.il

2. 0004

B 167. 114. 156. 16
109. 253. 215. 242
I 37.142.64. 12

Nunber
(6]

168. 235. 196. 13
Bl 82.81.12. 176
M 46. 19. 86. 161

At acks

Top Attackers

[ 185. 32. 179. 147

M 77.126. 96. 187
202. 3. 255. 143

W 41.33.231.90




01-19-2016-18:04:00 to 01-19-2016-19:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3225
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets drop 95
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - reset 94
46.19. 85. 137 | srael 147.237.77. 216 dover.idf.il Anonal y-TLS-renegoti ati on-Qd i dest - reset 71
79.178. 6. 161 I srael 147. 237.72. 156 anan. i df il Bl ock Udp All Nets drop 6
79.177.211. 180 | srael 147.237. 72. 166 aka.idf.il B ock Wp Al _Nets drop 6
168. 235. 196. 13 Lhited Sates 147.237.77. 216 dover.idf.il F Dover _Under Attack _Con Htp drop 4
109. 66. 160. 66 | srael 147.237.72. 166 aka.idf.il B ock_Wp Al _Nets drop 3
52.16.5.197 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
27.109. 230. 164 Macau 147. 237.76. 201 e atal.idf.il Bl ock Udp All Nets drop 1
71.6.167. 142 Lhited Sates 147.237.76. 38 eeneitav.idf.il [Bock Udp All Nets drop 1
27.109. 230. 164 Macau 147. 237. 76. 202 e halag.idf.il B ock Wp Al _Nets drop 1
200. 35. 95. 235 \enezuel a 147.237.76. 176 test.ncore.idf.il |[L4 Source or Dest Port Zero drop 1




01-19-2016-18:04:00 to 01-19-2016-19:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
217.132.47.52 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 14
79.176.57. 138 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the UR B ock 8
176.13.13.35 I srael 147.237.0. 34 tikshuv.idf.il [Q@12: HITP. prefix 1.01 in the LR Bl ock 6
79. 180. 21. 188 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 5
109. 253. 201. 42 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the UR B ock 4
87.69.92. 102 | srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 3
195. 110. 40. 7 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 2
85. 65. 62. 97 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the UR B ock 2
77.126. 165. 40 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the UR Bl ock 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il |ClL03: HITP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
207. 46.13. 48 Lhited Sates 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 1
62. 210. 226. 9 France 147. 237.72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECI) B ock 1
211.23.251.92 Tai wan 147.237.77. 233 atal.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
192.168. 1.6 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In ID|

Attacker Address
195. 34. 150. 18
62.210. 226.9

|1%uget Addr ess
147.237.77. 216

147.237.72. 166

Attacker Qountry
Austria

France
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01-19-2016-18:04:00 to 01-19-2016-19:04:00

|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |Jte Signature /?ca\t”i(c:)i
168. 235.196. 13 |Uhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 93
Sreamng BEngi ne: TCP i i ssi
77.126.96.187 |Israel 147.237.76. 200 |ei tan. aka.i df . i mng tngihe- 1 Invalid segrent retransmssion. |, 57
Inval i d Retransnission Packet dropped.
202. 3. 255.143  |Fench Pol ynesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
S ream ng Engi ne: TCP i i ssi
149.88.179.43 |israel 147. 237. 77. 243 |nobi | e. i of . i mng Engine. 1 Invalid segnent retransmssion. |, 28
Inval i d Retransm ssi on Packet dr opped.
Sreamng BEngi ne: TCP i i ssi
79.178.34.210 |Israel 147.237.72. 166 |aka.i df . i mng tngihe- 1 Invalid segment retransmssion. |, 24
Inval i d Retransnission Packet dropped.
reamng BEngi ne: T i i ssi
46.19.86.165  |Israel 147.237.77. 243 |robi L e. i of .1 Streamng Engine: TCP Invalid segnent retransmssion. | ., 12
Invalid Retransnission Packet dr opped.
reamn ine: T i i ssi
2.54.58.53 I'srael 147.237.0.34  |tikshuv.idf.il Streamng Engi ne: TCP Invalid segnent retransmssion. | . 12
Inval i d Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi
46.19. 86. 59 I'srael 147. 237.77. 243 |mobi l e i o . i mng tngine. 1 Invalid segnent retransmssion. |, 12
Inval i d Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
84.94.158.116 | srael 147. 237. 77. 243 |nobi l e.i df i | mng tngine. 1 Invalid segnent retransmssion. |, 12
Inval id Retransm ssion Packet dr opped.
46.43.100.21  |PASstinian Territornyl, ), 537 77,176 |nat pash. i df il drop Frst packet isn't SWN drop 11
Qccupi ed
reamn ine: T i i ssi
109. 253. 215. 242|i srael 147. 237. 77. 243 |nobi | e. i of . i | Streamng Engine: TCP Invalid segnent retransmssion. | . 10
Inval id Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi
79.180. 153. 220 i srael 147. 237.77. 243 |mobi l e o i mng tngine. 1 Invalid segnent retransmssion. |, 9
Inval i d Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
79.180. 155. 177 | srael 147. 237.72. 166 |aka i of .11 mng tngine. 1 Invalid segnent retransmssion. |, ., 9
Inval id Retransm ssion Packet dr opped.
46. 19. 86. 161 I sr ael 147.237.0.19 |nadimatal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
46.19.85.77 I'srael 147. 237.77. 226 V‘;":"“hamz' aka.1df pad TOP sequence Inval i d ACK number moni tor (8
S reamng Engi ne: TCP i i ssi
93.172.26.188 | srael 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, 8
Inval id Retransm ssion Packet dr opped.
46. 19. 86. 161 I sr ael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
31.210.188.48 |Israel 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.170 | srael 147.237. 72. 166 |aka. i df .i Bad TCP sequence SINWACK retransmt with monitor |7
di fferent w ndow scal e
46. 19. 86. 161 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
41.46.111.82  |Egypt 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout [reject
S reamng Engi ne: TCP i i ssi
79.176.12.62  |Israel 147.237.72. 166 |aka. i of . i | mng tngine. 1 Inval i d segnent retransmssion. |, 6
Inval id Retransm ssion Packet dr opped.
S ream ng Engi ne: TCP i i ssi
79.182.192. 173 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
79.178. 6. 221 I srael 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber aert 6
41.33.232.66  |Egypt 147.237.77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant g:;;ed to handie comection 1 i g
79.178. 6. 221 I sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
reamng BEngi ne: T i i ssi
79.178.14.28  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid segnent retransmssion. | ., 6
Inval i d Retransnission Packet dr opped.
81. 218. 241. 26 | srael 147.237.72. 166 |aka.idf. il dr op First packet isn't SYN drop 6
S reamng Engi ne: TCP i i ssi
109. 65.162. 23 |Israel 147.237.77. 243 |mbi le.i o i1 mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dr opped.
S ream ng Engi ne: TCP i i ssi
79.183. 169. 198 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
212.143.221. 67 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d sequence nunber nonitor |6
S reanming Engi ne: TCP i issi
37.142.238.222 |Israel 147.237.77. 243 |nobil e. i of . mng Ehgine: 7 Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dr opped.
Sreamng Engi ne: TCP ' i ssi
82.80.193.236 | srael 147. 237.72. 166 |aka i df .i mng tngine. 1 Invalid segnent retransmssion. | . 6
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
84.228.203. 172 | srael 147. 237.72. 166 |aka i f .11 mng tngine. 1 Invalid segnent retransmssion. |, 6
Inval id Retransm ssion Packet dr opped.
S reamng Engi ne: TCP i i ssi
109. 65. 168. 105 |Israel 147.237.72. 166 |aka. i df . mng Engine. 1 Invalid segnent retransmssion. |, 6
Inval i d Retransm ssi on Packet dr opped.
46.116. 224. 104 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber nonitor |5
o SYN+ACXK retransmt with .
46.19. 86. 171 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence di fferent vi ndow scal mnitor |5
79.177.151.52  |israel 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout [reject
31.210.188.48 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
80. 246. 136.53 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19.85. 77 I'srael 147.237.77. 226 |} " chanatz. aka. 1df 1pad TCP sequence Inval i d ACK number alert 4
109.73.15. 150 |Russian Federation |147.237.77.176 natpash.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
185. 56. 88. 90 gﬁ'”t:tde:(ab 147. 237.77. 216 |dover.i df .i | SYN At ack SYN -> SYN-ACK -> Timeout [reject 4




01-19-2016-18:04:00 to 01-19-2016-19:04:00

Attacker Address |Attacker Qountry Target Address |Jte Signature

100. 127. 42. 244 147. 237. 72. 166 |aka. i df .i | drop First packet isn't SWN drop 4
S ream ng Engi ne: TCP i i ssi

109. 253. 220. 128|l srael 147.237.77. 243 |nobil e.i of . mng tngihe- 1 Invalid segrent retransmssion. |, 4
Inval id Retransm ssion Packet dropped.

195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i B ock HTTP Non Conpl i ant gjtfae‘j to hand e comection o |4

46. 19. 85. 224 I sr ael 147.237. 77. 216 |dover.i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or

185.3.147.235 |Israel 147.237. 72. 166 [aka.i of .i Bad TCP sequence Inval i d AGK nunber noni t or

2.52.137. 37 I sr ael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect




01-19-2016-18:04:00 to 01-19-2016-19:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 215. 242|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 107
37.142.64.12 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 104
37.142.64.12 I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 104
109. 253. 215. 242|I srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Same Response Code (404) B ock 97
185. 32.179. 147 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 74
46.19. 86. 161 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 55
109. 253. 215. 242]I srael 147.237.0.19 |madimatal .idf.il Igg.'\gn; gf15t gizsa"e Response Cpde (403) in Session from Bock |53
149. 88.179. 43 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 8
79.179.211.16 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/sip storagelfiles/ 6/ Bl ock 6
176.13.11.221 |israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 253. 215. 242|I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 3
80.139.229.1 [Israel 147. 237.72. 166 |aka. i df . i | pstributed wsai“;i‘;r;rg‘;ﬂegg/ess on Bock |3
46. 19. 86. 59 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 3
109. 253. 132. 224]I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 3
46. 19. 86. 211 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 253. 146. 77 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
109. 65. 168. 105 |l srael 147.237.77.233|atal .idf.il Paraneter Type M ol ation search in wwatal .idf.il/1440-he/ atal . aspx B ock 2
46. 19. 86. 164 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 86. 109 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
176.13.2.75 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspicious Response Code B ock 2
176.13.22. 10 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
46. 19. 86. 165 I srael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock 2
46.117.128.94 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
192. 115. 177. 202|I srael 147.237.77.216|dover. i df .i | Paraneter Type Mol ation SearchText in wwidf.il/1065-he/ dover.aspx |B ock 1
Unaut hori zed URL Access to
95. 86. 89. 1 I srael 147.237.77. 216 |dover . i df . i | mkiaf]wv' ;&ffﬁ;ﬁ; gg%;%‘ios‘ge:réfa;pé‘r‘f‘fs;gf‘;’sgzig‘iﬁ’ghh;;kglfq Bock |1
e24- 8w
84.108. 248. 170 |lsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
46.19. 86. 139 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
79.179.183.54 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
37.142.64. 62 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
5.175. 0. 137 Germany  |147.237.77.216|dover.idf . il mmmfvult gﬁﬂ'ﬁi‘:}ﬁﬁ‘;gfﬁiﬂ:r"d o header upper Bock |1
109. 65. 54. 52 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
66. 220. 158. 106 ;ﬂ;ttee: 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessions: sigal gs DoS Attack None 1
207. 232. 46. 209 |israel 147.237.76.42 |refuah.idf.il i;t ;;;’.”;gl‘u;hgu;lhgsiﬁ;de dL/'?‘e ;’ectciiss on Bock |1
176.228.52. 184 |israel 147.237.72. 166 |aka. i df . i | al‘:;r:%f"‘"l Iﬁ;ﬁ;g&;;g&jﬁgﬁ;’f&phw n$cphSachar $cb14243682 in |\ 1
89.139. 143. 199 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46.19. 85. 122 | srael 147.237.76.42 |refuah.idf.il ﬁno_mgt lIJ—\i;I;I':P3 Request Met hod nl d=mmhvan45x3f ar 4vxf nb0r x55; in B ock 1
80.246.139.30 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
77.125.242.175 |Israel 147.237.77. 226 mlchamt z. aka. i m“é:;;;tzfikﬁdfﬂcﬁs; ;_Ost or el fi | 65/ 9/ 2478, pg B ock 1
217.132.146.69 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
37.26.148.224 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None
46.117. 130. 252 |[lIsrael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
Paraneter Type Mol ation
192. 115. 177. 202|l srael 147.237.77. 216 |dover . i df . i | ct 1 00$Cont ent P aceHol der 1$ucNewsH ashCont r ol $t xt Search in B ock 1
waw i df . i | /1153- he/ dover . aspx
95. 86. 103. 136 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
84.109. 69. 188 |lsrael 147.237.72.166|aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
46. 19. 86. 153 I srael 147.237.77.243|nobi | e.i df . i | D stributed Unaut hori zed URL Access on nobil e.idf.il/nekudot/i ndex Bl ock 1
176. 13. 13. 42 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
37.142.238.222 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
17.142. 156. 109 ;“;tteeg 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx Bl ock 1
109. 65. 162. 23 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock
66. 249. 69. 26 | srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
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