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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il|DCS- Tool - Swi t chbl adG dest - r eset 3130
109. 107. 252. 101 Jor dan 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 471
66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il |TCP handshake viol ation, first packet not syn drop 373
82.81.12.176 I srael 147. 237.72. 166 aka.idf.il |Block Udp All Nets drop 104
79.177.32.93 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 4
37.26. 149. 200 | srael 147.237.77. 216 dover.idf.il|SYN FH ood out of context drop 4
72.9.148. 10 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 3
5.102. 193. 60 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 3
31.168. 240. 21 | srael 147.237.77. 216 dover.idf.il|Block Udp All Nets drop 3
111.77.96. 210 Chi na 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 3
120. 27. 161. 20 Chi na 147.237.77. 216 dover.idf.il|bl ock-sp-trafl drop 2
52.16. 5. 197 Lhited Sates 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 2

66. 249. 69. 42 | srael 147.237.77. 216 dover.idf.il|SYN H ood out of context drop 2
109. 107. 252. 101 Jor dan 147.237.77.216 dover.idf.il|SYN H ood del ete reset dr op 1

91. 200. 12. 141 Lkr ai ne 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 1
45.217.19. 171 U uguay 147.237.77. 216 dover.idf.il|SYN Hood unverified cookie drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry arget Address |Site |Sgnature Devi ce Action |Count ‘
80. 246. 130. 35 I srael 147.237.0. 34 tikshuv.idf.il|@12: HITP. prefix 1.01 in the LR B ock 18
213.57.187.181 |[Israel 147.237.0. 34 tikshuv.idf.il|12: HTTP. prefix 1.01 in the LR B ock 8
37.26. 149. 165 I srael 147.237.0. 34 tikshuv.idf.il|12: HITP. prefix 1.01 in the LR Bl ock 6

2.54. 35,192 I srael 147.237.0. 34 tikshuv.idf.il|@12: HITP. prefix 1.01 in the LR B ock 2

213. 8. 204. 20 I srael 147.237.0. 34 tikshuv.idf.il|12: HTTP. prefix 1.01 in the LR B ock 2

106. 38.241.106  |Chi na 147.237.77.216 |dover.idf.il |Cl03: HTTP. User Agent Sogou+web+spi der B ock 1

111. 77. 96. 210 Chi na 147.237.77.216 |dover.idf.il |9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1

106. 38.241.106  |China 147.237.72.166 |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1

106. 38.241.106  |Chi na 147.237.76. 42 refuah.idf.il [Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature
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|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
109. 107. 252. 101 |Jor dan 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3590
C e SWNretransnmit wth different .
109. 107. 252. 101 |Jordan 147.237.77. 216 |dover.idf .il Bad TCP sequence wi ndow scal e nonitor  |426
109. 107. 252. 101 |Jor dan 147. 237. 77. 216 |dover . i f . Bad TCP sequence S retransmt wth different alert 318
wi ndow scal e
109. 107. 252. 101 |Jor dan 147.237.77. 216 |dover.idf.il dr op drop 251
109. 107. 252. 101 |Jordan 147.237. 77. 216 [dover.idf . i Bad TCP sequence noni t or 120
109.67.51.82  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt with different monitor |73
wi ndow scal e
109. 107. 252. 101|Jordan 147.237.77. 216 |dover.idf . i | Bad TCP sequence alert 60
Sreaning Engine: TCP Invalid i i sSi
2.54.49. 67 I sr ael 147.237.76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. g, 57
Ret ransni ssi on Packet dropped.
109. 107. 252. 101 [Jordan 147.237.77. 216 |dover. i df .il Bad TCP sequence I'nval i d AGK nunber moni tor |56
109. 107. 252. 101|Jor dan 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 43
202.3. 255,143 |7 ench. 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SN drop 38
Pol ynesi a
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 35
46. 19. 86. 75 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |34
46.19. 85. 181 I srael 147.237.72. 156 |anan. i df .i | Bad TCP sequence I'nvalid ACK nunber monitor |33
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 28
107.167.107. 26 |Wnited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 24
107. 167. 107. 242|Wnited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 24
R SYNVACK retransmt wth different .
46.19. 86. 75 I srael 147.237.72. 166 |aka.i df .i Bad TCP sequence wi ndow scal nonitor |19
r eam n ine: TCP Invali i i ssi
109. 253. 147. 74 |israel 147. 237. 77. 243 |nobi | e. i of . i | Streamng Engi ne: TCP I nval i d invalid segnent retransmissi on drop 16
Ret r ansni ssi on Packet dr opped.
s SN retransnit wth different .
77.125.134.31 |Israel 147.237.77. 233 |ata .idf.il Bad TCP sequence wi ndow scal e monitor |16
. Unexpect ed post SYN packet -
109. 107. 252. 101 |Jordan 147.237.77. 216 |dover.idf il drop RST or SYN expect ed drop 15
46.19. 86. 75 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
79.180. 222. 74 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
Sreaning Engine: TCP Invalid i i ssi
87.68.51.161  |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. g 12
Ret r ansni ssi on Packet dropped.
37.142.215.25 |Israel 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 11
46.19. 86. 75 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber alert 10
s SWNretransnmit wth different .
5.28.161.58 I srael 147.237. 72. 156 |anan. i df . | Bad TCP sequence wi ndow scal e nonitor |10
197. 47. 99. 67 Egypt 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 10
Sreaning Engine: TCP Invalid i i ssi
2.54.17. 186 I srael 147.237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.52.19. 159 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 9
Ret ransni ssi on Packet dropped.
46.117.157.200 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid AGK nunber monitor |9
37.46.39.176  [Israel 147.237.77. 226 [} chamatz.aka.1d" 1pad TGP sequence Inval i d ACK number monitor (8
45.217.19.171  |Wr uguay 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
194. 114. 146. 227|I srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19. 86. 75 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect
5.28.161.58 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt with different dert 6
wi ndow scal e
Sreamng Engine: TCP Invalid i i ssi
149.78.226.35 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dr opped.
85.65.138.212 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TCP Invalid i i ssi
109. 65. 168. 105 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
5.28.161.58 [Israel 147.237.76.42 |refuahich.il Bad TCP sequence S retransmt wth different moni tor |6
wi ndow scal e
Sreaning Engine: TCP Invalid i i ssi
79.178.147.77  |israel 147.237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
46.19.86.75 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout alert
85. 65.138.212 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid ACK nunber noni t or
5.102.254. 188 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
77.127.237.185 |israel 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. g, 6
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
77.125.134.31  |israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
2.52.136. 225 I srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
5.22.135. 127 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
46. 19. 85. 151 I srael 147.237.77. 216 |dover.i df .| Bad TCP sequence I'nval i d AGK nunber alert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80. 246. 136. 126 |l srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 199
80. 246. 136. 126 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response CQode B ock 112
79.178.107.198 [Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 54
80. 246. 136. 126 I srael 147.237.0.19 |nadi matal .idf.il ;8?2'\:’6@1;; tlgz Sane Response Code (403) in Session from Bock |47
109. 253. 128. 239]I srael 147.237.0.19 |nmadimatal .idf.il Suspi ci ous Response Code B ock 43
46. 19. 86. 43 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 34
46.19. 86. 43 I srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 15
79.178.107.198 |[Israel 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 6
77.126. 96. 55 I srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 5
2.54.41. 100 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
81.218.136.85 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka.idf.il/sip storage/files/ 0/ B ock 3
109. 253. 128. 239|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
46.19. 85. 133 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
52.34.80.78 Uited Sates [147.237.77.74 |lawidf.il PHP At t enpt B ock 2
109. 253.199.9 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
66. 249. 69. 42 I srael 147.237.77.216|dover. i df . i | Mil tipl e Unauthorized URL Access from 66. 249. 69. 42 B ock 2
79.179.182. 244 |[israel 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 2
77.125.242.175 |Israel 147. 237.77. 226 mlchanat 2. aka.l m“é::rgtzfikﬁdfffﬁ; ;_Ost or sce! Fil o</ & 2479 pa B ock 1
207.46.13.148 |tnited Sates |147.237.76.31 [nakchal .idf.il Distributed Unauthorized URL Access on 147.237.76. 31/ B ock 1
37.26.146.186 |Israel 147.237.77. 176 |nat pash. i df . i | Unhaut hor i zed UR. Access to wwn cogat . idf.il/894-ar Bl ock 1
87.69. 48. 241 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
66. 249. 69. 34 I srael 147.237.77. 216 |dover.i df .i | Unhaut hori zed LRL Access to waw i df.il/atal 1/izkor/vi ew ingtop.asp |B ock 1
185. 32. 179. 214 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
80. 246. 136. 210 |l srael 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
79.181.37.13 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
46.19. 86. 244 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
109. 253. 217. 45 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
46.19. 85. 112 I srael 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
109. 107. 252. 101 |Jor dan 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
79.178.28.115 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
5.9. 106. 81 Ger many 147.237.77. 216 |dover . i df .i | Unaut hori zed LRL Access to waw i df . il /newsite/english/nain. asp B ock 1
84.111.158.37 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
77.125.72.232 |lsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
207. 46. 13. 30 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
157. 55. 39. 15 Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to wawn aka. idf.il/mai n/rabanut /62312 B ock 1
2.51.22.96 ;"ﬁ:rt:tde:(ab 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
80. 246. 136. 108 [l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None
79.178.203.40 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None
213.8.204.67  |Israel 147.237.72. 166 |aka. i df . i | m”a‘fg'i dPﬁrﬁr/reJ;;/ gi—y\SS/E\:fgsAtTimaigxi : None 1
37.26.147.194 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
91. 214. 201. 107 g"ﬁﬁi’ o  |147-287.0.15  |kosher-kravi.idf.il |wauthorized URL Access to 147.237.0. 15/ B ock 1
2.54.133. 235 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
187.189.195. 40 |Mexi co 147.237.76.39 |nobi | e. nei tav. i df. il ﬂ?}“zggr;éegglgbmcie:gsl o irid umt hr eed. pho Bock |1
Unknown Par anet er
79.182.11. 98 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenP acekbl der $Logi nCont r ol $capt chascapt |None 1
chaText in wwy aka.idf.il/nain/giyus/default.aspx
46.117.96.121 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS Attack None 1
141.212.122. 177|Wnited Sates |[147.237.76.31 |nakchal .idf.il Dstributed Wnaut hori zed URL Access on 147.237.76. 31/ B ock 1
46. 19. 85. 114 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS Attack None 1
5. 22.134. 209 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
85. 65. 0. 150 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessions: sigal gs oS Atack None 1
77.125.81.179 |lsrael 147.237.72. 156 |anan. i df . i | Mil tipl e Uhaut horized URL Access from 77.125.81. 179 B ock 1
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