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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DOB- Tool - Swi t chbl adG dest - r eset 3073
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Up Al _Nets dr op 107
79.180.161. 175 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 9

78.188. 47. 90 Tur key 147.237.77.216 dover.idf.il SYN H ood out of context drop 7

105. 107. 214. 137 Ageria 147.237.77. 216 dover.idf.il HTTP- M SC- Acunet i x- Ur| dest - r eset 4
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock Wp Al _Nets drop 3

185. 130. 5. 224 147. 237.76. 30 hinush.idf.il |Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count
109. 65. 143. 228 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the LR Bl ock 14
37.26.146. 198 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the R Bl ock 8
199. 58. 86. 209 Lhited Sates 147. 237. 77. 216 dover.idf.il Cl06: HTTP. nj estic bot Bl ock 2
46.121.97.32 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the LR Bl ock 2
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il Cl06: HITP. naj estic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
177.185. 194. 138 Brazil 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il [Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
105. 107. 214. 137 Ageria 147.237.77. 216 dover.idf.il 10767. HTTP. Acunetix Security Scanner B ock 1
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|Top Attackers In ID|

At t acker Address|Target Addr ess |Attacker Country|8'te

|Signature |Count|
202.3.255. 143 |147.237.77. 216 [French Polynesia |[dover.idf.i|GPL SCAN nmap TCP 11
81.218. 111. 210 [147. 237.77. 233 I srael atal.idf.il[ET DOS Large anount of TGP ZeroWndow - Possible Nkiller2 DDos attack

4
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address ‘Ste ‘Signature
158.169. 150. 9  |Bel gi um 147.237.77. 176 |nat pash. i of . i |{dr op First packet isn't SN drop 104
158. 169. 40. 8 Bel gi um 147.237.77. 176 |nat pash. i of . i |{dr op Frst packet isn't SYN drop 102
185. 3. 144. 112 |Israel 147.237.76.42 |refuah.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 55
46.19. 85. 169 | srael 147.237.72. 156 |anan.i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 44
202. 3. 255. 143 ;r)le;rfgsia 147.237.77. 216 |dover.idf.il |drop Frst packet ism't SWN drop 37
83.101.10. 104  |Bel gi um 147. 237. 72. 166 [aka. i of .i | Bad TCP sequence Invalid ACK nunber alert 37
96. 95. 14. 9 Wited Sates |[147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 36
46.19.86.5 I srael 147 237.77. 243 ot e, i o 1 |21 €@M NG Engi ne: TCP Invalid vl i d segnent retransmssi on. drop 33
Ret r ansmi ssi on Packet dr opped.
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 30
37.26.148.156 |Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 17
158. 169. 40. 6 Bel gi um 147.237.77. 176 |nat pash. i of . i |{dr op First packet isn't SYN drop 16
82.166.57.226 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d sequence nuniber noni t or 15
41.176.234.30 |Egypt 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 13
85.130.175.86 | srael 147.237.72. 166 |aka ich. 11 | SAMNg Engi ne: TGP Inval id nvalid segnent retransmssion. drop 12
Ret ransni ssi on Packet dropped.
46. 19. 85. 26 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 12
46. 19. 85. 26 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 11
46. 19. 85. 167 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 10
158.169. 150. 6  |Bel gi um 147.237.77. 176 |nat pash. i of . i l{dr op First packet isn't SN drop 10
109. 160. 233. 247 I srael 147. 237. 72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
79.183. 124. 111 |israel 147.237.72. 166 |aka ich. 1 | SAMNg Engi ne: TGP Inval id nvalid segnent retransmssion. drop 9
Ret ransni ssi on Packet dr opped.
158. 169. 150. 8  [Bel gi um 147.237.77. 176 |nat pash. i of . i |{dr op Frst packet isn't SYN drop
212.29.225.105 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
46.19.85.9 I'srael 147.237.77. 216 |dover.idf il [Bad TCP sequence %ﬁsﬁ reansm't wehdifferent | oonitor s
149.78.30.154 |l srael 147.237.77.233|atal .idf.il  [Bad TCP sequence ig;e”ansm't with different wndow) o ivor [
80. 246. 133. 90 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
80.178.98. 54 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 8
37.26.147.166 |Israel 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 8
2. 89. 230. 246 Saudi Arabia 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
176. 13. 15. 70 I srael 147.237.77.233|ata .idf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 240 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 7
82.192.95.184 |Netherlands  |147.237.72.166 |aka.idf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 7
46.19. 85.43 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 85. 235 I sr ael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 6
41. 33.232. 66 Egypt 147.237.77. 216 |dover.idf.il |Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 6
2.52.6.220 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
66.228.70.98  |Uited Sates |147.237.72. 166 |akaicr.il | €M Ng Engine: TP Invalid nvalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
80.249.74.249 |Ageria 147.237.77. 216 |dover.idf.il |drop drop 6
37.26.148.168 |Israel 147. 237. 72. 166 [aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
31.210.186.98 |lsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
94.230.86.228 |Israel 147.237.77. 216 [dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 6
31.168.209.12 |[lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid sequence nunber noni t or 6
46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
207.46.13.88  |uited Sates |147.237.72. 166laaidr.il |2 €aMNg Engine: TP Invalid Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
82. 81. 66. 88 I'srael 147,237, 72. 166 |aka ich. 11 | €AM NG Engi ne: TGP Inval id nvalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
2.54.186.157  |israel 14723777 243 |t e, i o 11 |2 €@M NG Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
2.52.52.43 I sr ael 147.237.72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
109. 67. 165. 155 |l srael 147.237.77. 216 [dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
96.95.14.9 Lhited Sates |147.237.77.216|dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
46.19.85.9 I 'srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
2.52.52.43 I srael 147. 237. 72. 166 |aka.i of .il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 43 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 83
149.78. 186. 166 |l srael 147.237.0.34 |tikshuv.idf.il Iig_'\gfylgé_ tlgg Sane Response (bde (404) in Session from Bl ock 53
176.13. 7. 67 I srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 53
2.52.61.162 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Miny of the Sane Response Code (404) B ock 30
176.13.19. 200 |l srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 24
37.26.149.228 |Israel 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 24
2.52.61.162 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 21
46.19.86.5 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspicious Response Code B ock 9
46.19.86.5 I srael 147.237.77.243|nobi l e. i df . i | D stributed Uhaut hori zed URL Access on nobil e.idf.il/sachar/index Bl ock 7
80. 246. 136. 126 |[lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code Bl ock 6
2.54. 30. 48 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 6
46. 19. 86. 43 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Many of the Same Response Code (404) B ock 4
105. 107. 214. 137|A geria 147.237.77.216|dover. i df . i | Mil ti pl e Uhaut hori zed URL Access from 105. 107. 214. 137 B ock 4
37.26.147.128 [israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
87.68.21.165 |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;”lt :‘:rc;fsz' , g;eggrcﬁsem‘;tesu <t ohi 1 ddocument s/ 1071 Bl ock 3
176. 13. 3. 65 I srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 3
2.54.0.28 I st ael 147.237.77. 243|nobi | e. i df . i | Por et er Tvpe Mol Lﬁgngi‘gz‘;iﬂd in Bl ock 3
85.250. 111. 191 |Israel 147.237.0.19 |nadimatal .idf.il Ed?zfzgl Tﬁ'%?.\iﬁﬁ'ﬁ)t;;nhgrlmoz?ﬁsgiﬁ acefdl der 15txtAty in Bl ock 2
176.13.11. 215 |israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
159. 203. 83. 207 |Whited Sates |147.237.77.176 |nat paSh idf.il Mul tipl e Whaut horized URL Access from 159. 203. 83. 207 B ock 2
46. 19. 85. 57 I srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 2
80. 178. 98. 54 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
68.180.230.29 [United Sates [147.237.77. 176 mat pash. i df .i | mar:;;; e Mo e on /Z?geat'\lfrg;gx Bl ock 2
109. 65. 54. 72 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
77.126.58.189 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
37.142.172.6 I 'srael 147.237.77.216|dover . i df .i | Dstributed Uhaut hori zed URL Access on www idf.il/https:/wwnidf.il/ |B ock

66. 249.78. 130 | srael 147.237.76. 86 |navy. idf.il V\th/\x?\zu:l:\?;.lizdic.i iﬁeﬁcprgf :s/t sohar ed/ user cont r ol s/ header upper / Bl ock !
195. 154. 146. 225|France 147.237.72. 166 |aka. i df . i | I1l1egal HITP \ersion HITH B ock 1
66.220. 158. 100 |[Lhited Sates [147.237.72.166|aka.idf.i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
2.54.186. 157 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code Bl ock 1
81.218.53.114 |Israel 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/_vti_bin/owssvr.dl | B ock 1
149.78.30.154 [Israel 147.237.77.233(atal .i df .il ot ed Mo hor zed W _A:;:;fs o Bl ock 1
79.182.174.119 |israel 147. 237. 76. 39 Irmbl le.neitav. idf.i ﬁgﬁ”:tii tzf’?d\f”_ |O|| ‘/"‘iies;)‘l ;;%?_22;3 acetbl der1StxtPassvord in g o 1
70.39.157.196 |[hited Sates [147.237.72.166|aka.idf.i | Unhaut hori zed URL Access to waw aka.idf.il/sip_storage/files/0/ 71700 |B ock 1
213.57.140. 125 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
46. 19. 85. 203 I srael 147.237.77.216|dover . i df .i | Dstributed I11egal HITP \ersion B ock 1
89.138.193.13 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
5.102.254. 142 |[israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85. 64.176. 95 | srael 147.237.72. 156 |anan. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
66.249.69.40  [Israel 147.237.77. 216 |dover . i df .i | D e e el dover. aspx B ock 1
185. 3. 147. 160 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
2.54.12.216 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
80. 246.136. 43 [Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
54. 85. 87. 184 Lhited Sates |147.237.76.200|ei tan. aka.idf.il Unhaut hori zed URL Access to waw ei tan. aka. idf.il/wp-1ogin. php B ock 1
109. 253.213. 35 |Israel 147.237.72. 166 |aka. i df . i | Uhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
79.176.20.138 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
207. 46. 13. 36 Uhited Sates [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df . i|/670-2423-he/ pat zar. asp |B ock 1
40.77.167.56  |Uited States [147.237.0.15  |kosher-kravi . i df.i1[ o0 M1 zed LR IA/theenSpSIattZs/si t e s term, 2 Bl ock 1
85.250. 254. 61 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
66.249.78.254 | srael 147. 237.72. 166 |aka. i df . i | mn:k“:izéf”. ?rf;;r nlzri“;u‘ij’;;:eri;.aspx None 1
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