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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3005
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 86
5.28.135. 135 | srael 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

185. 130. 5. 228 147.237.76.34 yohal an. i df .i | Block Np All Nt dr op 1

80. 82. 64. 68 Net her | ands 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Oount
109. 64. 221. 217 I srael 147.237.0. 34 tikshuv.idf.il |12 HITP. prefix 1.01 in the LR B ock 16
87.68. 242. 247 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the UR B ock 8
109. 64. 6. 58 | srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 8
149. 88. 89. 46 I srael 147.237.0. 34 tikshuv.idf.il |12 HITP. prefix 1.01 in the LR B ock 7
80. 246. 130. 59 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the UR B ock 6
109. 64. 150. 191 | srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the UR Bl ock 6
87.69.67.9 I srael 147.237.0. 34 tikshuv.idf.il |12 HITP. prefix 1.01 in the LR B ock 6
149. 88. 5. 57 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the UR B ock 4
109. 64. 163. 97 | srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the UR Bl ock 2
51. 255. 48. 152 Uni ted Ki ngdom 147. 237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 2
51. 255. 48. 152 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Cl06: HITP. naj estic bot B ock 2
89. 139. 253. 151 | srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the UR Bl ock 2
177.185.192. 77 Brazil 147.237.76. 86 navy.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
66.176.172. 168 Lhited Sates 147.237.77. 216 dover.idf.il Q008: HTTP. Xenu User Agent B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

202.3.255.143 |147.237.77. 216 |French Pol ynesi a |dover.idf.il GPL SCAN nmap TCP 164
177.185.192. 77 |147.237.76.86 |Brazl navy. i df . il SQ Injection - Select Fom 2
84.108.77.141 |147.237.72. 166 |l srael akaidf.il portscan: TCP DO stributed Portscan 1
80. 82. 64. 68 147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
212.29.223.233 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
37.200.78.34  |147.237.76.199 23::;'}0'1 e.nakchal .idf. il ET SCAN NVAP -sS wi ndow 1024 1
201. 235. 215. 254[147. 237.0.34  |Argentina tikshuv.idf.il ET SCAN NVAP -sS w ndow 4096 1
192. 116. 200. 137|147. 237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
183. 60. 252. 84  |147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
163.172.13. 173 |147.237.76. 44 |[Wnited Ki ngdom|e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237. 76. 148 [Net her | ands gqcenter. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
80. 82. 64. 68 147.237.0.34 [Netherl ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
213.61.218.123 |147.237.72.14 |Ger many dover.idf.il (ol d) ET SCAN NVAP -sA (2) 1
79.178.203. 176 |[147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
196.47.173.21 |147.237.72.217 |te Divoire  |e.idf.il ET SCAN NMAP -sS wi ndow 3072 1
183. 60. 252. 84  |147. 237. 72. 166 |Chi na akaidf.il ET SCAN NVAP -sS w ndow 3072 1
183. 60. 252. 84  |147. 237. 72. 166 |Chi na akaidf.il ET SCAN NVAP -f -sS 1
177.71. 34. 49 147.237.0.15 |Brazil kosher-kravi .idf.il ET SOAN Behavi oral Lhusual 'y fast inbound Tel net 1

Gonnections, Potential Scan or Brute Force
109. 253. 223. 143|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1




01-19-2016-15:04:04 to 01-19-2016-16:04:04

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
31.168.203. 198 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 61
French S L
202. 3. 255. 143 Fol ynesi a 147.237.77. 216 |dover . i df .i | drop First packet isn't SWN drop 30
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
82. 80. 63. 199 | srael 147.237.77. 233 |atal .idf.il drop Frst packet isn't SN drop 22
s SN retransnmit wth different .
109. 253. 222. 125|I srael 147.237.77. 233 |atal .idf il Bad TCP sequence i ndow scal e monitor |22
82. 80. 63. 199 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
37.26.149.153 |Israel 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 15
46.19. 85. 232 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
37.26.148.175 |Israel 147.237.77. 216 |dover . i df i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
Russi an waw. chanat z. aka. i df L
95.24.42. 191 eration 147.237.77. 226 N dr op Frst packet isn't SN drop 12
46. 19. 85. 192 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |12
Sreaning Engine: TGP Invalid i i ssi
162.243.92.130 |Wited Sates  |147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |11
46. 19. 85. 192 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 11
Russi an waw. chanat z. aka. i df L
95. 27. 19. 230 Feder at i on 147.237.77. 226" drop First packet isn't SWN drop 10
reaming BEngine: TCP Invali i i ssi
212. 179. 227. 130|i srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval i d invalid segnent retransnissi on drop 9
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
5.196. 154, 228  |France 147. 237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
85.65.105. 106  |Israel 147. 237. 76. 200 |ei tan. aka. i of . 9 =g Invalid segnent retransmssion. |, 8
Ret r ansmi ssi on Packet dropped.
95. 86.124. 108 |l srael 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |7
85. 130. 196. 209 |l srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |7
85. 130. 196. 209 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
2.54.152.63 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
Sreaming Engine: TGP Invalid i i ssi
37.26.146.205 |Israel 147. 237. 77. 216 |dover. i df . i | 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
147. 236.50. 161 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
46.19. 85. 225 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert
Sreaning Engine: TGP Invalid ' i ssi
87.68.70.245  |Israel 147.237.76. 200 |6 tan. aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
80.178. 201. 148 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier noni t or 6
8.37.227. 69 g”;(’;ymus 147. 237.77. 216 |dover i df .1 | B ock HTTP Non Conpl i ant Response out of state moni tor |6
46. 19. 85. 87 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Invalid ACK nunber nonitor |6
46.19. 85. 234 I srael 147.237.77. 216 |dover.i df i | Bad TCP sequence Inval i d ACK nunber aert 6
85. 130. 196. 209 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 85. 225 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |6
46.121. 252. 161 |[lIsrael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreaning Engine: TGP Invalid ' i ssi
5.22.134.197  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 234 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 152 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert
Sreamng Engine: TCP Invalid i i ssi
79.179.52.224 |israel 147.237.72. 166 |aka.i df .l 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
66.249.81.196 |Lhited Sates |147.237.0.34 |[tikshuv.idf.il drop First packet isn't SWN drop 6
waw. chanat z. aka. i df SYNtACXK retransmt with .
84.229.131.252 |Israel 147.237.77.226 | Bad TCP sequence different vi ndow scal e nonitor |6
46. 19. 85. 222 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 6
176. 13. 5. 227 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 6
46. 19. 85. 192 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 152 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.180. 172. 83 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 6
46. 19. 85. 205 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
212.143.24. 182 |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid ' i ssi
194. 90. 209. 215 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.5 I'sr ael 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 222 I srael 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.11.221 |Israel 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 110
80. 246. 136. 187 |lIsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 97
2.52.61. 162 I srael 147.237.0.19 |[madimatal .idf.il [Distributed Suspicious Response CQode B ock 90
132. 70. 66. 12 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 73
176.13.22. 15 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 72
176.13.11. 221  |israel 147.237.0.19 |madimatal .idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 56
2.54.177.58 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 55
2.52.61. 162 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Too Miny of the Same Response Code (404) B ock 52
132. 70. 66. 12 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Too Many of the Sane Response Code (404) B ock 34
80.246.137.40 |lsrael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code Bl ock 25
176.12. 160. 4 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 176. 12. 160. 4 B ock 10
176.13.19. 200 |Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Qode B ock 9
80. 246. 136. 187 |Israel 147.237.0.19 |nadimatal .idf.il gg?zl\gfylgé tlg? Same Response (bde (404) in Session from B ock 9
80. 246. 137.125 |[Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 6
205.167.7.247 |France 147.237.72. 166 |aka. i df . i | D stributed Whaut hori zed Method for Known URL on v aka.idf.il/  |B ock 4
37.26.146.187 |lIsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
46.19. 86. 90 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 3
176.13.11.221  [Israel 147.237.0.19 |nadi matal .idf.il I?Z.“ﬁ'?ylffzyfe Same Response (pde (403) in Session from Bl ock 3
81.218.241.25 |lIsrael 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to wmwu aka. i df . i/ $$$&282%%$ B ock 3
79.179.120. 254 |[Israel 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 79.179. 120. 254 |B ock 3
162.243.92.130 [hited Sates |147.237.76.86 |[navy.idf.il Mil tipl e Waut hori zed URL Access from 162.243. 92. 130 Bl ock 3
46.19. 85. 133 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
79.178.183.121 [Israel 147.237.77. 216 |dover.idf.il Ml ti pl e Unaut horized URL Access from 79. 178. 183. 121 B ock 2
176.13.11. 54 | srael 147.237.77.243|nobi | e. i df . i | D stributed Unhaut hori zed LRL Access on nobil e.idf.il/sachar/index Bl ock 2
213. 8. 204. 20 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
46.19. 86. 119 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 2
89.145.108. 202 LKJ?Ir:;gom 147.237.76. 200 [ei tan. aka. i df . i1 \/\L;]\xll(vn;)i\lgnanl.:aai(g.niectjfe.ri I%eln:)l at es/ sendt of ri end/ sendt of ri end. aspx None 2
208. 80. 155. 130 |lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/ar B ock 2
81.218.70.243 [Israel 147.237.77.74 [lawidf.il Ml tipl e Unaut horized URL Access from 81.218. 70. 243 Bl ock 2
54.147.244.171 |Whited Sates [147.237.0.15 |kosher-kravi . i df. i|Unauthorized URL Access to 147.237.0. 15/ B ock 1
176.13.11. 54 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
84.94. 40. 147 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
212.179. 227. 130|I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwy aka. i df . i/ x’x™xex; Bl ock 1
157.55.39.16  |lhited Sates |147.237.72.166|aka. i df .i m’;‘;‘fi ;arl ?x;i;rfzggwgg;“_asp None 1
80. 246.137.82 |lIsrael 147.237.72. 166 |[aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
194. 114. 146. 227|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ B ock 1
46.19. 85. 145 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
109. 64. 215. 107 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/yohal an/ hone/ Bl ock 1
37.142.64. 38 I srael 147.237.77. 216 |dover.i df . il Mil ti pl e Unaut horized URL Access from 37.142. 64. 38 B ock 1
84.228.10.8 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
62.219.92.117 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
5.102. 220. 155 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 1
81.218.70.243 | srael 147.237.77.74 |lawidf.il mﬂt:xri'df?l /Lﬁ_nagpgsclels.shet/(r)]avi et on/ navi gati on.a row i Bl ock 1
216.55.143.94 |Uiited Sates |147.237.77.216|dover. i df .i 'S'p: 32';’“/ 2?{;; eﬁt’?z Character in Feader Nae Mozil1a/5.0 (conpatible; g o0 1
46. 19. 86. 225 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
174.129.228.67 |Uited Sates |147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
46. 19. 85. 223 I srael 147.237.77. 216 |dover.i df . il D stributed Wknown HITP Request Met hod B ock 1
149.78.28.195 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Atack None 1
79. 182. 49. 40 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
207.46.13.158 |[lhited Sates [147.237.77.216|dover.idf.il Unhaut hori zed LRL Access to waw i df . il /newsite/english/nain. asp B ock 1
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