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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3160
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 115
82.166. 137. 19 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-Q i dest - reset 110
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka. idf.il |Anonal y-TLS renegotiation-di dest - reset 98
81. 218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - reset 87
204. 42. 253. 130 Lhited Sates 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 2
71.6.135.131 Lhited Sates 147.237.76. 38 eeneitav.idf.il ock Wp Al _Nets drop 1

80. 82. 64. 68 Net her | ands 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 drop 1

80. 82. 64. 68 Net her | ands 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 dr op 1

80. 82. 64. 68 Net her | ands 147.237.77.170 naar achot . i df .i | bl ock-sp-traf 1 drop 1
176.13. 4. 27 | srael 147.237.0.19 nadi matal .idf.il DCBS- SSL- d ear Text drop 1

80. 82. 64. 68 Net her | ands 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Sl gnature Devi ce Action |Oount
216. 72. 40. 185 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 24
89.138. 94. 248 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the UR B ock 4

46. 19. 86. 127 I srael 147.237.0. 34 tikshuv.idf.il [Q@12: HITP. prefix 1.01 in the LR Bl ock 2

85. 64. 144. 228 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the LR B ock 2
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il |ClL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qount ry

Signature

202.3.255.143  [147.237.77.216 |French ol ynesia dover.idf.il GPL SCAN nnmap TCP 141
46.19. 85. 194 147.237.72.166 |[lIsrael aka.idf.il PCLI CY- OTHER TCP packet with urgent flag attenpt 4
195. 34. 150. 18 147.237.77.216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
41.33.231.90 147.237.77.216 |Egypt dover.idf.il Tehila - Perl LWP with fake user agent 2
5.102. 101. 40 147.237.77.176 |Palestinian Territory, Qecupied |matpash.idf.il |ET SCAN NVAP -sA (2) 2
94.102. 48. 195 147.237.0. 33 Net her | ands idf.il ET SCAN NVAP -sS wi ndow 1024 1
80.246.136.22  [147.237.72.166 [Israel aka.idf.il portscan: TCP D stributed Portscan 1
77.127.193. 164 [147.237.77.216 |Israel dover . idf.il portscan: TQP D stributed Portscan 1
217.132.100. 173 [147.237.77.216 |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
37.26.147.153  [147.237.72.166 |[Israel aka.idf.il portscan: TCP D stributed Portscan 1
133.232.152. 43 |147.237.77. 178 |Japan ematpash.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
121.201. 27. 61 147.237.76. 201 |Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
117.25.155. 164  |147.237. 76. 201 |Chi na e.atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
82. 81. 34. 253 147.237.77.216 |israel dover . idf.il portscan: TQP D stributed Portscan 1
80. 82. 64. 68 147.237.77. 233 |Nether| ands atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.116.127.205 |147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
218.246.0. 97 147.237.76.44 |China erefuah.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
176. 106. 44. 151  |147.237.77.216 |Palestinian Territory, Qcupied [dover.idf.il portscan: TCP DO stributed Portscan 1
133.232.152. 43 |147.237.77.178 |Japan ematpash.idf.il [ET SCAN NVAP -f -sS 1
120.24.175. 112  |147.237.72.166 |China akaidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
202. 3. 255. 143 |French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
s SN retransnmit wth different .
80. 246. 133. 114 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e moni tor |23
62.128. 48. 10 | srael 147.237.72. 166 |aka. i df . i dr op SAMrul e drop 21
. . SYNtAXK retransmt with .
95. 83. 253. 206 |lrel and 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 20
Sreaming Engine: TGP Invalid i i ssi
2.54.25.193  |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 18
Ret ransni ssi on Packet dropped.
2.54.176.234 |[Israel 147.237.77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
58.110. 110. 176 |Australia 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 17
reaming BEngine: TCP Invali i i ssi
46.19.85.65 |Israel 147, 237.72. 167 |t shuri maka i o || €2 NG Engine: TCP Invalid - invalid segnent retransmssi on drop 15
Ret ransnm ssi on Packet dropped.
95. 83. 253. 206 |[lrel and 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 14
176. 13. 17. 184 |[lIsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 13
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 12
Sreanming Engine: TCP Invalid i i ssi
212.179. 21. 194 |I srael 147. 237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 12
Ret ransn ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 11
31.168.209. 12 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d sequence nunber noni t or 11
85. 130. 216. 49 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (10
reaming BEngine: TCP Invali i i ssi
84.228.22.105 |Israel 147.237.72. 166 |aka. i df . i Streaming Engi ne: TCP Inval id |invalid segnent retransmissi on. drop 9
Ret ransm ssi on Packet dropped.
46. 19. 86. 77 | srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 8
Sreaming Engine: TGP Invalid i i ssi
157.55.39.67 |lnited Sates 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g Invalid segnent retransmssion. | 8
Ret ransni ssi on Packet dropped.
176.13.2.235 |[Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber moni tor 8
81.218.241.26 |lsrael 147.237.72. 166 |aka. i df . i dr op First packet isn't SYN drop 8
212.25.67.206 |Israel 147.237.76.31 |nakchal.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 7
31.168.209. 12 |(Israel 147.237.77. 216 [dover.idf il Bad TCP sequence Invali d sequence nunber noni t or 7
95. 83.253.206 |Ireland 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST alert 7
2.54.172.185 |Israel 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 7
46. 19. 86. 28 | srael 147. 237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46.19.85.164  [lsrael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber nonitor (6
176. 106. 44. 151 | et an Territory ) 4o 537 77, 234 |hal ag.i df il Bad TCP sequence SNretransmt with different monitor |6
Qccupi ed w ndow scal e
2.54.172.185 |[lIsrael 147.237.72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
82.80.196.44  |lIsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
reamn ine: TCP Invali i i ssi
46.19.85.122 |Israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmssion drop 6
Ret ransnm ssi on Packet dropped.
80. 246. 136. 119 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 6
212.199. 57. 200 |l srael 147.237.72. 166 |aka. i df .il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
2.54.172.185 |[lsrael 147.237.72. 156 |anan. i df . il Bad TCP sequence Inval i d sequence nunier noni t or 6
82.80.196.44 |[Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
reanming BEngine: TCP Invali i i ssi
2.54.190.244 |Israel 147, 237.72. 167 |t shuri maka i o || €3N NG Engine: TP Invalid invalid segnent retransmssi on drop 6
Ret ransm ssi on Packet dropped.
80. 246. 136. 119 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber moni tor |6
Sreaming Engine: TGP Invalid i i ssi
46.210.232.55 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 6
Ret ransni ssi on Packet dropped.
46.19. 85. 100 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
46.19.86.236 |Israel 147.237. 77. 243 |robi 1 e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
81.218.143.30 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransn ssi on Packet dropped.
80. 246. 136. 119 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
80.246.136.25 |Israel 147.237.72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
185.3.144.89 |lsrael 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop
46.19.85.164  [lsrael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber alert
Sreamng Engine: TCP Invalid i i SSi
109. 67. 140. 37 |Israel 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
197. 38. 249. 134 |Egypt 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
2.54.172.185 |[lsrael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
80. 246. 136. 119 |l srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
208. 115. 113. 89 |Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
Sreanming Engine: TCP Invalid i i ssi
79.182.187. 48 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 6
Ret ransnm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
176.13.4. 27 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 105
79.182.62.136 | srael 147.237.0.34 |tikshuv.idf.il ;g?l'\g.'yszolflége Sane Response (bde (404) in Session from Bl ock 83
46. 19. 85. 39 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 82
109. 253. 209. 117|I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 47
194. 114. 146. 227|I srael 147.237.0.34 [tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 46
2.54.172.58 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 44
37.26.146.189 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 42
176.13. 4. 27 I srael 147.237.0.19 |nadi matal .idf.il Eg '\g_“;_(;the Sane Response (bde (404) in Session from Bl ock 24
176.13. 8. 253 I srael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 22
217.132.119. 131l srael 147.237.0.19 |nmadimatal .idf.il[Dstributed Suspicious Response Code B ock 21
46.19. 85. 122 I srael 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 18
176.13.5. 16 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 10
85.250. 111. 191 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 6
82.81.11.62 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 82.81. 11. 62 B ock 4
46.19. 86. 91 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 11 I srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
109. 253. 195. 53 |l srael 147.237.0.19 [nmadimatal .idf.il|Ostributed Suspicious Response Code B ock 3
82.81.11.62 | srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/sip_storage/files/8/ Bl ock 3
109. 253. 220. 45 |l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
208.115.113. 88 [Lhited Sates 147.237.76.86 |navy.idf.il nma\"j‘;tlhgfr _i iﬁidgiﬁlﬁcoﬁisnjats‘glsho o or um asp Bl ock 3
2.54.163. 238 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
204.13.200. 200 [United Sates 147. 237.77. 216 |dover . i df . i | b stri buted lT:;f;gggg?ﬂe%V’;‘ffsspfn Bl ock 2
112.78. 4. 229 M et nam 147.237.72.167|i shuri maka. i df . i|Ostributed PHP Attenpt Bl ock 2
109. 253. 133. 113|l srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 2
2.54.145. 74 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
37.187.25. 49 France 147.237.72.167|i shuri maka. i df . i|Ostributed PHP Attenpt Bl ock 2
176.13.13.180 |[lsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 2
176.13.3.93 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 2
46.19. 85. 113 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
72.9.148.10  [Uited Sates 147.237.76.86 [navy. i df .i m“tngs;' e e a0/ navy. aspx. aspx B ock 2
176. 13. 8. 68 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock
89.218.26. 108 |Kazakst an 147.237.72. 156 |anan. i df . i | Distributed PHP Attenpt B ock

46.19. 86. 58 I srael 147.237.0.19 |[nadimatal .idf.il|Ostributed Suspicious Response Code B ock
204.13.200.200 |Wited Sates  [147.237.77.216|dover. i df .il 111 1155, 25461 nel dover. s B ock 2
89.218.26.108  [Kazakstan 147.237. 72. 156 [anan. i df . i | pstri bu ??jfLTT‘;t\Agorl iozg?c:].ﬁ)pccess o Bl ock 2
192. 115. 177. 202|I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwy aka. i df.il/main/scripts/css3pie. htc|B ock 2
66.249.69.34 |Israel 147.237. 72. 166 |aka. i df . i | mn;)kv:i? ?rf:r:jr n/agri“;;u‘i;);iageri;.aspx None 1
145. 100. 36. 85  |Net herl ands 147.237.77.216|dover.idf . il Ml tipl e Unaut hori zed URL Access from 145. 100. 36. 85 B ock 1
5.196. 98. 204 Spai n 147.237.72.167|i shuri maka. i df . i|Ostributed PHP Attenpt Bl ock 1
88.198. 4. 37 Ger many 147. 237. 72. 156 |aman. i df . i | m:ﬁg‘r’f ??jfLTT‘;t\Agorl iozg?c:].ﬁ)pccess on B ock 1
187.45.195.13  |mrail 147. 237.72. 156 |anan. i df . i | b strbut Ie‘;fu:‘]"b’t‘;orl iogeii'mpccess o Bl ock 1
176.13.23.75 I srael 147.237.77.243|nobi l e.i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index Bl ock 1
46.120. 69. 49 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
2.54.140.19 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
84.108. 92. 96 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
80. 246.133. 114 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/text.css |B ock 1
46. 19. 85. 122 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
107.178.194.79 [Uiited Sates 147.237.77. 216 |dover . i df . i | D stri utec lLfga;_t;géigg?ﬂe%ﬁ‘ffspﬁn Bl ock 1
37.26.149.212 |[israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
91. 214. 201. 107 gf' dova, Republic |17 237.77.170|maarachot . i df . i | |naut horized URL Access to 147.237.77. 170/ B ock 1
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