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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3016
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets dr op 106
79.180.121. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Udp Al Nets drop 19

146. 185. 239. 100 Russi an Federation 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 drop 1

66. 240. 219. 146 Lhited Sates 147. 237. 76. 148 gacenter.aka. i df.il Bl ock_Udp Al _Nets drop 1

80. 82. 64. 68 Net her | ands 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 drop 1

80. 82. 64. 68 Net her | ands 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 drop 1

80. 82. 64. 68 Net her | ands 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 dr op 1

80. 82. 64. 68 Net her | ands 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Count
37.142.64.56 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the LR Bl ock 4
46.19. 86. 231 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the R Bl ock 4
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 4
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il [Cl03: HITP. User Agent Sogou+web+spi der Bl ock 3
62. 210. 148. 247 France 147.237.77. 216 dover.idf.il Cl06: HITP. naj estic bot Bl ock 2
158. 69. 200. 204 Lhited Sates 147. 237. 77. 216 dover.idf.il Cl06: HTTP. nj estic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker CGountry

|Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 210
41.33.231.90 147.237.77. 216 Egypt dover.idf.il Tehila - Perl LWP with fake user agent 6
212.199.177. 18 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 1
115.182.17. 13 147.237.77. 179 (hi na e nazi.idf.il ET SCAN NVAP -sS w ndow 2048 1
80. 82. 64. 68 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.180. 121. 210 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
192. 115. 97. 253 147.237.77. 216 I 'srael dover.idf.il portscan: TCQP D stributed Portscan 1
115.182. 17. 13 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN NVAP -f -sS 1
80. 82. 64. 68 147.237.0. 16 Net her | ands ny- kosher -kravi .idf . i1 ET SCAN NVAP -sS w ndow 1024 1
46. 161. 40. 120 147.237.76. 39 Russi an Federation nobi | e. nei tav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.142. 64. 56 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qountry |Target Address |Ste Signature
80. 246. 130. 48 |Israel 147.237.77. 234 |hal ag. i df .i | Bad TCP sequence SWretransmt wth different oo o Jao
w ndow scal e
202. 3. 255. 143 |Fench Pol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
2.52.144.151 |[lsrael 147.237.72. 156 |anman. i df . i | SYN At tack rej ect 23
2.52.144.151 |Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d AGK nunber noni tor |22
2.52.144.151 |[Israel 147. 237. 72. 156 |aman. i df . i | Bad TCP sequence Invalid sequence nunber monitor |22
2.52.144.151 |l srael 147.237. 72. 156 |anan.i df .i Bad TCP sequence Invalid ACK nunber alert 21
2.52.144.151 |Israel 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST rej ect 21
212.179.225.7 |lsrael 147.237.72. 167 |i shurimaka. i df .il drop First packet isn't SYN drop 20
62.0.222.129 I srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 16
91. 228. 248. 251 |l srael 147. 237.72. 167 |i shuri maka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 15
2.52.145.115 |[Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 13
82. 145. 219. 173 |Eur ope 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 12
46. 19. 85. 17 I srael 147.237.72. 167 |i shuri maka. i df . il Bad TCP sequence Inval id ACK nunber noni t or 12
185.6.57. 30 g‘cﬁi':"ja” Territory 47 237.77. 176 |nat pash. i of . i dr op First packet isn't SN drop 12
79. 183. 136. 112 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 11
41.33.231.90 |Egypt 147.237.77. 216 |dover. i df .i Bl ock HTTP Non Conpl i ant zzjtlaed to handle connection nonitor |11
2.52.144.151 |Israel 147. 237. 72. 156 |anan. i df . il SYN At tack SYN -> SYN-ACK -> Tineout [reject 8
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
138. 134. 102. 16 |l srael 147.237.72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46.19.85.249 |l srael 147.237.72.166 |aka.i df .il Bad TCP sequence Invalid ACK nunber monitor |8
46. 19. 85. 167 I srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval id ACK nunber noni t or 7
62. 0. 222. 129 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19. 85.248 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
80. 246.139. 39 |[lIsrael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 86. 21 | srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19.85.248  |[Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
79.183. 136. 112 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |6
46.19.85.248 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engi ne: TCP i i ssi
147. 236. 238. 97 |1 srael 147.237.72. 166 |aka.i df . mng Engine. Invalid segnent retransmssion. | ., 6
Inval i d Ret ransmission Packet dropped.
2.52.176.217 |lsrael 147.237.72. 167 |i shurimaka.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 6
S reamng Engi ne: TCP i i ssi
46.19.86.101 |Israel 147.237.72. 166 |aka.i df . i mng tngine. Invalid segnent retransmssion. . 6
Inval i d Retransnission Packet dropped.
S reanm ng Engi ne: TCP i i ssi
2.54.1.12 | srael 147.237.72. 167 |i shuri maka.i df . il . 9 9 .. Invalid segnent retransmssion. drop 6
Inval i d Retransnission Packet dr opped.
46.19.85.248 [l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert
80.215.193. 17 |France 147. 237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or
85. 64.227.0 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACGK nunber noni t or
41.33.232.66 |Egypt 147. 237. 77. 216 |dover. i df . i | Bl ock HTTP Non Conpl i ant CF,:’ILEd to handl e connecti on monitor |5
S reanm ng Engi ne: TCP i i ssi
176.13.19. 167 |Israel 147. 237. 76. 200 |ei tan. aka. i f . mng tngine: ! Invalid segnent retransmssion. |, 4
Inval i d Retransnission Packet dr opped.
195.34.150.18 |Austria 147. 237. 77. 216 |dover i df .| Bl ock HTTP Non Conpl i ant CF,:’ILEd to handie connection | pivor s
91.200.12.136 |Wkraine 147.237.77. 226 '} chamatz. aka. idf |4 o SAMrul e drop 4
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
2.54.168. 48 I srael 147.237.72. 166 |aka.idf il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
85. 64.227.0 I srael 147.237. 72. 156 |aman.i df .i | Bad TCP sequence Inval i d ACGK nunber aert 4
91. 200. 12. 136 [krai ne 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 4
Sreaning Engi ne: TCP i i ssi
79.180.114.1 |Israel 147.237.72. 166 |aka.i df . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dr opped.
5.102. 254. 128 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
109. 253. 214. 90 |I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber noni t or
S reanm ng Engi ne: TCP i i ssi
46.19.85.112 |Israel 147. 237.72. 166 |aka. i of . i1 mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
Sreamng Engi ne: TCP i i ssi
79. 180. 173. 227 |I srael 147.237.72. 166 |aka.i df . i mng tngine. Invalid segnent retransmssion. . 3
Inval i d Retransnission Packet dropped.
66.249.93.142 |lhited Sates 147.237.77.74 |lawidf.il drop First packet isn't SN drop
85. 65. 136. 181 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
2.54.25. 169 I srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Miny of the Sane Response Code (404) B ock 191
80. 179. 141. 237 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 177
80.179. 141. 237 [Israel 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 121
2.54.25. 169 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 109
2.54. 25, 169 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Miny of the Sane Response Code (403) B ock 78
109. 253. 136. 178]I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 68
46.116. 100. 116 [l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 58
2.54.25. 169 I srael 147.237.0.19 |madimatal .idf.il ;Og 4'.\%? 1°ggthe Sane Response (bde (403) in Session from Bl ock 34
46.19. 85. 113 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 29
46.116. 100. 116 [l srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 18
79.177.12.158 | srael 147.237.72. 167 |i shuri maka. i df . i ;g‘_’l'\?";'?ylzo_flége Sane Response (bde (404) in Session from Bl ock 14
80. 179. 141. 237 |l srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Mainy of the Sane Response Code (403) B ock 14
2.52.53. 163 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 11
2.54. 48. 220 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 10
2.54. 25. 169 I srael 147.237.0.19 |nadi matal .idf.il ;024'\2? ggthe Sane Response (bde (404) in Session from B ock 9
208.115.113.88 [Lhited Sates  |147.237.76.86 [navy.idf.il nmas;'t ihgfr _' izle/dgiﬁ/ﬁcocris; ats?)/sho o or um asp Bl ock 7
46. 19. 85. 27 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 7
185. 120. 125. 8 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for www aka. i df .il/ Bl ock 5
2.52.34. 66 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
185. 120. 125. 8 147.237.72.166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/sip storage/files/8/ B ock 3
46. 19. 86. 147 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 140. 151 ]I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
46. 19. 86. 155 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 139. 100 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 3
109. 253. 194. 45 |l srael 147.237.0.19 |madi matal .idf.il|DOstributed Suspicious Response Code B ock 3
2.54.181.15 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
200. 98.224.51 |Brazil 147. 237. 72. 156 |anman. i df . i | Dstributed PHP Attenpt B ock 2
200.98.224.51 |Brazil 147. 237.72. 156 |anan. i df . i | pstri bu ?ifu:"l’“/’tm;orl iozfi_mkcess o Bl ock 2
196. 37. 186. 227 |South Africa 147.237.72. 156 |anan. i df . i | Dstributed PHP Attenpt Bl ock
2.54.152. 201 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock
204.13.200.200 |Wited Sates  |147.237.77.216|dover. i df .| 1111155, 2461 nel dover. s B ock 2
196.37.186. 227 [South Arica  [147.237.72. 156 [anan. i df .| pstri bu f?jfl.'??‘;;;c_’rliozgﬁ_ﬁmcess on Bl ock 2
204.13.200.200 |Wited Sates  |147.237.77.216|dover. i df .| 1111155, 25656 nel dover. s B ock 2
107.178.194.79 |Uited Sates  |147.237.77.216|dover. i df .i | D stri utec llf;;_t;;’éisg?ﬂeﬁvi‘f?ssp;” B ock 2
46. 19. 85. 141 I srael 147.237.77. 243 |nobi | e.i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 2
109. 253. 136. 1781 srael 147.237.0.19 |madimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 2
95. 35. 69. 241 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
176.13.22. 4 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
82.145.219. 173 |Eur ope 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to v i df.il/894-ar B ock 1
195. 154. 146. 225|France 147.237.77.216|dover. i df . il Miltiple I11egal HITP Version from 195. 154. 146. 225 B ock 1
37.26.149.152 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None 1
114.55. 8. 20 Chi na 147.237.72. 156 |anan. i df . i | Dstributed PHP At enpt B ock 1
5. 135. 120. 96 France 147.237.72. 156 |anan. i df . i | Ostributed PHP At tenpt B ock 1
107.178.194.83 |lhited Sates  |147.237.77. 216 |dover . i df . i | 111 1155, 2461 nel dover. s B ock 1
212.235.110. 83 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None
68.180.228.112 [lnited Sates 147.237.77.216|dover.idf . il Uhaut hori zed URL Access to waw i df.il/english/news/jeninkilled/stn |B ock 1
188.121.54.80  [Nether| ands 147. 237.72. 156 |anan. i df . i | b stri ut ?zfu:?;tm;orl igimmcess o Bl ock 1
92.53. 96. 78 gj::;”i on 147.237.72. 156 [aman. i df . i | Dstributed PHP Attenpt Bl ock 1
207.241.237. 211|tnited Sates  |147.237.0.34 |tikshuv.idf.il muttihg:“f\fdidﬁlf‘gz;fa:;/ sl v, | . 85K B ock 1
50.62.208.133 [lhited Sates 147.237.72.167 i shuri maka. i df . i[O stributed PH Attenpt B ock 1
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