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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCB- Tool - Swi t chbl adG dest - r eset 3215
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 106
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - r eset 95
212.179. 64. 162 I srael 147. 237.72. 166 aka.idf.il Bl ock Wdp All Nets drop 3

82. 145. 45. 44 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il Bl ock | p V¢b_In drop 2
107.170.231. 174 Lhited Sates 147.237. 76. 198 e.yohalan.idf.il |Block Udp All Nets drop 1

178. 62. 231. 125 Uni ted Ki ngdom 147.237. 76. 197 e hinush.idf.il [JLMPurple Gon_Linit_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Count
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 5
106. 38. 241. 106 Chi na 147. 237.76. 42 refuah.idf.il [Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 4
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 2
178. 202. 132. 160 Ger many 147.237. 72. 166 aka.idf.il Cl06: HITP. maj estic bot Bl ock 2
178. 202. 132. 160 Ger many 147.237.77. 216 dover.idf.il Cl06: HITP. naj estic bot Bl ock 2
81.218.33.77 I srael 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the LR B ock 2
199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 2
199. 58. 86. 211 Lhited Sates 147. 237. 77. 216 dover.idf.il Cl06: HTTP. nj estic bot Bl ock 2
162. 210. 196. 130 Lhited Sates 147.237.77. 216 dover.idf.il Cl06: HTTP. maj estic bot B ock 2
151. 80. 31. 123 Italy 147.237.77. 233 atal.idf.il 28: HITP.  AhrefBot craw er Bl ock 1
157. 55. 39. 150 Lhited Sates 147.237.0. 34 tikshuv.idf.il |[@12: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
202.3.255.143  [147.237.77. 216 ;f;fgsia dover i df .l GPL SCAN nnmap TCP 359
41.33.231.90 147. 237. 77. 216 |Egypt dover.idf.il Tehila - Perl LW wth fake user agent 11
66. 249. 64. 97 147.237.77.170|Lhited Sates [mmarachot.idf.il |ET SCAN NVAP -sA (2) 6
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
27.251. 16. 85 147.237.77.216|India dover.idf.il GPL SCAN nmap TCP 2
80. 246. 130. 2 147 23777 2331 57 el atal idh il ET DC5 Large amount of TCP ZeroWndow - Possible Nkiller2 DDos 5
att ack
84.109.73.249  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
192. 198. 0. 90 147.237.77.176 |nited Sates |matpash.idf.il ET SCAN NVAP -sS w ndow 1024 1
133.232.152. 43 [147.237.8.28 |Japan e.mobi | e-ks.idf .il|[ET SCAN NVAP -sS wi ndow 4096 1
133.232. 152. 43 |147.237.8.28 [Japan e nobi |l e-ks.idf.il|ET SCAN NVAP -f -sS 1
91.206.201. 94  [147.237.72. 167 |krai ne ishurimaka.idf.il|ET DROP Spanhaus DRCP Listed Traffic | nbound 1
163.172.13. 173 [147.237.76.31 LKJ?ir:;gom nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
133.232. 152. 43 |147.237.8.28 [Japan e nobile-ks.idf.i|ET SCAN NVAP -sS wi ndow 2048 1
117 207 253 1271147 237 76.30 lindia hivmsh i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

ountry ‘Target Address |Ste Signature

202. 3. 255. 143 |French Pol ynesia|147. 237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 38

46.19.85.241  |[Israel 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 31

46.19.85.204 [Israel 147.237. 72. 166 |aka.idf . il Bad TCP sequence I'nvalid ACK nunber noni t or 17

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 13

190. 237. 24. 144 |Peru 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12

41.33.231.90 |Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 12

46.19. 85. 137 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11

46.19.85.137 |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber alert 11

81.218.241. 26 |Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SYN drop 11

73.133.91.39 |lited Sates  [147.237. 77. 216 |dover.idf.il Stream ng Engl ne: TG Invalid invalid segnent retransnission. drop 10
Ret r ansni ssi on Packet dropped.

78.93.118.5 Saudi Arabia 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9

94. 230. 86. 231 |[Israel 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8

46.19.85.231 |Israel 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence Invali d ACK nunber alert 6

185. 89. 217. 230 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 6

46.19. 85. 231 I srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6

185. 89. 217. 232 147.237.77.74 |lawidf.il dr op First packet isn't SN drop 6

62. 219. 166. 165 |I srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret ransni ssi on Packet dr opped.

37.26.149.128 |Israel 147.237.77. 243 |mobi e iop i1 | SAM NG Engine: TCP Invalid  invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.

212. 143.142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 6

81.218.241.26 |Israel 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

80.246.130.2 |[lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5

41.33.232.66 |Egypt 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5

80. 246. 130. 2 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber aert 4

195. 34.150. 18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e comnection data  [monitor |4

185. 89. 217. 227 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 4

193. 43. 246. 250 [l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4

79.177.187.79 |Israel 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.

79. 180. 187. 100 [I srael 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.

2.54.167.45  |Israel 147. 237. 72. 166 |aka. i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.

2.54.49.5 I srael 147. 237. 77. 216 |dover . i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3

83. 130. 116. 150 |l srael 147.237.72. 166 |aka. i f .| Sireamng Engine: TCP [nvalTd — fimwalid segnent reeransnissi on. drop 3
Ret r ansni ssi on Packet dropped.

46.19.85.128 |Israel 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber moni t or 3

79.177.62.21 |israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.

141.8.142.1 gj; . 147.237.76. 200 |6i tan. aka i df .i ;; ??:s?fi] s?ig:):e: T Invalid :Dg‘éi';td ;eggsgg retransmssion. -y o 3

148.251.6.16  |Ger many 147.237. 77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fai | ed to handl e connection data  |nonitor

185. 89. 217. 234 147.237.77.74 [lawidf.il drop First packet isn't SWN drop

46.117. 134. 158 [ srael 147.237. 77, 243 wbi e i 11 | €M NG Engine: TCP Invalid invalid segnent retransnission. drop 2
Ret ransni ssi on Packet dr opped.

130. 193.51. 91 RF;ZZ:::}O” 147.237.76. 200 |eitan. aka.idf.il [SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 2

46. 19. 85. 92 | srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 2

46. 19. 86. 20 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2

185. 89. 217. 225 147.237.77.74 [lawidf.il drop First packet isn't SWN drop 2

212. 150. 222. 83 |I srael 147. 237. 72. 166 |aka.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2

194.177.16.3  |israel 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2

157.55.39.67 |wited Sates  |147.237.72. 166 |aka i df . il Streaning Engine: TCP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.

46.117.232.84 |israel 147.237.77. 216 |dover. i df . Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 2
Ret r ansni ssi on Packet dropped.

185. 89. 217. 224 147.237.77.74 [lawidf.il drop First packet isn't SWN drop

46. 19. 85. 92 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> RST rej ect

77.126.18.113 |Israel 147. 237. 72. 166 |aka. i f . Bad TCP sequence ﬁﬁ;&tf‘sm wthditterent | onitor |2

213. 204. 101. 24 [Lebanon 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or

61. 135. 190. 197 |Chi na 147.237.0.200 |rdu.idf.il Geo- | ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.54. 140. 182 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Too Many of the Sane Response Code (404) B ock 324
2.54.140.182  |israel 147.237.0.19 |nadimatal .idf.il ?g 4'.\/??0.0{8; he Same Response Cbde (403) in Session from B ock 146
2.54. 140. 182 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 110
185.3.147.121  |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Qode B ock 14
185.3.147.121 [l srael 147.237.0.19 |nadimatal .idf.il Igg_';’é%;l;?e Sane Response Qode (404) in Session from Bl ock 10
185.32.179.62 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 9
176.13.10. 146 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 9
37.26.148.221 |[israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 8
162.144.93.104 |Uhited Sates  [147.237.72.156|anan. i df .i |l Dstributed PHP At enpt B ock 2
162. 144.93.104 |Lnited Sates [147.237.72. 156 |anan. i df . i | D stributed Unauthorized URL Access on v anan. i df.il/wp-1ogin. php |B ock 2
190. 237. 24. 144 |Peru 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
2.54.168. 216 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 2
2.54.7.183 I'sr ael 147.237.76.42 |refuah.idf.il ma?z; o ;ygje. i\'idfo.' ialt /' fglg;(g?;bu”;h‘?rzsixacem' der 15t xt Last Nare i n B ock 2
176. 13. 3. 103 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
62.219. 166. 165 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/main/ Bl ock 2
81.21. 67. 195 Uni ted Kingdom|147.237.72.167|i shuri maka. i df . i|Dstributed PHP Atenpt B ock 1
217.160. 130. 162|Ger many 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
24.226.195. 193 |Canada 147.237.72. 156 |anan. i df . i | Dstributed PHP Attenpt B ock 1
72.167.190.172 |Lnited Sates  [147.237.72. 156 |anan. i df.i | Dstributed PHP At tenpt B ock 1
196. 11. 102. 215 |South Africa 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt Bl ock 1
109. 253. 223. 1681 srael 147.237.72. 166 |aka. i df . i | m”a?g'i ?ria}rf;;& @fs?ﬁgrmaigxi : None 1
50. 62. 208. 40 Lhited Sates [147.237.72.156|anman. i df . il D stributed Unaut hori zed URL Access on v anan. i df . il/wp-1ogin. php |B ock 1
Russi an . ) Lhagt hor_i zed URL Acces; to _ _ _
188.143. 232. 21 Federat i on 147.237.77. 216 |dover.i df .i | V\W\{ldf.lIltenplates/artlcle/artlcl e.in.aspx/tenpl at es/ sendt of ri end/ sendt |Bl ock 1
of ri end. aspx
37.26.149.128 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
186. 202. 153. 17 |Brazil 147.237.72. 156 [aman. i df . i | D stributed Unaut hori zed URL Access on www aran. i df . il/wp-1ogin. php |B ock 1
89.188.72.212 |Denmark 147.237.72. 156 [anan. i df . i | Ostributed PHP At tenpt B ock 1
184.168. 89. 215 |Uhited Sates |147.237.72.156|anan. i df.il D stributed Waut hori zed URL Access on waw anan. i df . i|/wp-1ogin. php |B ock 1
77.101.126.218 |United Ki ngdom|147.237.77.216|dover.idf.il PHP At t enpt B ock 1
204.13.200.200 |Uited Sates  [147.237.77. 216 |dover. i df . | w11 1155, 25650 nel dover. s Bock |1
66. 249. 69. 48 I srael 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147. 237. 77. 216/ 1133- he/ dover . aspx B ock 1
192.232.201.18 |Uhited Sates [147.237.72. 156 |anan. i df. il D stributed Unaut hori zed URL Access on v anan. i df . il/wp-1ogin. php |B ock 1
119.18.63.226 [india 147.237.72.167|i shuri maka. i df . i[O stributed PHP At enpt B ock 1
46. 19. 86. 29 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e QGonnection - Uhknown SSL Sessi on None 1
187. 45. 193. 167 |Brazil 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
93.157.99.179 |Pol and 147.237.72.167|i shuri maka. i df . i[O stributed PHP At enpt B ock 1
81.218.56.171 |[Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw idf.il/inages/ 1. he/trigger. png B ock 1
24.226.195.193 [Canada 147.237.72. 156 [aman. i df . i | D stributed Unaut hori zed URL Access on v anan. i df . il/wp-1ogin. php |B ock 1
185. 61. 152. 8 United Kingdom|147.237.72.156 |anan.idf.il Dstributed PHP At enpt B ock 1
2.54.6.68 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
72.167.190.172 |lLnited Sates  [147.237.72. 156 |anan. i df . il D stributed Unaut hori zed URL Access on v anan. i df . il/wp-1ogin. php |B ock 1
198. 20.230. 169 |Uhited Sates |147.237.72.167|i shuri maka. i df . i[O stributed PHP Attenpt B ock 1
110. 4. 180. 74 Japan 147.237.72.167|i shuri maka. i df . i[Distributed PP Attenpt B ock 1
50.62.208.146 |lhited Sates [147.237.72. 156 |anan. i df.il Dstributed PHP At tenpt B ock 1
37.142.196.69 |lsrael 147.237.72. 166 |aka. i df . i | Ut raceabl e S3. Sessi ons: sigal gs DoS Attack None 1
186. 202. 153. 29 |Brazil 147.237.72. 156 |anman. i df . i | O stributed PHP Attenpt B ock 1
89.188.72.212 |Denmark 147.237.72. 156 [aman. i df . i | D stributed Unaut hori zed URL Access on v anan. i df . il/wp-1ogin. php |B ock 1
184.168. 192. 107|United Sates  |147.237.72.167|i shuri maka. i df . i[O stributed PHP At enpt B ock 1
77.101.126. 218 |United Ki ngdom|147.237.77.216|dover.idf.il Lhaut hori zed URL Access to ww i df.il/xnrpc. php B ock 1
212.67.214.239 |United Ki ngdom|147.237.72. 156 |anan. i df.il Dstributed PHP At tenpt B ock 1
66. 249. 78. 97 I 'srael 147.237.72. 166 |aka. i df . i | Distributed Wnaut horized URL Access on 147.237. 72. 166/ Bl ock 1
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