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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3202
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 119

185. 35. 62. 33 Snitzerl and 147.237.76. 201 e atal.idf.il Bl ock Udp All Nets drop 1
218.232. 247. 187 Korea, Republic of 147.237.76. 31 nakchal . i df .i | Bl ock Wdp All Nets drop 1
218.232. 247. 187 Korea, Republic of 147.237.76. 38 eeneitav.idf.il |Bock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnai ure Devi ce Action |Oount
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 5
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 530
66.249. 93. 99 147.237.77. 216 Lited Sates dover.idf.il ET SCAN NVAP -sA (2) 30
192. 35. 222. 17 147.237.77. 216 Wited Sates dover.idf.il ET DC5 SSL Bonb DoS At enpt 5
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 13 147.237. 76. 42 Lited Sates refuah.idf.il ET SCAN NVAP -sA (2) 2
41.33.231. 90 147. 237.77. 216 Egypt dover.idf.il Tehila - Perl LWP wth fake user agent 2
183. 60. 48. 25 147. 237. 76. 196 Chi na esvivaidf.il ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 0. 200 Chi na mu.idf il ET SCAN Potential SSH Scan 1
94. 102. 48. 195 147.237.8. 14 Net her | ands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 60. 48. 25 147. 237. 76. 200 Chi na eitan.aka idf.il [ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
108. 61. 228. 100 147. 237. 76. 196 Lhited Sates esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
60. 209. 5. 30 147. 237.8. 45 Chi na eeitanidf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
202. 3. 255. 143 ';)lemh. 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 37
ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
81.218. 106. 146 |lsrael 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 10
213.55.111.38 |Bhiopia 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 9
37.105.201. 173 |Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
46. 19. 85. 204 I srael 147.237. 72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber monitor |8
188. 120. 148. 188|l srael 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber monitor |7
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
109. 66. 26. 158 |l srael 147.237. 72. 156 |anan.i df .i| drop First packet isn't SYN drop 6
110. 168. 232. 245|Thai | and 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor 4
46. 19. 86. 206 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
46. 19. 85. 249 I srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
141. 8. 132. 112 :Zg::t”i o 147.237.72. 166 |aka i df . ;: (:Zr:s?r? SE:ig(l):e: TP Invalid g‘éf(!td ;eggsgi retransmssion. 4 0, 3
147.236.38. 162 |l srael 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Inval i dfinvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
109.66.6.140  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalidinvalid segnent retransnission. drop 3
Ret r ansmi ssi on Packet dr opped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
79.176.153.68 | srael 147. 237.72. 166 |aka i f . Streamng Engi ne: TCP Inval i dfinvalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
41.33.231.90 Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data  |nonitor
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect
192.35.222.17 |wited Sates [147.237.77. 216 |dover. i of .il SSL Enforcenent M ol ati on &fﬂ?g‘éﬂfsg‘;ﬁg%s rej ect 2
91.200.12. 143 |kraine 147.237.77. 216 |dover.idf.il drop SAMrule drop
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop
66.249.78.144 |lnited Sates |147.237.76.86 |navy.idf.il Streaning Engi ne: TCP Inval i dfinvalid segnent retransnission drop 2
Ret r ansmi ssi on Packet dr opped.
84.109. 145.49 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
91.200.12.7 Lkr ai ne 147.237.72. 166 |aka. i df .il drop SAMrul e drop
157.55.2.137  |Wited Sates |147.237. 76. 200 |ei tan. aka. i df .i Streaning Engi ne: TCP | nval i dinvalid segnent retransnission drop 2
Ret r ansni ssi on Packet dropped.
81.218.40.194 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
130.193.51. 91 :ZZ:::}O“ 147. 237. 76. 200 [ei tan. aka.i df . | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 2
91. 200. 12. 7 Wkr ai ne 147.237.77. 226 ["" chanat z. aka. 1M 14 op SAVirul e drop 2
91. 200. 12. 143  |krai ne 147.237.0.34 |tikshuv.idf.il dr op SAMrul e drop 2
54.241.198.78 |Uhited Sates [147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to hand e connection data [monitor |2
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 2
5.22.135.194 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82. 47.50 Wited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 114|Wited Sates  [147. 237. 77. 227 |e. hanaz. i of .1 Geo- | ocati on enf or cement i}f’;ggi;ﬁn I nbound drop 1
208.115.113.84 |Lhited States [147.237.77.74 |lawidf.il drop SAMrul e drop
184. 105. 247. 243|lhited Sates [147.237.76.176 |test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 83 [hited Sates [147.237. 72. 156 |anan.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
216.218.206.90 |Wnited Sates |[147.237.77. 121|e. navy.idf.il Geo-1 ocation enf or cenent gﬁ?;)'rggiinfn I nbound drop 1
5.29.218. 128 I 'srael 147.237.0.15 |kosher-kravi.idf.il Bad TCP sequence Inval id ACK nunber alert 1
192. 249. 66. 247 |lhited Sates |147.237.77.216|dover.idf.il dr op First packet isn't SN drop 1
74.82.47.52 Wited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 208|Wnited Sates |147. 237. 72. 167 |i shurimaka. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46. 19. 86. 12 | srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
37.142. 64.56 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber aert 1
81.218.40.194 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 243|Wited Sates [147.237.77. 235 |sviva.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
67. 83. 156. 83 Lhited Sates [147.237.77.216|dover.idf.il Bad TCP sequence Inval i d AGK nunber aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
185.3.147.121  |Israel 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 80
79.181.59.225 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 31
37.142. 68. 97 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 28
109. 253. 139. 150! srael 147.237.0.19 |nadimatal .idf.i||Dstributed Suspicious Response Code B ock 27
185.3.147.121 [ srael 147.237.0.19 |nadimatal .idf.j|T°C My of the Same Response Cbde (404) in Session from B ock 16
185. 3. 147. 121
23.96. 208. 27 Uhited Sates [147.237.77.233|atal .idf.il Mil tipl e Unaut horized URL Access from 23.96. 208. 27 B ock 4
85.214. 116. 128 |Ger nany 147.237.77.233|atal .idf.il Mil ti pl e Uhaut hori zed URL Access from 85.214. 116. 128 B ock 4
84.94.84.31 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
72.167.190.33 [lnited Sates  |147.237.72. 156 [anan. i df . il Distributed PHP Attenpt B ock 2
191.252.51.11 |Brazil 147.237.72.167|i shuri maka. i df . i|D stributed PHP At enpt B ock 2
72.167.190.33 |Uited Sates  |147.237.72. 156 [anan. i df .i | Distributed Lhauthori zed UL Access on Bl ock 2
wan anan. i df . i |/ wp- | ogi n. php
109. 253. 141. 202|I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None
2.54.140. 19 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
: . . D stributed Lhauthori zed URL Access on
208.184.112.74 [Wited Sates  [147.237.77.216|dover.idf .il v i dff i | / 1133- 22638- he/ dover . aspx. Bl ock 2
66. 249. 69. 32 I srael 147.237.77.216|dover.i df .i | Distributed Wauthorized URL Access on 147.237. 77. 216/ Bl ock 1
186. 202. 127. 34 |Brazil 147.237.72. 156 [anan. i df . i | Distributed PHP Attenpt B ock 1
89.218.26.108 |Kazakstan 147.237.72. 156 [anan. i df . i | Distributed PHP Attenpt B ock 1
217. 160. 130. 162|Ger many 147. 237.72. 156 |anan. i df . i | Distributed Whauthori zed LR Access on B ock 1
waw aman. i df . i | /wp-1 ogi n. php
. - . . |Oi stributed Uhaut hori zed URL Access on
82. 145. 45. 44 Lni ted Ki ngdom|147.237.0.19 rrad|mataj.|df.||nadimata]_idf_”/old/v\p_admm B ock 1
207.46.13.167 |lUiited Sates |147.237.72.166aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
61.135.190.71 [China 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to 147.237. 0. 34/ styl e/ shar ed/ dat epi cker . css |Bl ock
176.28.17.231 |Ger many 147.237.0.19 |madimatal . i df.il|Unhaut hori zed URL Access to nadimatal.idf.il/test/wp-admn/ Bl ock
159. 253. 147. 4  |Nether| ands 147. 237.72. 156 |anan. i df . i | Distributed Whauthori zed LR Access on B ock 1
wan anan. i df . i |/ wp- 1 ogi n. php
: . . D stributed Lhauthori zed URL Access on
74.208.77.114 [Wited Sates  |147.237.72. 156 [anan.idf . il vaw anan. i df i |/ wp-1 ogi n. php Bl ock 1
196. 37. 186. 227 |South Arica 147.237.72.167|i shuri maka. i df . i|D stributed PHP At enpt B ock 1
23.96.208.191 |[lnited Sates |147.237.77.233|atal .idf.il Uhaut hori zed URL Access to atal.idf.il/wp-admn/ B ock 1
5.9.60.113 Ger many 147.237.72. 156 [anan. i df . i | Distributed PHP Attenpt B ock 1
97.74.6.175 Lhited Sates [|147.237.0.19 |nadi matal .idf.il|Unauthorized URL Access to madimatal.idf.il/wp/ wp-admn/ B ock 1
61.135.190. 198 [China 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LRL Access to 147.237.0. 34/ styl e/ shared/ reset . css B ock 1
85.214. 116. 128 [Ger many 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to atal.idf.il/test/wo-adnin/ B ock 1
212. 85.108. 202 |Pol and 147.237.72.167|i shuri maka. i df . i|[D stributed PHP At enpt B ock 1
50. 62. 208. 71 Lhited Sates [147.237.72.156|anan. i df . i | Distributed PHP Attenpt B ock 1
174.136.25. 169 |lhited Sates  |147.237.72. 156 |[anan. i df .i | Distributed thaut horized URL Access on B ock 1
waw anan. i df . i | /wp-1 ogi n. php
79. 170. 44. 85 United Kingdom|147.237.0.19 |nadi matal.idf.il|Uhauthorized LRL Access to madi matal .idf.il/wordpress/wp-admin/  |B ock 1
201.172.52.37 |Mexico 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw i df.il/nazi B ock 1
74.82.47.2 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
195. 154. 146. 225|France 147.237.77. 216 |dover . i df . i | I11egal HITP \ersion HITH B ock 1
. . D stributed Lhauthori zed URL Access on
5.150.195.212  [Sweden 147.237.72. 156 [anan. i df . i | vaw anan. i df i |/ wp-1 ogi n. php Bl ock 1
: . ; D stributed Uhauthorized URL Access on
107.178.194.87 |Uited Sates [147.237.77.216|dover.idf .il v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 1
66.249.78.104 |[Israel 147.237.72. 166 [aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
186.202. 127. 34 |mrazil 147.237.72. 156 |[aman. i df . i | Distributed thaut horized URL Access on B ock 1
waw aman. i df . i |/ wp- | ogi n. php
89.218.26.108 |Kazakstan 147.237. 72. 156 |anan. i df . i | Distributed Lhauthorized UL Access on Bl ock 1
wan anan. i df . i |/ wp- | ogi n. php
208. 109. 207. 221|lhited Sates |147.237.0.19 |nadi matal .idf.il|Dstributed Uauthorized LRL Access on nadimatal .idf.il/wp-admn/ |B ock 1
. . . . D stributed Lhauthorized URL Access on
61.135.190.72 [China 147.237.0.34 |tikshuv.idf.il 147.237. 0. 34/ styl e/ shar ed/ 960. css Bl ock 1
179.188.17.23 |Rrazil 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
162.144.75.80 |Uited Sates [147.237.72.156|anan. i df . il Dstributed PHP Attenpt B ock 1
79. 96. 38. 53 Pol and 147.237.72. 156 [anan. i df . i | Distributed PHP Attenpt B ock 1
198. 1. 70. 245 Lhited Sates |147.237.72.167 i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
. . D stributed Uhauthorized URL Access on
5.9.60. 113 Ger many 147.237.72. 156 |aman. i df . i | vaw anan. i df i |/ wp-1 ogi n. php Bl ock 1
: - . . |DO stributed Uhaut hori zed URL Access on
97.74.215.78  [Wited Sates  |147.237.0.19 rrad|mataj.|df.|Inadimataj_idf_”/blog/vp_adm/ Bl ock 1

01-19-2016-06:04:07 to

01-19-2016-07:04:07




