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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Device Action

Count

167. 114. 156. 16

Canada

147.237.77. 216

dover.idf.il

Signature
DCS- Tool - Swi t chbl adG

dest - r eset

3003

82.81.12.176

| srael

147.237.72. 166

aka idf.il

Bl ock_Udp All _Nets

drop

80




01-19-2016-05:04:02 to 01-19-2016-06:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure Devi ce Action |Oount
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 5
149. 202. 54. 50 Ger many 147.237.72. 166 aka.idf.il Cl06: HITP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

A tacker

Target Address ount ry Signature
202.3.255.143 |147.237.77. 216 gf;ﬁ:sia dover i df .il GPL SCAN nmap TCP 532
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
114. 79. 169. 197 |147. 237. 77. 227 |indi a e. hanaz. i df .i ET SCAN Potential SSH Scan 2
114. 79. 169. 197 |147. 237. 77. 176 |I ndi a nat pash. i df . i | ET SCAN Potential SSH Scan 1
114. 79. 169. 197 |147.237.77.61 |india e.cogat.idf.il ET SCAN Potential SSH Scan 1
82.117. 208. 243 |147. 237. 76. 39 nobi le.neitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
920, 130. 153. 76 |147. 237. 8. 27 |Tai wan o nadimatal idf ] ET SCAN Behavi oral ULhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
193.201. 227. 7 |147.237.77. 178 |krai ne e. nat pash. i df . i1 ET SCAN NVAP -sS w ndow 1024 1
175. 6. 228. 149 [147.237.76.34 |[China yohal an. i df.il ET SCAN Rapi d PGP3 Gonnections - Possible Brute Force Attack 1
114. 79. 169. 197 [147. 237. 77. 243 |Indi a nobi | e.i df.il ET SCAN Potential SSH Scan 1
114. 79. 169. 197 |147. 237. 77. 212 |Indi a e. dover.idf.il ET SCAN Potential SSH Scan 1
114. 79. 169. 197 |147. 237. 77. 170 |I ndi a naar achot . i df . i | ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.0.34 |Netherlands tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.246.0.97 |147.237.76.198|hi na e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
191. 240. 136.5 [147.237. 76. 201 |Rrazi e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162.13.88.58 [147.237.0.16 E:irfggom ny-kosher-kravi.idf.il |[ET SCAN NMVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

46. 19. 85. 47 I srael 147. 237. 72. 167 |i shuri maka. i df . i | 2 dro 192
Ret ransm ssi on Packet dr opped. P

202. 3. 255.143 |Fench Polynesia [147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 38

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
Sreamng Engine: TCP Invalid i i ssi

66.249.78.37  |Wnited Sates  |147.237.77. 234 |halag.i of .i | 9 =g Invalid segnent retransmssion. | 10
Ret ransm ssi on Packet dropped.

46. 19. 85. 12 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or

41. 33.232. 66 Egypt 147.237.77. 216 [dover. i df il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor

2.144.123.22 IF;.$B|:§|2?"C 147.237.77.176 |natpesh.icf.il ~ |Bad TCP sequence Inval i d ACK nunber monitor |6

46.19. 85. 12 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert

212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop

2.144,123. 22 IFL.ZEBI :i'?’f"'c 147.237.77.176 |matpash.icf.il  |Bad TOP sequence Inval i d ACK nunber alert 4

195.34.150. 18  |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |nonitor

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi

79.176. 185. 252 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dr opped.

46.19. 85. 12 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or

46.19. 85. 12 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert
Sreanming Engine: TCP Invalid i i SSi

157.565.2.155  |Wiited Sates 147.237.76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. g 2
Ret ransnm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

66.249.64.33  |Uited Sates  |147.237.77. 234 |halag.idf .i | 9 =g Invalid segnent retransmssion. |y, 2
Ret ransn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi

157.565.2.168  |Wited Sates 147.237.76. 200 |ei tan. aka. i of .| 9 =g Invalid segnent retransmssion. g 2
Ret ransnm ssi on Packet dr opped.

46. 19. 86. 52 I srael 147.237.77. 74 [lawidf.il Bad TCP sequence Inval id AGK nunber moni tor |2
Sreanming Engine: TCP Invalid i i ssi

157.55.39.37  |ited Sates 147.237.76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.

81.169. 237. 146 |Ger many 147.237.76. 176 |test. ncore.idf.il |drop SAMrule drop 1

60.179. 60. 253  |Chi na 147.237.72. 166 |aka.idf .il Orectory Traversal directory traversal overflow noni t or 1

191.240.136.5 |Brazil 147.237.76.200|eitan. aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1

98. 235. 34. 47 Lhited Sates 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber nonitor |1

184.105. 139. 99 |Wnited Sates 147.237.77. 227 |e.hanaz.idf. il |Geo-1 ocation enf or cenent Sﬁfolr Sgﬁ;'mon I nbound drop 1

141.212.122. 174|Whited Sates 147.237.72. 167 [i shurimaka. i df .i1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

81. 169. 237. 146 |Ger many 147.237.77. 179 |e. nazi . i df .i | drop SAMrul e drop 1

61.135.190.71 [China 147.237.0.35 |akavs.idf.il drop drop 1

191.240.136.5 |Prazil 147.237.76. 201 |e. atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

173.205.127.20 |Wnited Sates 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Failed to handl e connection data |nenitor 1

137.226.113.7 |Germany 147.237.76.202|e.halag.idf.il  |Geo-1ocation enf or cenent Geo-| ocati on i nbound drop 1

enf or cenent

80. 82. 78. 66 Net her | ands 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1

46. 19. 85. 34 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1

184. 105. 247. 232|United Sates 147.237.0.15 |kosher-kravi.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1

85. 65. 74. 190 | srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1

191.240.136.5 |Brazil 147. 237. 76. 202 |e. hal ag. i df . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

184.105. 139. 79 |Wited Sates 147.237.8.24 |elifestyle.idf.il [Geo-1 ocation enf or cenent g?o'rgg;‘;ﬁ” I nbound drop 1

141.212.122. 167|Wited Sates 147.237.76. 177 |ncore.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect

81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop

191.240.136.5 |Prazil 147.237.76.198|e.yohal an.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1

5.144.131. 170 'F;xa :i'g;"'c 147. 237.77. 216 |dover i df .| Bad TCP sequence Inval i d ACK nunber aert 1

Iran, Islanic . . .

95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber aert 1

184.105.139.79 |United Sates 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

141.212.122. 168|United Sates 147.237. 76. 177 |ncore.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

81. 169. 237. 146 |Ger many 147.237.76.38 |ee.meitav.idf.il [drop SAMrule drop 1

191.240.136.5 |Brazil 147.237. 76. 199 |e. nakchal .idf.i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

5.144.131. 170 IF;;EH:??C 147. 237. 77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber monitor |1

Iran, Islamc . . . )

95. 38. 61. 199 Republ i ¢ of 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1

74.82. 47. 42 Lited Sates 147. 237. 77. 205 |prisha.idf.i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 1

184.105.139. 79 |Uhited Sates 147.237.77.235|sviva.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
46.19. 85. 152 I srael 147.237.0.19 |madi matal . i df. i l|Suspi ci ous Response Code Bl ock 41
66. 249. 69. 26 | srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to wawidf.il/error. htm Bl ock
14. 1. 194. 250 Ml aysi a 147.237.72. 156 |anan. i df . i | Ostributed PHP At tenpt B ock
} . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 dover.idf . il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. Bl ock 2
14.1.194.250  |Miaysia 147.237. 72. 156 |anan. i df . i | Distributed thauthori zed URL Access on B ock 2
wwv aman. i df . i |/ wp-1 ogi n. php
187. 45.193. 166 |Brazil 147. 237.72. 156 |aman. i df . i | Distributed thauthorized UL Access on B ock 1
waw anan. i df . i | /wp-1 ogi n. php
85.65.19.101  |Israel 147.237.72. 166 |aka. i df . i | A'\ﬁ;':g e Untraceabl e S Sessions from85.65.19.101 (sigalgs DS |\, o 1
. . Lhaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ i p_st or agel fi | es/ 8/ 3208, pef Bl ock 1
208. 109. 236. 182|lhited Sates 147.237.72.167|i shuri maka. i df . i[O stributed PH Attenpt B ock 1
162. 144. 94. 102 |Uhited Sates 147.237.72. 156 |anan. i df . i | Ostributed PHP At tenpt B ock 1
5.196.184. 4 France 147. 237. 72. 156 |anan. i df . i | Distributed thauthorized URL Access on B ock 1
waw anman. i df . i | /wp-1ogi n. php
198. 1. 70. 245 Lhited Sates 147.237.72. 156 |anan. i df . i | Ostributed PHP At tenpt B ock 1
95.110.205.27 |itay 147.237.72.167|i shuri maka. i df . i|D stributed PHP Attenpt B ock 1
Russi an . . .
92.53.96. 78 r at i on 147.237.72. 156 |anan. i df . i | Dstributed PHP At enpt Bl ock 1
192. 99. 98. 54 Canada 147.237.72. 156 |anan. i df . i | Ostributed PHP At tenpt B ock 1
72.167.190. 44 |Wited Sates  |147.237.72. 156 |aman. i df . i Distributed thauthori zed URL Access on B ock 1
wan anman. i df . i |/ wp-1ogi n. php
213.136. 76. 107 |Ger many 147.237.72. 156 |anan. i df . i | Ostributed PHP At tenpt B ock 1
179.188.17.23 |mrazil 147. 237.72. 156 |aman. i df . i | Distributed thauthorized UL Access on B ock 1
waw anan. i df . i | /wp-1 ogi n. php
: . . D stributed Unaut hori zed LRL Access on
107.178.194.87 |lhited Sates 147.237.77. 216 (dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
37.122.211.142 |United Kingdom [147.237.72.167|i shuri maka. i df.i|Dstributed PHP Attenpt B ock 1
} . . D stributed Unaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 (dover.idf .il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
2.54.27.22 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
193. 111. 139. 216|Ger many 147.237.72.167|i shuri maka. i df . i|D stributed PHP At enpt B ock 1
94.23.59.136  |France 147.237. 72. 156 |anan. i df . i | Distributed thauthori zed URL Access on B ock 1
wwv aman. i df . i |/ wp-1 ogi n. php
187.45.195. 183 |Rrazil 147.237.72.167|i shuri maka. i df . i|D stributed PHP Attenpt B ock 1
85. 65. 19. 101 I srael 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Qonnection - sigal gs DoS Attack None 1
: . . D stributed Uhaut hori zed LRL Access on
208.184.112.74 [Wited Sates 147.237.77. 216 |dover. i df . il Wi i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
162. 144.94.102 |wnited Sates  |147.237.72. 156 |aman. i df . i | Distributed thauthorized URL Access on B ock 1
waw anman. i df . i | /wp-1ogi n. php
: . . D stributed Uhaut hori zed LRL Access on
198.1.70.245  [Wnited Sates 147.237.72. 156 |anan. i df . i | v anan. i df i |/ wp-1 ogi n. php B ock 1
95.211.0.114 Net her | ands 147.237.72. 156 |anan. i df . i | Dstributed PHP At enpt B ock 1
Russi an . . D stributed Unaut hori zed LRL Access on
92.53. 96. 78 eration 147.237.72. 156 |anan. i df . i | v anan. i df i |/ wp-1 ogi n. php Bl ock 1
192.99.98.54  |Canada 147. 237.72. 156 |aman. i df . i | Distributed thaut horized UL Access on B ock 1
waw anan. i df . i | /wp-1 ogi n. php
179.188.17.23 |Brazil 147.237.72.167|i shuri maka. i df . i[O stributed PHP Attenpt B ock
72.167.190.179 |[thited Sates 147.237.72.167|i shuri maka. i df . i[O stributed PHP Attenpt B ock
213.136. 76. 107 |Ger many 147. 237.72. 156 |anan. i df . i | Distributed Whauthorized LR Access on B ock 1
waw anman. i df . i |/ wp-1ogi n. php
107.178.194. 87 |lnited Sates 147.237.77.216|dover.idf . il Unaut hori zed URL Access to ww i df . il/1133-22638- he/ dover. aspx. |Bl ock 1
5.150.195.212 |Sweden 147.237.72.167|i shuri maka. i df . i|D stributed PHP At enpt B ock 1
195.67.74.166 |Sweden 147.237.72.167|i shuri maka. i df . i[O stributed PP Attenpt B ock 1
94. 23.59. 136 France 147.237.72.167|i shuri maka. i df . i[O stributed PHP Attenpt B ock 1
190. 95. 243. 229 |Ecuador 147.237.72. 156 |arman. i df . i | O stributed PHP A tenpt B ock 1
85. 65. 236.192 |l srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66. 249. 69. 32 | srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ 1065- he/ dover. aspx |B ock 1
212.48.81. 89 Uhi ted Kingdom [147.237.72.167|i shuri maka. i df. i[O stributed PHP Attenpt Bl ock 1
162. 144. 222. 195|lnited Sates 147. 237. 72. 156 |anman. i df . i | Dstributed PHP Attenpt B ock 1
. . D stributed Uhaut hori zed LR Access on
95.211.0.114  [Netherl ands 147.237.72. 156 |anan. i df . i | v anan. i df i |/ wp-1 ogi n. php B ock 1
198. 1. 94. 193 Lhited Sates 147.237.72. 156 |aman. i df . i | Dstributed PHP Attenpt B ock
94.23.6.148 France 147.237.72. 156 |anan. i df . i | Ostributed PHP At tenpt B ock 1
192. 169. 202. 14 |Uhited Sates 147.237.72. 156 |anan. i df . i | Ostributed PHP At tenpt B ock 1
Russi an . . . . .
185. 26. 122. 4 eration 147.237.72.167|i shuri maka. i df . i[O stributed PHP Attenpt B ock 1
79.96.139. 9 Fol and 147.237.72.167|i shuri maka. i df . i[O stributed PHP Attenpt B ock 1
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