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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3060
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock_Udp All _Nets drop 100
222.186. 55. 242 Chi na 147.237. 76. 202 e halag.idf.il JLM Under Attack Con_Tcp drop 2

188. 138. 17. 205 Fr ance 147.237.76. 176 test.ncore.idf.il |Block Udp Al Nets drop 1
82.221.105. 7 I cel and 147.237.76. 177 ncore.idf.il Bl ock_ Udp Al _Nets drop 1

146. 185. 239. 100 Russi an Federation 147.237. 76. 30 hi nush. i df .i | bl ock-sp-trafl drop 1




01-19-2016-04:04:09 to 01-19-2016-05:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnaiure Devi ce Action |Oount
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 5
69. 30. 215. 130 Lhited Sates 147.237.77. 216 dover.idf.il [Cl06: HITP. najestic bot B ock 2
77.248.252. 113 Net her | ands 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 2
144.76. 8. 132 Ger many 147.237.77. 216 dover.idf.il |Cl06: HITP. majestic bot B ock 2
77.248.252.113 Net her | ands 147.237.77. 216 dover.idf.il [Cl06: HITP. najestic bot B ock 2
144.76.12. 75 Ger many 147.237.77. 216 dover.idf.il |Cl06: HITP. majestic bot B ock 2
176. 9. 131. 69 Ger many 147.237. 72. 166 aka.idf.il Cl06: HITP. majestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il [Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

At acker

‘Target Address count ry Signature
202.3.255.143 (147.237.77. 216 ;f;fgsia dover . i df .il GPL SCAN nmap TCP 531
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.64.92 [147.237.77.170|lhited Sates |naarachot.idf.il |ET SCAN NVAP -sA (2) 2
66.249. 78. 146 |147.237.72.166|lhited Sates |aka idf.il ET SCAN NVAP -sA (2) 2
108. 61. 228. 100 |147. 237.77. 121 |Lhited Sates [e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 219. 238. 10 [147. 237.0. 15 kosher-kravi.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
59.45.79.117 |147.237.77.212|Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
162.13.88.58  |147.237.76. 42 LK?i;gegom refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59.45.79.117 |147.237.76.38 |China eenetav.idf.il [ET SCAN Potential SSH Scan 1
114. 79. 169. 197 |147.237.8.45 |india e.eitanidf.il ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237.72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
114.79. 169. 197 |147.237.8.14 |India e.orchot.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.50 |China etikshuv.idf.il [ET SCAN Potential SSH Scan 1
114. 79. 169. 197 [147.237.0.34 |india tikshuv. idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.24 |China elifestyle.idf.il |[ET SCAN Potential SSH Scan 1
114. 79. 169. 197 |147.237.0.15 |india kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
104. 219. 238. 10 |147. 237. 76. 44 e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
200.75.86.68 1147 237.0.19  |col onbi a vadimatal idf ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
59.45.79.117  |147.237.77. 235|Chi na svivaidf.il ET SCAN Potential SSH Scan 1
163. 172. 13. 173 |147. 237. 76. 86 E?ir:;gom navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
59.45.79.117  |147.237. 76. 148|Chi na gacenter. aka i df.i[ET SCAN Potential SSH Scan 1
114.79. 169. 197 |147.237.8.46 |India e.chinuch.idf.il |ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.76.30 |China hi nush. i df i | ET SCAN Potential SSH Scan 1
114.79. 169. 197 [147.237.8.24 |india elifestyle.idf.il [ET SCAN Potential SSH Scan 1
59.45.79.117  |147.237. 72. 156 |Chi na aman.idf.il ET SCAN Potential SSH Scan 1
114. 79. 169. 197 |147. 237. 0. 200 |India rdu. i df il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.8.28 |China e.nobi | e-ks.idf.il [ET SCAN Potential SSH Scan 1
114.79. 169. 197 |147.237.0.19 |India nadi matal .idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Jte

Signature

Country

Russi an ) o S reamng Engi ne: TP Invalid segnent retransnission.
130. 193. 51. 91 . 147. 237. 76. 200 |ei tan. aka. i df .i | . . dro 39
Federation Inval i d Retransnission Packet dr opped. P
202.3. 255,143 |7 ench. 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SN drop 37
Pol ynesi a
41.33. 231. 90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SMrule drop 36
R SYNretransmt wth different .
99.226.75.117 |Canada 147. 237. 77. 216 |dover i df .i | Bad TCP sequence vi ndow scal e monitor |27
91.200.12. 141  |lkrai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 9
212.143.142.56 |[Israel 147. 237. 77. 216 |dover..i df .i | drop First packet isn't SWN drop 7
91.200.12.141  |lkrai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 7
41.33.232. 66 Egypt 147. 237. 77. 216 |dover.i df . i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |5
103.5. 3. 236 Phi | i ppi nes 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data monitor |4
154.121.5.230 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
Sreamng Engi ne: TCP i
80. 82. 64. 68 Net her | ands 147.237.77.19 |lawforumidf.il g. .g TCP segnent out of maxi mum drop 3
Segnent Linit Enforcenent |[allowed sequence. Packet dropped.
S reamng Engi ne: TCP i
80. 82. 64. 68 Netherlands  |147.237. 76. 200 |ei tan aka.idf.il 9 =g TCP segrent out of maxi mum drop 3
Segnent Linit Enforcenent |[allowed sequence. Packet dropped.
Sreamng Engi ne: TCP ' i ssi
2.54.168.228  |israel 147. 237.72. 166 |aka. i of . i1 mng engine. Inval i d segrent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
S reamng Engi ne: TCP i i sSi
2.54.190.233  |Israel 147.237.72. 166 |aka.i df . i mng tngine- 7 Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dropped.
S Streamng Engi ne: TCP TCP segnent out of maxi num
80. 82. 64. 68 Net her | ands 147.237.77.74 |lawidf.il Segnent Linmt Enforcenent |alloved sequence. Packet dropped. drop 3
Russi an e Sreaning Engi ne: TCP Inval i d segnent retransnission.
141.8.132. 112 : 147. 237. 72. 166 |aka.i df .i | . . dro 3
Federation Inval i d Retransm ssi on Packet dr opped. P
. . SYNretransmt wth different .
94.230.86.235 |lsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e noni t or 2
Streamng Engi ne: TCP I'nval i d segnent retransnission
66.249.78.137 |lLhited Sates [147.237.76.86 |navy.idf.il . . ' dro 2
v Invalid Retransnission Packet dropped. P
Sreamng Engi ne: TCP ' i ssi
85. 93. 91. 84 Ger many 147. 237. 76. 200 |ei tan. aka. i f . mng engine. Inval i d segrent retransmssi on. drop 2
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i i sSi
66.249.78.146 |lited Sates |147.237.72. 166 |aka.idf.il mng tngine. 1 Invalid segnent retransmssion. drop 2
Invalid Retransnission Packet dropped.
. . SYNVACK retransmt wth different .
37.26.148.195 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 2
46. 19. 85. 138 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
94.230. 86.235 |Israel 147.237.77. 233 |atal .idf.il drop First packet isn't SWN drop 2
154.121.5.230 |Ageria 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
80. 82. 64. 68 Net her | ands 147.237.76. 197 |e. hi nush.i df . i | Geo- | ocati on enf or cenent Geo- | ocat i on inbound enf orcenent |dr op 1
81.169. 237. 146 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 1
184.105.139. 96 |Lhited Sates |[147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf or cenent |drop 1
141.212.122. 168|Wnited Sates |147.237.77. 226 "‘f":‘” chamat z. aka. Tdf |\ At t ack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 28 E?Ir:;gom 147.237.0.200 |nrdu.idf.il Geo- | ocati on enf or cement Geo-1 ocation inbound enforcenent |drop 1
80. 82. 64. 68 Netherlands  [147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 1
154.121.5.230 |Ageria 147.237.77. 216 |dover.i df .i | Bad TCP sequence SNAK retransmt with different oo vor |1
w ndow scal e
80. 82. 64. 68 Net her | ands 147.237. 76. 198 |e. yohal an.i df . i | Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |dr op 1
137.226.113.7  |Ger many 147.237.76.34 |yohal an.idf.il drop drop 1
42.99.164.100 |Japan 147. 237.77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
208.115.113.84 |Whited Sates |147.237.77.74 |lawidf.il dr op SAMrul e drop 1
81.169. 237. 146 |Ger many 147.237.76.38 |e.e.ngitav.idf.il drop SAMrul e drop 1
184. 105. 139. 118|lhited Sates |[147.237.0.34 |[tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Net her | ands 147.237.76.201 e atal .idf.il Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |dr op 1
141.212. 122. 169|wnited Sates |147.237.77. 226 "‘f"l"“ chanatz. aka. Tdf |t t ack SYN -> SYN-ACK -> RST reject |1
128. 232. 110. 28 z‘;;gom 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
195. 154. 146. 225 |France 147.237.76.86 |[navy.idf.il Bl ock HTTP Non Conpliant |Failed to handl e connection data moni tor |1
80. 82. 64. 68 Net her | ands 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184.105.139. 74 |Uited Sates |147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf or cenent |dr op 1
80. 82. 64. 68 Net her | ands 147.237. 76. 199 |e. nakchal .idf.il Geo- | ocati on enf or cement Geo-1 ocation inbound enforcenent |drop 1
137.226. 113.7  |Ger many 147.237.76. 201 |e.ata .idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 1
R SYNWACK retransmt wth different .
42.99.164.100 |Japan 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence wi ndow scal e moni tor |1
81.169. 237. 146 |Ger many 147.237.76. 176 |test.ncore.idf .il dr op SAMrul e drop
184. 105. 247. 200|hited Sates |147.237.77.212|e. dover.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf orcenent |drop 1
80. 82. 64. 68 Netherlands  [147.237.77.19 [lawforumidf.il Bad TCP sequence I'nval i d ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
122.201.121.52 |Austraia 147.237.72. 156 |aman. i df . i | D stributed Unaut hori zed URL Access on ww anan. i df.il/wp-1ogin. php |B ock 2
187.45.195.61 |Brazil 147.237.72. 156 |anman. i df . i | D stributed Unauthorized URL Access on www anan. i df . il/wp-1ogin. php B ock 2
122.201.121.52 |Australia 147.237.72. 156 [aman. i df . i | Dstributed PHP At tenpt B ock 2
187.45.195.61 |Brazil 147.237.72. 156 |anan. i df . i | Dstributed PHP Attenpt Bl ock 2
68.180.228.112 |[hited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df . il/1379- he/ dover . aspx B ock 1
198.57. 194,238 |Uited Sates |147.237.72.167|i shuri maka. i df . i[O stributed PHP Attenpt B ock 1
184.168. 192. 107|Uhited Sates  |147.237.72. 156 |anan.i df . il Dstributed PHP At enpt B ock 1
37.187.25. 49 France 147.237.72.167|i shuri maka. i df . i[Distributed PP Attenpt B ock 1
195. 154. 146. 225|France 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to wawu navy. i df . i | /wp-trackback. php B ock 1
5.9.60.113 Ger many 147.237.72.167|i shuri maka. i df . i[O stributed PHP At enpt B ock 1
192.99.39.185 [Canada 147.237.72. 156 |anman. i df . i | Lhaut hori zed URL Access to v anan. i df . i|/wp-1ogin. php B ock 1
99.226.75.117 |Canada 147.237.77.216|dover . i df . i Unhaut hori zed URL Access to 147.237.77.216/ B ock 1
217.149.52. 105 |Fnland 147.237.72. 156 |aman. i df . i | D stributed Unaut hori zed URL Access on wwu anan. i df.il/wp-1ogin. php |B ock 1
186. 202. 127. 85 |Brazil 147.237.72. 156 |anman. i df . i | D stributed Unauthorized URL Access on www anan. i df .il/wp-1ogin. php B ock 1
80.82.64.68  |Netherlands  [147.237.76.200 |ei tan. aka. i df . i | ;‘I“";‘g'grl' ﬁfg/m?cﬁﬁfiif e/ akibar 24 rages al enarah. | pg Bl ock 1
207. 46. 13. 30 Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robots. txt B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |Bl ock 1
198. 1. 81. 235 Lhited Sates [147.237.72. 156 |anan. i df .| Ostributed PHP At tenpt B ock 1
173.254.203.80 |lhited Sates [147.237.0.34 |tikshuv.idf.il Dstributed PHP At enpt B ock 1
5. 196. 98. 204 Spai n 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
195. 74. 38. 98 Sweden 147.237.72. 156 |anan. i df . i | D stributed Waut horized URL Access on www anan. i df . il/wp-1ogin. php |B ock 1
117.103. 185. 20 |[Japan 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to ww i df . i|/894-en/i df gdover . aspx B ock 1
89.218.26.108 |Kazakstan 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
212.85.121.222 |Pol and 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt Bl ock 1
184.168. 192. 107|Uhited Sates  |147.237.72. 156 |anan. i df . i | D stributed Waut hori zed URL Access on waw anan. i df . i | /wp-1ogin. php |B ock 1
69.195.124.97 |Wited Sates |147.237.72.167 i shuri maka. i df . i|Dstributed PHP At tenpt B ock 1
199. 244.88.182 |lhited Sates  [147.237.72. 156 |anan. i df.i | Ostributed PHP At tenpt B ock 1
130. 193. 51. 91 :Z:::Inl on 147.237.76.200(ei tan. aka. i df . i | |Unhaut horized URL Access to v eitan. aka. i df . i |/ header upper/ B ock 1
46.19. 85. 155 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
196. 11.102. 215 |South Africa 147.237.72.167|i shuri maka. i df . i[O stributed PHP At enpt B ock 1
5.149.139.125 |Bel gi um 147.237.72. 156 |anman. i df . i | O stributed PHP Attenpt B ock 1
192. 99. 98. 54 Canada 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
107.178.194.79 |Wited Sates  [147.237.77. 216 |dover . i df . i | D stri utec 1T§;f2§223i?ﬁeﬁvfrc.?:p£n Bl ock 1
186. 202. 127. 85 |Brazil 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
80. 82. 64. 68 Netherlands  [147.237.77.19 |l awforumidf.il ;":ﬁ;:‘grl' zfg/ \Aus‘cﬁf]fzif /ttf]em}s/ akhbar 24/ mages/ al erar ah. | pg Bl ock 1
207. 46. 13. 88 Lhited Sates [147.237.72.166|aka. i df .i | Uhaut hori zed LRL Access to waw aka.idf.il/klali.aspx B ock 1
66.249.78.160 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i|/894-he/ chi nuch. aspx B ock 1
198. 1. 81. 235 Lhited Sates [147.237.72. 156 [aman. i df . i | D stributed Waut hori zed URL Access on waw anan. i df . i | /wp-1ogin. php |B ock 1
173.254.203.80 |lhited Sates [147.237.0.34 |ti kshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/wp-1ogin. php B ock 1
119. 18. 157. 130 |l ndonesi a 147.237.72. 156 [aman. i df . i | Dstributed PHP At tenpt B ock 1
Uhaut hori zed URL Access to
8.37.70.99 Lhited Sates 147.237.77. 216 |dover.idf .l wwy i df . i | /1283-19137- en/ dover . aspx&usg=al kj r hi se4t sOr ahecdzxxuw |B ock 1
cf yrai zdkg
195. 138. 85. 250 |Ukrai ne 147.237.77. 216 |dover . i df . i | mult Qf(’.ri' Izl‘idenﬁfez‘;isei dtt i endl sendt of 11 end. aspx28amp B ock 1
94.23.24. 84 France 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
213. 251. 182. 102|France 147.237.72. 156 |aman. i df . i | Dstributed PHP At enpt B ock 1
187. 45. 240. 114 |Brazil 147.237.72. 156 |anman. i df . i | O stributed PHP Attenpt B ock 1
184. 168. 192. 163|lhited Sates  [147.237.72. 156 |anan. i df . i | Dstributed PHP At tenpt B ock 1
72.167.190.33 |lhited Sates  |147.237.72.167|i shuri maka. i df . i|Dstributed PHP At t enpt B ock 1
199. 244.88.182 |lnited Sates  [147.237.72.156|anan. i df .il D stributed Unauthorized URL Access on www anan. i df . il/wp-1ogin. php B ock 1
154. 44. 190. 8 Lhited Sates |147.237.72.167|i shuri maka. i df . i[D stributed PHP Attenpt B ock 1
66. 249. 69. 2 I srael 147. 237.72. 166 |aka. i df . i | ﬂ?&;g‘;ﬁ?;dlég‘mpfgle:iaf? 1l showbi g. 8spx B ock 1
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