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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3058
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_Udp All _Nets dr op 98

115. 239. 228. 10 Chi na 147.237.76. 39 nobile.neitav.idf.il |JLMPurple Gon Limt Htp drop 3

115. 239. 228. 10 Chi na 147.237.76. 39 nobile.neitav.idf.il |JLM Under Attack Con Htp drop 2

204. 42. 253. 130 Lhited Sates 147. 237.76. 34 yohal an. i df .i | Block Udp All Nets drop 2

66. 240. 192. 138 Lhited Sates 147.237.76. 34 yohal an.idf.il ock Wdp Al _Nets drop 1

142. 54. 160. 213 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnaiure Devi ce Action |Oount
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 5
62.210. 152. 89 France 147.237.77. 216 dover.idf.il [Cl06: HITP. najestic bot B ock 2
91.121. 221. 15 France 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 2
144.76.12. 75 Ger many 147.237.77. 216 dover.idf.il |Cl06: HITP. majestic bot B ock 2
91.121.221.15 France 147.237.77. 216 dover.idf.il [Cl06: HITP. najestic bot B ock 2
176. 9. 131. 69 Ger many 147.237.72. 166 aka.idf.il Cl06: HTTP. maj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL03: HITP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

202.3.255.143 [147.237.77. 216 ;Ie;‘rfgsia dover.idf.il  |GPL SCAN nmap TCP 522
212.199. 57. 197 (147. 237. 77. 216 |1 srael dover.idf.il ET SCAN NVAP -sA (2) 8
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
212.199.57.197 (147.237.0.19 |[Israel nadi matal .idf.i|ET SCAN NVAP -sA (2) 2
193. 201. 227. 7 [147.237. 76. 199 |kr ai ne e.nakchal .idf.il [ET SCAN NMAP -sS wi ndow 1024 1
183. 61. 109. 189 [147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 4096 1
168. 62. 238. 153 |147.237.77. 212 |Whited Sates [e.dover.idf.il [ET SCAN NVAP -sS w ndow 1024 1
162.13.88.58 [147.237.77.61 lk?irf;c?om e.cogat.idf.il |ET SCAN NVAP -sS w ndow 1024 1
103. 23.21. 188 |147.237. 76. 176 |l ndonesi a test.ncore.idf.ilET SCAN NVAP -sS w ndow 1024 1
94.102. 48.195 |147.237.77. 170 [Net her | ands mearachot.i df .il |ET SCAN NMAP -sS wi ndow 1024 1
60. 209. 5. 30 147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
183.80.29.56 1147 237 0.33 |V etnam il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
168. 62. 238. 153 |147. 237. 77. 243 |Lhited Sates |mobile.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
168. 62. 238. 153 |147. 237. 77. 205 [Lhited Sates |prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
125. 65. 165. 215 |147. 237. 76. 44 [Chi na erefuah.idf.il |ET SCAN Potential SSH Scan 1
94, 102. 48. 195 |[147.237.77. 216 [Net her | ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 64. 68 147. 237. 77. 235 |Net her | ands sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 1
60. 209. 5. 30 147. 237. 76. 199 |Chi na e.nakchal .idf.i1 |ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
French . . -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
Pol ynesi a
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
reaning Engi ne: T i i ssi
2.52.160.209 |israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP nvalid segnent retransmssi on. drop 9
Inval i d Retransn ssion Packet dropped.
77.127.127.20 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
51. 255. 203. 33 LK!i“r:gegom 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 253 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |5
46.121. 30. 34 | srael 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpliant [Failed to handl e connection data monitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
S ream ng Engi ne: TCP Inval i d segnent retransnission
66.249.78.144 |lhited Sates [147.237.76.86 |[navy.idf.il ) . ‘ dro 4
v Inval i d Retransnm ssi on Packet dr opped. P
S SWNretransnmit wth different
109. 66. 112. 157 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e alert 3
109. 66. 112. 157 |Israel 147.237.77. 233 atal i .| Bad TCP sequence SN retransmt with different moni tor |3
w ndow scal e
Russi an . D St reaning Engi ne: TCP Invalid segnent retransnission.
130. 193.51.91 . 147.237.76. 200 |eitan. aka.i df . il . .. droj 3
Federati on Invalid Retransnm ssi on Packet dr opped. P
Sreaning Engi ne: TCP i
80. 82. 64. 68 Netherlands  [147.237.77.235|sviva.idf.il 9 =g TCP segnent out of maxi mum drop 3
Segnent Linmt Enforcenent [allowed sequence. Packet dropped.
91.200.12.141 |kraine 147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 2
S ream ng Engi ne: TCP Invalid segnent retransnission
68.180.228.112 |lLhited Sates [147.237.76.86 |navy.idf.il ) . : dro| 2
W Inval id Retransm ssion Packet dropped. P
128.194.135.73 |Wited Sates [147.237.72. 166 |aka.idf .il Bl ock HTTP Non Conpliant [Failed to handl e connection data noni t or
93.77.123.87 kr ai ne 147.237.77. 176 |nat pash.i df .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nmoni t or
81.169. 237. 146 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop
Anonynous S ) .
93. 115. 95. 202 Proxy 147. 237.77. 216 |dover.idf .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 2
128.194.135.73 |Wited States [147. 237. 72. 156 [anan.i of . Bad TCP sequence SNretransmt with i fferent moni tor |2
w ndow scal e
S reaning Engi ne: TCP i i ssi
207.46.13.88  |Uited Sates |147.237. 76. 200 [ei tan. aka i df i | mng tngine: ! Invalid segnent retransmssion. drop 2
Inval id Retransnission Packet dropped.
Sreanming Engi ne: TCP i i ssi
157.55.39.225 |Wited Sates |147.237.72. 166 |aka icf.il mng tngine. Invalid segment retransmssion. drop 2
Inval id Retransm ssion Packet dropped.
77.247.181. 163 |Netherl ands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow monitor |1
128. 232. 110. 28 LK!i“r:ge(cijom 147. 237. 76. 202 |e. hal ag. i df . i | Geo- | ocati on enforcement  |Geo-location inbound enforcement |drop 1
52.28.32. 164 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
191. 240.136.5 |Brazil 147.237.76. 177 |ncore.idf . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
31.31.77. 242 (FZpeu?:)Ihl c 147.237. 77. 216 |dover.i df .i | Drectory Traversal directory traversa overflow monitor |1
184.105. 139. 86 |Wnited Sates |147.237.77.226 :":”"‘ chanat z. aka. 1df . N ¢ t ack SYN -> SYN-ACK -> RST rgect |1
81. 169. 237. 146 |Cer many 147.237.76. 176 |test. ncore.idf .il dr op SAMrul e drop 1
141.212. 122. 168|Wnited Sates [147.237.0.17 ;nlnly kosher-kravi-1d|qyN At t ack SYN -> SYN-ACK -> RST rgect |1
208.115.111. 68 |Lhited Sates |147.237.77.74 |lawidf.il dr op SAMrul e drop 1
96. 244. 6. 252 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |1
191.240.136.5 |Brazil 147.237.76.39 |mobile.meitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
85.25.217.80  |Germany 147.237.0.17 ;"I"Iy kosher-kravi- Td|qyN At t ack SYN -> SYN-ACK -> Ti neout reject |1
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
80. 82. 64. 68 Netherlands  |147.237.77.235|sviva.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
128. 232. 110. 28 LK*i"rfgegom 147.237.77. 227 |e. hanaz. i of . i | Geo- 1 ocation enforcement  [Geo-1ocation i nbound enf orcement |drop 1
52.28.32. 164 Lhited Sates [147.237.0.16 |ny-kosher-kravi.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
193.90. 12. 89 Nor way 147.237.77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
31.162. 199. 206 RJSIS:;ni on 147.237. 77. 216 |dover.i df . i | Drectory Traversal directory traversa overflow monitor |1
185. 10. 71. 107  |Ger nany 147.237. 77. 216 [dover.i df .i | Drectory Traversal directory traversal overflow noni t or
141.212.122. 168|lhited Sates [147.237.8.50 |e.tikshuv.idf.il Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound enf orcenent |drop
77.109.139.87 |Satzerland 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
128. 232. 110. 28 z‘;;gom 147.237.0.15  |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
212.117.180.21 |Luxenmbourg |147.237.77.216|dover.idf.il Orectory Traversal directory traversal overflow monitor |1
108. 168. 185. 134|Lhited Sates [147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
191. 240.136.5 |Prazil 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.22.131. 109 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
212.97.132.209 |Denmark 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut hori zed URL Access from 212.97. 132. 209 B ock 5
50. 62.208.133 |lhited Sates [147.237.72.167|i shuri maka. i df.i|Distributed PHP Attenpt B ock 2
37.142.242.174 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
109. 253. 143. 40 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
195.74.38.121  |Sweden 147.237.72. 156 |aman. i df . i | Dstributed PHP Attenpt B ock 1
98.248.142.92 |nited Sates [147.237.77.176|nat pash.idf.il |PHP Attenpt Bl ock 1
89. 163. 146. 245 |Ger nany 147.237.72. 156 |aman. i df . i | Dstributed PHP At enpt Bl ock 1
185. 43. 220. 10 g;%ri . 147. 237.72. 156 |anan. i df . i | Distributed Unauthorized URL Access on waw anan.idf.il/wp-1ogin. php |B ock 1
Uhaut hori zed URL Access to
8.37.70. 44 Uhited Sates [147.237.77.216|dover.idf.il v i df . i |/ 1283- en/ dover . aspx8usg=al kj r hhégcky1t kznf my9gekr ed5gv [B ock 1
98 g
142.4.7.164 Lhited Sates [147.237.72.167|i shuri maka. i df. i[O stributed PHP Attenpt Bl ock 1
77.247.181.165 |Netherlands  |147.237.77.216|dover. i df .i | D stri utec 1L1h??;-t;§ér3i3§?ﬂeﬁ)v:'??:p£n B ock 1
109. 66. 112. 157 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
68.180.228. 112 |lnited Sates |147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin w i df.il/1779- he/ dover. aspx B ock 1
198.15.125. 34 |Uited Sates [147.237.72.167|i shuri maka.idf.i|Ostributed PHP Attenpt B ock
46.117.136. 154 |Israel 147.237.72. 166 |aka. i df . i | LL'rigeas]/ i%;es)idsngzggglzzgalkﬁ f/ i 1V kapat z/ /res B ock 1
187.45.195. 133 |Brazil 147.237.72.167|i shuri maka. i df . i|Distributed PP Attenpt B ock 1
94.23.24. 84 France 147.237.72. 156 [aman. i df . i | D stributed Unhaut hori zed URL Access on vww arman. i df .il/wp-1ogin. php [B ock 1
216.172.189. 171|Wnited Sates [147.237.72.156|anan.idf.il D stributed Unaut hori zed URL Access on wwy anan. i df.il/wp-1ogin. php |B ock 1
14. 1. 194. 250 Ml aysi a 147.237.72. 156 |aman. i df . i | Dstributed PHP Attenpt B ock 1
179.188.17.23 |Brazil 147.237.72.167|i shuri maka. i df . i[O stributed PP Attenpt B ock 1
88. 214. 162. 145 |Portugal 147.237.77.216|dover. i df .i |l Unaut hori zed URL Access to waw idf.il/xnrpc. php Bl ock 1
72.167.190.33 |Lhited Sates [147.237.72.156|anan.idf.i | Dstributed Unauthori zed URL Access on ww anan. i df.il/wp-1ogin. php |B ock 1
208.184.112. 74 |Wited Sates |147.237.77.216|dover . i df .| D stri buted 1T§;f;§g;§?ﬂef:;’v§°_fsspfn Bock |1
112.78. 4. 244 M et nam 147.237.72. 156 |aman. i df . i | D stributed Unaut hori zed URL Access on wwwn anan. i df.il/wp-1ogin. php |B ock 1
98.248.142.92 |lhited Sates |[147.237.77.176|nat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df.il/xmrpc. php B ock 1
66. 249. 69. 26 I srael 147.237.77.216|dover. i df .il Lhaut hori zed URL Access to waw idf.il/error. htm B ock 1
195. 74.38.121  |Sweden 147.237.72. 156 [aman. i df . i | D stributed Waut horized URL Access on waw anan. i df . i|/wp-1ogin. php |B ock 1
89. 163. 146. 245 |Ger many 147.237.72. 156 [aman. i df . i | D stributed Wnhaut hori zed URL Access on vww arman. i df .il/wp-1ogin. php [B ock 1
37.187.25. 49 France 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt Bl ock 1
186. 202. 153. 13 |Rrazil 147.237.72. 156 |aman. i df . i | Dstributed PHP At enpt Bl ock 1
Unaut hori zed URL Access to
8.37.70.125 Lhited Sates |147.237.77.216|dover.idf.il vy i df . i 1/ 1283- en/ dover . aspx&usg=al kj r hh3k- f ndggbbj cxcdj pvxkc8bw|B ock 1
g7w
157. 55. 39. 67 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to v aka. i df . i/ edi nirequests/ B ock 1
79.172.211. 136 |Hungary 147.237.72.167|i shuri maka. i df . i|Ostributed PHP Attenpt Bl ock 1
212.97.132.209 [Denmark 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock
109.163.234.8  |Romani a 147.237.77. 216 |dover . i df . | D stri buted 1T§;f;§£gi?ﬂef:;’v§°_fsspfn Bock |1
68.180.228.175 |[Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 9738- he/ r ef uah. aspx |Bl ock 1
198. 20. 226. 241 |Uited Sates [147.237.72.156|anan.idf.il Ostributed PHP At tenpt B ock 1
46.232.178.12  |Snitzerland 147.237.72.167|i shuri maka. i df . i[O stributed PP Attenpt B ock 1
187.45.195. 184 |Brazil 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
94. 23. 58. 222 France 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock 1
89. 161. 195. 181 |Pol and 147.237.72.167|i shuri maka. i df . i[O stributed PP Attenpt B ock 1
14. 1. 194. 250 Mil aysi a 147.237.72. 156 |aman. i df . i | D stributed Unaut hori zed URL Access on wwwn anan. i df.il/wp-1ogin. php |B ock 1
182. 50. 155. 2 S ngapor e 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock 1
72.167.190.172 |Lnited Sates [147.237.72.156|anan.idf.il Ostributed PHP At tenpt B ock 1
212.85.106.38 |Pol and 147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
128.194.135.73 |Uited Sates [147.237.72.156|anan.idf.il Uhaut hori zed URL Access to list.ips.gov.il/robots. txt B ock 1
107.178.194.83 |Uhited Sates [147.237.77. 216 |dover. i df .i 111 1155, 25656 nel dover. s Bock |1
66.249.69.32  [Israel 147.237. 77. 216 |dover . i df . i | D e o el dover aspx B ock 1
198. 1. 79. 36 Lhited Sates [147.237.72.167|i shuri maka. i df . i|Ostributed PHP A tenpt B ock
93.157.99.179 |Pol and 147.237.72. 156 |aman. i df . i | Dstributed PHP At enpt Bl ock
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