01-19-2016-01:06:48 to 01-19-2016-02:06:48

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Target s |
2, 4004
" 800_ M dover.idf.il
1 2004 M aka.idf.il
1 W aman.idf.il
6004 M ishurimaka.idf.il
Number M navy.idf.il
Att(zlcks M refuah.idf.il
M nobi le.idf.il
B vy chanat z. aka. i df . i |
m ny- kosher-kravi .idf.il
Meitan aka.idf.il

Top Tar get

[Top Attackers |

B 167. 114. 156. 16
202. 3. 255. 143
[ 82.81.12. 176

41. 33.231. 90
N r(;ber I 118.92. 165. 21
Attacks I 80. 82. 64. 68

[ 81. 169. 237. 146
W 195. 34. 150. 18
93. 36. 212. 120

S D P > S & M 123. 126. 113. 154

N % > . o ‘

o & S, % NS o
a9 P v N
45 Re) ™
q . b%' fb fb@‘ b.
N N R o
S RS

Top Attackers



01-19-2016-01:06:48 to 01-19-2016-02:06:48

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3016

66. 249. 78. 79 | srael 147.237.77. 233 atal.idf.il |TCP handshake viol ation, first packet not syn dr op 415
82.81.12.176 | srael 147.237.72. 166 aka.idf.il ock Wdp Al Nets drop 96

185. 130. 5. 231 147. 237.76. 196 e.sviva idf.il[B ock Wp Al Nets drop 1

89. 46. 102. 242 Romani a 147.237.76. 196 e.sviva.idf.il|Bock Np All Net drop 1

142. 54. 160. 210 Lhited Sates 147.237.0. 34 tikshuv.idf.il|bl ock-sp-trafl forvward 1




01-19-2016-01:06:48 to 01-19-2016-02:06:48

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action |Count
123.126. 113. 154 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 7
65. 55. 210. 150 Lhited Sates 147.237.0. 34 tikshuv.idf.il |@12: HITP. prefix 1.01 in the R Bl ock 2
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 238 France 147.237.77. 233 atal .idf.il 28 HITP.  AnrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1




01-19-2016-01:06:48 to 01-19-2016-02:06:48

|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qount ry |9te |Signature |Count |
202. 3. 255. 143 147.237.77.216 French Fol ynesi a dover.idf.il GPL SCAN nnmap TCP 527

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
222.174.5.28 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

115. 214. 65. 50 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN NMAP -sS wi ndow 4096 1

115. 214. 65. 50 147.237.77.179 Chi na e.nazi.idf.il ET SCAN NVAP -f -sS 1

80. 82. 64. 68 147. 237. 8. 50 Net her | ands e tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
222.174.5.28 147.237.76. 34 Chi na yohal an.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1

115. 214. 65. 50 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN NVAP -sS wi ndow 2048 1

94. 102. 48. 195 147.237.0. 33 Net her | ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Address |Ste Signature
202. 3.255.143 |Fench Polynesia |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 38
41. 33. 231. 90 Egypt 147.237. 77. 216 |dover.idf.il drop SAMrul e drop 36
118.92.165.21 |New Zeal and 147.237.76.86 [navy.idf.il dr op First packet isn't SYN drop 12
118.92.165.21 |New Zeal and 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 208. 36. 71 United Kingdom [147.237.77.216 |dover.idf.il Bl ock HTTP Non Conpl i ant |[Failed to handle connection data |nonitor
93.36.212.120 |italy 147.237.76.42 |refuah.idf.il Bad TCP sequence SiNretransmt with different moni tor |6
W ndow scal e
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 6
87. 69. 49. 202 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i df .i | B ock HTTP Non Conpliant [Failed to hand e connection data [monitor |5
37.46.39. 88 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber monitor |5
Sreamng Engi ne: TCP i i ssi
131.253.25.139 |Wited Sates 147. 237.76. 200 |ei tan. aka. i df . i | mNng Engine: 1 Invalid segnent retransmssion. |, 4
Inval i d Retransm ssion Packet dr opped.
46.121.138.154 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence SINHACK retransmt with different |ooq o |a
W ndow scal e
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant |Failed to handl e connection data |nonitor
2.54.54.198 I srael 147. 237.72. 156 |anan. i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect
S reaning Engi ne: TCP ' i ssi
149.78.22.54  |Israel 147. 237. 72. 166 |aka i of . i mng tngine- 1 Invalid segnent retransmssion. |, 3
Inval id Retransm ssion Packet dropped.
St ream ng Engi ne: TCP i i sSi
79.179.97.88  |israel 147. 237.72. 166 |aka i df . i mng tngihe. 7 Invalid segnent retransmssion. |, 3
Inval i d Retransm ssi on Packet dr opped.
46. 19. 85. 198 I srael 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
81.169. 237. 146 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop
reamng BEngi ne: T i i ssi
79.182.19.8 I'sr ael 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid segnent retransmssion. g o, 3
Inval i d Retransm ssi on Packet dr opped.
. S reaning Engi ne: TCP TCP segnent out of naxi num
80. 82. 64. 68 Net her | ands 147. 237, 77. 226 | "W chamat z. aka. i df . 9 =9 al | oved sequence. Packet drop 3
il Segnent Limt Enforcenent
dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engi ne: TCP i i Ssi
49.197.14.209 |Australia 147.237.72. 166 |aka. i df . i mng gl ne. 1 Invalid segnent retransmssion. o, 3
I nval i d Retransm ssi on Packet dr opped.
46. 19. 85. 30 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |3
) ) . iqlStreaning Engi ne: TCP TCP segnent out of maxi mum
80. 82. 64. 68 Net her | ands 147.237.0. 17 mny kosher -kravi .id g. .g al | oned sequence. Packet drop 3
f.il Segnent Limt Enforcenent |y opned.
Pal esti ni an
37.75.215.122 |Territory, 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
Qccupi ed
reamn ine: T i i ssi
93.172.173. 131 |Israel 147, 237. 77. 243 |robi | e. i of . i | Streamng Engi ne: TCP Invalid segnent retransmssion. o, 2
Inval id Retransnm ssion Packet dropped.
5.22.131.53 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber nonitor |2
Sreanming Engi ne: TCP i i SSi
212.76.109. 218 |israel 147.237.77. 243 |robi | e. i of .| mng gl ne. 1 Invalid segnent retransmssion. —fq o, 2
Inval i d Retransmission Packet dr opped.
81. 169. 237. 146 |Ger many 147.237.76.38 |e.e.ngitav.idf.il drop SAMrul e drop 2
93.115.95.202 |Anonynous Proxy [147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
81. 169. 237. 146 |Ger many 147.237.8.45 |eeitan.idf.il drop SMrule drop 2
185.3.147.111 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni tor |2
89.138.193. 111 [Israel 147.237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
208. 80. 155. 130 |Lhited Sates 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant |Failed to handle connection data |nonitor |1
80.82.64.68  [Netherlands 147.237.77. 226 || chanat z. aka. 1df. g4 TGP sequence Inval i d ACK nurber alert 1
192. 254. 250. 164 |Lhited Sates 147. 237.72. 156 |anan. i df . i | SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 1
80. 82. 64. 68 Net her | ands 147.237.8.14 |e.orchot.idf.il Geo-1 ocati on enforcenent |0 !ocation inbound drop 1
enf or cenent
141.212.122. 171|Whited Sates 147.237. 76. 148 |gqcent er. aka. i df . i | drop drop
128.232.110.28 |[United Kingdom [147.237.0.19 |nadimatal.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
91.189. 176. 230 |Nor way 147.237. 72. 156 |anan.i df .i | drop SAMrul e drop 1
80. 82. 64. 68 Net her | ands 147. 237.77. 226 }"f’“’“h""mz' aka.1di lpad TOP sequence Inval i d ACK nunber moni tor |1
167. 114. 156. 16 [Canada 147. 237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 1
137.226.113.7 |Gernany 147.237.8.14 |e.orchot.idf.il Geo-1 ocation enforcenent | ocation inbound drop 1
enf or cenent
46. 19. 86. 27 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber monitor |1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
5.29. 153. 220 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber aert 1
193. 90. 12. 89 Nor way 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 1
80. 82. 64. 68 Net her | ands 147.237.8.50 |e.tikshuv.idf.il Geo-1 ocation enforcenent |0 ocation inbound drop 1
enf or cenent
141.212.122. 172|Uhited Sates 147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
128.232.110. 28 |Uhited Kingdom |147.237.72.166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
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|Top Attackers In V\AF|

Attacker Address

A tacker

‘Target Address |Site

dgnature

Devi ce

‘Count

Country Action
. . . Uhaut hori zed URL Access to
93.172.173.131  Isrzel 147.237.77.243[nobi | e. i df . i1 nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1362 B ock 3
80. 246. 136. 194 |[Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.118. 155. 216 |Wkrai ne 147.237.77. 216 |dover . i df .i | Mil tipl e Unaut horized URL Access from 46. 118. 155. 216 B ock 3
79.96.145.135  |Pol and 147.237.72.167|i shurimaka.i df . il Dstributed PHP Attenpt B ock 2
50.87.133.172 |lnited Sates [147.237.72.167]i shurimaka.idf.il Dstributed PHP Attenpt B ock 2
187.45.195.61 |Brazil 147.237.72.167|i shuri maka. i df .i | Dstributed PHP A tenpt B ock 2
208. 80. 155. 130 |[Lhited Sates |[147.237.77.216|dover.idf.il Uhaut hori zed UR. Access to wwxidf.il/ar B ock 2
93.172.173.131 [israel 147.237.77.243|nobi [ e.i df . i | Ml ti pl e Uhaut horized LRL Access from 93.172.173. 131 B ock 2
154, 127. 59. 254 [Mawritius 147.237.72.167|i shuri maka. i df .i | Dstributed PHP A tenpt B ock 2
. . D stributed Uhauthorized URL Access on
5.9.15.27 Ger many 147.237.72. 156 |anman. i df . i | vaw anan. i df i |/ wp-1 ogi n. php Bl ock 1
186. 202. 127. 122|Brazil 147.237.72. 156 [anan. i df . i | Distributed PHP Attenpt B ock 1
122.201.121.52 |Australia 147.237.72. 156 [anan. i df . i | Dstributed PHP At enpt Bl ock 1
66. 249. 69. 26 I srael 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewtext.asp |B ock 1
. . D stributed Lhauthori zed URL Access on
212.85.121. 222 [Pol and 147.237.72. 156 [anan. i df . i | vaw anan. i df i |/ wp-1 ogi n. php Bl ock 1
50. 62.208.133 |[Lhited Sates |[147.237.72.167|i shurimaka.idf.il Dstributed PHP Attenpt B ock 1
: . . D stributed Uhauthori zed URL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22638- he/ dover . aspx. Bl ock 1
. . S3. Uhtraceabl e Gonnection - Protocol violation
41. 36. 57. 156 Egypt 147.237.77. 216 |dover.i df .i | (SSL_CONN_APPLI CATI ON_DATA_EXCHANGE) None 1
) . . D stributed Uhauthori zed URL Access on
187. 45. 193. 205 |Brazil 147.237.72. 156 |anan. i df . i | v anan. i df i |/ wp-1 ogi n. php Bl ock 1
89.161.198.15 |Pol and 147.237.72. 156 [anan. i df . i | Dstributed PHP At enpt Bl ock 1
: . . Unaut hori zed URL Access to
68.180.230. 167 [lWnited Sates [147.237.76.31 |nakchal .idf.il nakhal i of . i 1/t enpl at es/ shar ed/ user cont rol s/ header Upper / B ock 1
162. 144.93. 104 |lnited Sates [147.237.72.167|i shurimaka.idf.il Dstributed PHP A tenpt B ock 1
66. 46. 167. 71 Canada 147.237.72. 156 [anan. i df . i | Dstributed PHP Attenpt Bl ock 1
: . . D stributed Uhauthori zed URL Access on
208.184.112.74 |lWnited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
} . . D stributed Unaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216|dover.idf.il v i df i | / 1133 22638- hel dover . aspx. Bl ock 1
. . Unaut hori zed URL Access to
93.36.212.120 |[italy 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl ef shar ed/ reset . css B ock 1
50.62.177.176 |Wited Sates [147.237.72.167|i shurimaka.idf.il Dstributed PHP Attenpt B ock 1
198. 20. 226. 241 |lnited Sates [147.237.72.167|i shurimaka.idf.il Dstributed PHP Attenpt B ock 1
79.96. 162. 17 Fol and 147.237.72.167|i shuri maka. i df . il Dstributed PHP Attenpt B ock 1
5.150.195.212 |Sweden 147.237.72.167|i shuri maka.i df . il Dstributed PHP Attenpt B ock 1
) . . D stributed Uhauthori zed URL Access on
186. 202. 127. 122 |Brazil 147.237.72. 156 |aman. i df . i | v anan. i df i |/ wp-1 ogi n. php B ock 1
122.201.121.52 |Australia 147.237.72. 156 |[aman. i df . i | Distributed thauthorized URL Access on B ock 1
wawv aman. i df . i |/ wp-1ogi n. php
66. 249. 78. 18 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1407-he/ atal . aspx |B ock
213.201.31.253 [Sain 147.237.72.167|i shuri maka. i df . il Dstributed PHP Att enpt B ock
} . . Uhaut hori zed URL Access to
207. 46. 13. 49 Uhited Sates [147.237.77.216|dover.idf.il Wi df i 1/5i p_storagel il es/ 1/ si ze220x0/ 17471, | pg B ock 1
94. 136. 40. 100 LKTI;gegom 147.237.72. 156 [anan. i df . i | Distributed PP Attenpt B ock 1
46.12.140.219 [Geece 147.237.77. 176 |nat pash. i df . i | Dstributed PHP Attenpt B ock 1
. . D stributed ULhauthori zed URL Access on
89.161.198.15 |Pol and 147.237.72. 156 |aman. i df . i | v anan. i df i |/ wp-1 ogi n. php B ock 1
72.167.190.37 |Lhited Sates |[147.237.72.167|i shurimaka.idf.il Dstributed PH> A tenpt B ock 1
162.247.72.199 |Uited Sates [147.237.77.216|dover.idf.il Dstributed Unhaut hori zed URL Access on v i df . i |/ navy/ Bl ock 1
. . D stributed Uhauthori zed URL Access on
66. 46. 167. 71 Canada 147.237.72. 156 |anan. i df . i | v anan. i df i |/ wp-1 ogi n. php Bl ock 1
212.85.106.38 |Poland 147.237.72. 156 |anan. i df . i | Dstributed PHP Attenpt Bl ock 1
} . . D stributed ULhauthorized URL Access on
107.178.194. 87 |Uited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. B ock 1
93.157.99.179 |Pol and 147.237.72. 156 [anan. i df . i | Dstributed PHP Attenpt B ock 1
50. 62. 208. 40 Uited Sates |[147.237.72.156|anan.idf.i | Dstributed PHP Attenpt B ock 1
200.73.116.212 |Giile 147.237.72.167|i shuri maka. i df . il Dstributed PHP Attenpt B ock 1
187. 45. 193. 166 |Brazil 147.237.72. 156 [anan. i df . i | Dstributed PHP Attenpt B ock 1
m ny- kosher -Kkravi . i d |unhaut hori zed URL Access to
80.82.64.68 Nether | ands 147.237.0.17 f.il al emar al. or g/ wp- cont ent / t henes/ akhbar 24/ i nages/ al enar ah. j pg Bt ock !
5.196.184. 4 France 147.237.72. 156 [anan. i df . i | Distributed PHP Att enpt B ock 1
154. 44. 190. 8 Lhited Sates |147.237.72. 156 |anan. i df.il Dstributed PHP Attenpt B ock 1
. . Unaut hori zed URL Access to
66.249.78.240 |[Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
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