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01-19-2016-00:04:04 to 01-19-2016-01:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site Signature Device Action |Count|
66. 249. 78. 2 | srael 147.237. 72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 4235
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3173
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock Udp Al Nets drop 105

142. 54. 169. 163 Lhited Sates 147.237. 76. 200 eitan. aka.idf.illbl ock-sp-trafl drop 1

185. 130. 5. 231 147. 237. 76. 197 e.hinush.idf.il [B ock Udp All _Nets drop 1

182. 202. 14. 126 Chi na 147.237.76. 30 hi nush. i df . i | Bl ock_Up Al _Nets drop 1

182. 202. 14. 126 Chi na 147.237.76. 31 nakchal .idf.il |B ock Udp All Nets drop 1




01-19-2016-00:04:04 to 01-19-2016-01:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |S gnature Devi ce Action |Oount
79.176. 126. 211 I srael 147.237.0. 34 tikshuv.idf.il Q12: HITP. prefix 1.01 in the LR B ock 5
93.172.243.141 I srael 147.237.0. 34 tikshuv.idf.il Q12: HITP. prefix 1.01 in the R B ock 2
188. 165. 15. 36 France 147.237.77.170 maar achot . i df . i | (228: HITP. AhrefBot craw er B ock 1
106. 38. 241. 106 Chi na 147.237.72.166  |aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
52.1.90. 117 Lhited Sates 147.237.77. 216 dover.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
157.55.39.5 Lhited Sates 147.237.0. 34 tikshuv.idf.il Q12: HITP. prefix 1.01 in the LR B ock 1
157. 55. 39. 79 Lhited Sates 147.237.0. 34 tikshuv.idf.il Q12: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In ID|

Attacker Address |Target Addr ess Attacker Qountry |Ste |Signature



01-19-2016-00:04:04 to 01-19-2016-01:04:04

|Top Attackers In FW |

A tacker

count ry Target Address |[Ste Signature
French . . -

202. 3. 255. 143 Pol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38

41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36

2.52.174.89 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber alert 11

2.52.174. 89 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11

2.52.174.89 I srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber moni t or 11
Sreanming Engine: TCP Invalid i i SSi

46.19.86.187 |Israel 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. Packet g 9
Ret ransni ssi on dr opped.

2.52.174. 89 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
Sreaming Engine: TGP Invalid i i ssi

46.19.85.34  |israel 147. 237. 76. 147 |chi nuch. aka. i df . i 9 =g Invalid segment retransmssion. Packet |, 9
Ret ransni ssi on dr opped.

2.52.174.89 I srael 147.237.77. 216 |dover.idf il SYN At t ack rej ect 9
Sreamng Engine: TCP Invalid i i ssi

213.57.39.94 |israel 147. 237. 72. 167 |i shuri maka. i df . i | 9 =9 Invalid segnent retransmssion. Facket |, 8
Ret r ansni ssi on dr opped.

2.52.174. 89 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8

2.54.128.156 |[Israel 147.237.72. 166 |aka. i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7

5.29.1.109 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber alert 6

37.26.146.216 |[Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence nonitor |6

5.29.1.109 | srael 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6

94. 230. 86. 235 |Israel 147.237. 77. 216 [dover.idf .i Bad TCP sequence Invalid ACK nunber mnitor |6
Sreamng Engine: TCP Invalid i i SSi

79.181.31.185 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansni ssi on dr opped.

86. 193. 238. 191 |France 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data moni t or 6

46.19.86.249 |Israel 147. 237. 77. 216 [dover.i df .i SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 5

46.19.85.171 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 5

212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5

46.19.85.171  [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5

82. 145. 220. 197 |Eur ope 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

46. 19. 86. 84 | srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber monitor |5

195. 34.150. 18 |Austria 147.237.77. 216 |dover. i df .| Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |4

91.200. 12. 141 |Wkraine 147.237.77. 216 |dover. i df il drop SAMrule drop 4

2.52.51.135 | srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST rej ect 4

185.3.147.113 |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber monitor |4

41.33.232.66 |Egypt 147.237.77. 216 [dover i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |4
Sreamng Engine: TCP Invalid i i ssi

77.126.96.33 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. Facket |, 3
Ret r ansni ssi on dr opped.
Sreamng Engine: TCP Invalid i i SSi

2.54. 59, 33 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.

46. 19. 85. 34 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i SSi

79.177.53.57  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. Packet g 3
Ret ransnm ssi on dr opped.
Sreaning Engine: TP Invalid i i ssi

109. 66. 166. 30 |l srael 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. Facket |, 3
Ret r ansm ssi on dr opped.

2.54.128.156 |Israel 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
S reanm ng Engi ne: TCP i

80. 82. 64. 68 Netherlands |147.237.72.167 |ishurimaka.idf.il g. .g TCP segrrent out of naxi mum al | oved drop 3
Segnent Limt Enforcenent sequence. Packet dropped.

2.54.128.156 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert

37.46.44.139 |[lsrael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreanming Engine: TP Invalid i i ssi

79.179.130. 84 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet |, 3
Ret r ansm ssi on dr opped.
Sreanming Engine: TCP Invalid i i SSi

109. 66. 214. 10 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. Packet g 3
Ret ransnm ssi on dr opped.

2.54.128.156 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |3
S reaning Engi ne: TCP i

80.82.64.68  |Netherlands |147.237.76.42 |[refuan.idf.il 9 =g TCP segnent out of naxi mmallowed |, 3
Segrnent Limt Enforcenent sequence. Packet dropped.
Sreaning Engine: TCP Invalid i i ssi

84.228.67.109 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.

37.46.39.167  |Israel 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber monitor |3
Sreamng Engine: TCP Invalid i i SSi

109. 64. 113. 110 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. Packet |, 3
Ret r ansni ssi on dr opped.

2.54.128.156 |[lsrael 147. 237.72. 166 |aka. i df . i | Bad TCP sequence Invalid sequence nunber moni t or

37.26.146.216 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or
S reanm ng Engi ne: TCP i

80.82.64.68  |Netherlands |147.237.76.31 |nakchal .idf.il 9 =g TOP segnent out of naxi mumal loved 1, ) 3
Segnent Limt Enforcenent sequence. Packet dropped.

185.3.144.96  |Israel 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Invalid ACK nunber noni t or

2.52.174.89 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

wan aka. i df . i |/ mai n/ kapat z/ def aul t . aspx<br >

Country Action
79.177.53.57  |israel 147.237.0.34 [tikshuv.idf.il |10° My of the Same Response Code (404) in Session from Bl ock 195
79.177.53. 57

208.115.113.88 |lhited Sates [147.237.76.86 |navy.idf.il Mil tipl e Unhauthorized URL Access from 208. 115. 113. 88 Bl ock

37.46. 39. 167 I srael 147.237.0.19 |nadi matal .idf.il|Dstributed Suspicious Response Code Bl ock
72.9.148.10  |[United Sates [147.237.76.86 |navy.idf.il muzgs;' B e e/ navy. aspx. aspx B ock 2
142.4.7.164 Lhited Sates [147.237.72.156|anan.idf.il D stributed Unauthori zed URL Access on www arman. i df .il/wp-1ogin. php |B ock
173.252.120. 100|Uhited Sates [147.237.72.166|aka.idf .il Untraceabl e SSL Sessions: sigal gs DS Attack None
208.115.113.88 [Lhited Sates |[147.237.76.86 [navy.idf.il nu;\a/.;t ihgfr .i izle/dgi";?s/ﬁcocrisr; atscp))/sho i orum asp Bl ock 2
79.183.63.159 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
37.26.147.253 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
142.4.7.164 Lhited Sates [147.237.72.156|anan.idf.il Ostributed PHP At tenpt Bl ock 2
66.249.78.146 |[Israel 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthori zed URL Access from 66. 249. 78. 146 Bl ock 1
186. 202. 153. 29 |Brazil 147.237.72. 156 |anan. i df . i | D stributed Waut hori zed URL Access on waw anan. i df . i |/wp-1ogin. php |B ock 1
91.230.195.63 |BRulgaria 147.237.72. 156 |anan. i df . i | D stributed Unauthori zed URL Access on vww arman. i df.il/wp-1ogin. php |B ock 1
83.130.106.49 |[Israel 147.237.77. 216 |dover . i df . i | Lhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ Bl ock 1
204.13.200.200 [United Sates |147.237.77. 216 |dover. i df . i D stri outec 1?;;}2§g;§?ﬂeﬁv§?isp£” B ock 1
46.232.178.12 |Swtzerland 147.237.72.167|i shuri maka. i df . i[O stributed PHP Attenpt Bl ock
179.188.11.37 |Razil 147.237.72. 156 |anan. i df . i | D stributed Unaut hori zed URL Access on wwu anan. i df.il/wp-1ogin. php |B ock
158.69.109.58 [United Sates |147.237.77.216|dover. i df il D stri utec ll‘f;;_t;g;gfﬂe%vi‘f?;pzn B ock 1
79.177.53.57 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
192. 254. 139. 211 |Uhited Sates [147.237.72.167|i shuri maka. i df . i|Dstributed PHP Attenpt B ock 1
37.59.49. 14 France 147.237.72. 156 |anan. i df . i | D stributed Unauthori zed URL Access on vww arman. i df.il/wp-1ogin. php |B ock 1
5. 29. 190. 62 | srael 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df .il/nain/ B ock 1
107.178.194.87 |Uiited Sates |147.237.77.216|dover. i df .il D stri utec 1?;;}2§g;§?ﬂeﬁv§?isp£” B ock 1
187.45.195. 61 |Brazil 147.237.72. 156 |anan. i df . i | Ostributed PHP At tenpt Bl ock 1
50. 62.208.207 |lhited Sates |147.237.72.167]i shuri maka. i df.i|Ostributed PHP Attenpt B ock 1
185. 24. 207. 9 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
89. 42. 110. 10 Rormani a 147.237.72. 156 |anan. i df . i | Ostributed PHP At tenpt Bl ock 1
212.67.214. 239 E?i;;gom 147.237.72.167|i shuri maka. i df . i[O stributed PHP Attenpt Bl ock 1
46.19.85.215  |Israel 147.237.77. 243 |nobi | e. i df . i | %ﬂﬁﬂfﬁpfgf& - Protocol vidlation None 1
166. 62. 44. 44 Lhited Sates [147.237.72.156|aman.idf.il D stributed Whaut hori zed URL Access on waw anan. i df . i|/wp-1ogin. php |B ock 1
80. 82. 64. 68 Netherlands  |147.237.72.167|i shuri maka. i df . i ;12%?:1' (Z)fg/ ﬁcﬁﬁfiﬁ /ttcr’]em ) akhbar 24/ mages/ al enar ah. | pg Bl ock 1
198.57.249. 73 |lnited Sates |147.237.72.167|i shuri maka. i df.i|Dstributed PP Attenpt Bl ock 1
78.129. 234. 106 E?ir:;gom 147.237.72. 156 |anan. i df . i | D stributed Unauthori zed URL Access on www arman. i df .il/wp-1ogin. php |B ock 1
192. 40. 112. 200 |Uhited Sates [147.237.72.156|anan. i df.i | D stributed Unauthori zed URL Access on www arman. i df .il/wp-1ogin. php |B ock 1
37.26.147.253 |lsrael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in ww atal .idf.il/1440-he/atal . aspx B ock
66.249.78.234 | srael 147. 237.72. 166 |aka. i df . i | i;t rzisl;‘ftg‘ 1%26/‘“;;;0;; gziefu:/%exfif.saggx Bl ock 1
186. 202. 153. 49 |Brazil 147.237.72. 156 |anan. i df . i | Ostributed PHP At tenpt Bl ock 1
95.211. 0. 114 Net her | ands 147.237.72.167|i shuri maka. i df . i|D stributed PHP At enpt B ock 1
85.128.142. 45 |Pol and 147.237.72.167|i shuri maka. i df . i[O stributed PH Attenpt Bl ock 1
50.62.208.106 [lnited Sates [147.237.72.156|anan.idf.il Ostributed PHP At tenpt Bl ock 1
179.188.17.23 |Razil 147.237.72. 156 |anan. i df . i | Dstributed PHP At enpt Bl ock 1
37.142. 64. 87 I srael 147.237.77.234hal ag. i df . i | PHP Attenpt Bl ock 1
162.144.93.104 |lLnited Sates |147.237.72.167|i shuri maka. i df.i|Dstributed PP Attenpt Bl ock 1
79.182.152. 186 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut horized URL Access from 79. 182. 152. 186 Bl ock 1
192. 254, 209. 21 |Uhited Sates [147.237.72.167|i shuri maka.idf.i|Ostributed PHP Attenpt Bl ock 1
5.29. 238. 212 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 65. 153. 138 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Attack None 1
72.167.190.33 [Lnited Sates [147.237.72.156|anan. i df.il Ostributed PHP At tenpt Bl ock 1
187.45.195.61 |Brazil 147.237.72. 156 |aman. i df . i | D stributed Waut hori zed URL Access on waw anan. i df . i |/wp-1ogin. php |B ock 1
66. 249. 69. 109  |Israel 147.237.72. 166 |aka. i df . i | Wnaut hori zed LRL Access to B ock 1
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