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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Target .

Signature
Address Country Address
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3036
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_UWp Al _Nets drop 69
66. 249. 64. 92 I'srael 147.237.77.170  |mearachot.idf.il I;]; handshake violation, first packet mot |, 6
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack drop 2
185. 35. 62. 85 Shtzerl and 147.237.76. 199 e. nakchal .idf.il Bl ock_Wp Al _Nets drop 1
115. 238. 209. 209 Chi na 147.237.76. 196 e.sviva.idf.il Bl ock_UWp Al _Nets drop 1
185. 35. 62. 207 Swi t zer| and 147.237. 76. 198 e.yohal an.idf.il B ock_Udp Al _Nets dr op 1
142. 54. 169. 163 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-trafl drop 1
74.91. 28. 60 Lhited Sates 147.237.0.17 Imny' kosher-kravi . 1df.1 1) oy sp-traf1 forverd 1
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|Top Attackers In IPS|

|Att acker Gountry

Attacker Address
37.26.147. 179

| srael

Target Address
147.237.0. 34

tikshuv.idf.il

|Slgna1ure

Q12:

Devi ce Action

|Oount

HITP. prefix 1.01 in the URL B ock 8
84.108. 5. 155 I srael 147.237.0. 34 tikshuv.idf.il [@12: HITP. prefix 1.01 in the UR B ock 2
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl03: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
CGountry

Signature

202.3.255.143 (147.237.77. 216 ;f;fgsia dover i df .il GPL SCAN nmap TCP 469
66.249. 93. 107 [147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sA (2) 371
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
191.240.136.5 |147.237.76.30 |Brazil hi nush. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
149. 88. 228. 176 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
113. 171. 23. 126 |147. 237. 76. 198 | et nam e.yonalan.idf.il |ET SCAN Potential SSH Scan 1
95.86.124. 93  [147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
73.51.133.22 |147.237.76.30 |lhited Sates [hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
50. 97. 146. 246 [147.237.72. 156 [Lhited Sates |anan.idf.il SER\/ER-APAO—E.Apache mod_ssl non-SS. connection to SS. port 1
deni al of service attenpt
o0l 172. 8123|147 237 72. 14 |Mexi co dover i df.i1 (0l ) ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
191.240.136.5 |147.237.76. 147 |Brazi chinuch. aka.idf.il[ET SCAN NVAP -sS w ndow 1024 1
163. 172. 13. 173 |147. 237. 76. 86 t?irf;gom navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
113. 171. 23. 126 [147. 237. 76. 199 |\ et nam e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
109. 67. 205. 237 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
73.51.133.22 [147.237.76.30 [thited Sates |hinush.idf.il ET SCAN NVAP -sS w ndow 3072 1
37.142.68.103 |(147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

At acker

Devi ce

Country Target Address |Ste Signature Acti on ‘Count
176.122.88.16 |Wkraine 147.237.76.42 |refuah.idf.il Bl ock HTTP Non Gonpl i ant Fai l ed to handl e connection data noni t or 66
83.101. 10. 104 |Bel gi um 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber alert 46
83.101. 10. 104 |Bel gi um 147.237.72. 166 |aka. i df .| Bad TCP sequence Inval id ACK nunber noni t or 46
202. 3. 255. 143 ;e;rfgsia 147. 237. 77. 216 |dover. i df . i | drop Frst packet isn't SN drop 37
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
31.154.154.63 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence md:/tvrsa:;”lt wth different monitor |30
89. 139. 233. 143 |I srael 147.237.76.42 |refuahidi.il  |Bad TCP sequence mdroitvr:é:”lt Wth different monitor  [23
213.8.204. 64 I srael 147.237.72. 166 |aka. i df . il drop SAMrul e drop 23
185. 89. 217. 228 147.237.77. 233 |atal .idf.i| Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 22
185. 89. 217. 235 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 21
141.0.13. 176 Nor way 147.237. 77. 216 |dover.idf.il drop First packet isn't SN drop 20
46. 19. 85. 167 I srael 147.237.72. 167 |ishurimaka.idf .i|Bad TCP sequence Inval id ACK nunber noni t or 17
41. 249. 240. 151 |Mor occo 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 16
185. 89. 217. 230 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 15
185. 89. 217. 234 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 14
185. 89. 217. 233 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 13
109. 66. 201. 107 |1 srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  fimvalid segnent retransmssi on drop 12
Ret r ansni ssi on Packet dropped.
79.177. 115. 153 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 12
46.19.86.36  |Israel 147, 237.76. 200 |ei tan. aka i dr i1 || €M NG Engine: TCP Invalid invalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dropped.
79.177. 155. 185 |l sr ael 147. 237.72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retransnission drop 12
Ret r ansn ssi on Packet dropped.
185. 89. 217. 225 147.237.77. 233 |atal .idf. il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 12
185.32.179.92 |Israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid Jinvalid segnent retransmission drop 12
Ret r ansn ssi on Packet dropped.
79.177. 115. 153 |I srael 147.237.72. 166 |aka.idf .i| Bad TCP sequence Invalid AGK nunber alert 12
185. 89. 217. 231 147.237.77. 233 |atal .idf il drop First packet isn't SN drop 10
185. 89. 217. 232 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 10
185. 89. 217. 229 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or 9
23.241.91.142 |wited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
79.180. 32. 188 [l srael 147.237. 72. 167 |i shurimaka. i df .i [SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 9
185. 89. 217. 224 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 8
185. 89. 217. 231 147.237.77. 233 |atal i df il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |8
185. 89. 217. 227 147.237.77. 233 |atal .idf.il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data noni t or 8
217.132. 243. 90 |I srael 147.237.72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
185. 89. 217. 226 147.237.77. 233 |atal i df il Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |8
185. 89. 217. 228 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 8
190. 24. 146. 71 |Col onbi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 86. 46 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 7
79.179.195. 46 |l srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
185. 89. 217. 235 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 6
185. 89. 217. 233 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 6
84.108. 206. 49 |l srael 147.237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
109.67.34.29 |israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission drop 6
Ret ransn ssi on Packet dr opped.
109. 65. 102. 141 |I srael 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  finvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
185. 89. 217. 229 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 6
185. 89. 217. 227 147.237.77. 233 |atal .idf il drop First packet isn't SIN drop 6
185. 89. 217. 234 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 6
46.19.86.186 |Israel 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
79.182.26.16 |Israel 147.237.72. 166 |aka.i df . Streaning Engine: TCP Invalid  imvalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46.19.85.163 |[Israel 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid AGK nunber noni t or 5
5.22.134.199 |[Israel 147, 237. 72. 166 |aka. i df .i Bad TCP sequence I'nval i d ACK nunber noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.54.158. 254 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (404) Bl ock 139
2.54. 158. 254 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 111
176.13.18. 91 I srael 147.237.0.19 |[madi matal .idf.il Dstributed Suspicious Response Code B ock 53
213. 8. 204. 81 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 51
2.54.188.132 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 48
109. 253. 206. 61 |l srael 147.237.0.19 |[madi matal .idf.il Dstributed Suspicious Response Code B ock 43
2.54.158. 254 | srael 147.237.0.19 |nadimatal .idf.il Dstributed Too Many of the Same Response Code (403) Bl ock 43
176.13.2.133 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 42
2.52.141.126  |israel 147.237.0.34 |tikshuv.idf.il Too My of the Sane Response Cbde (404) in Session from Bock |11
2.52.141. 126
82.80. 196. 44 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 82.80. 196. 44 Bl ock 5
85.64.151. 138 |[Israel 147.237.72. 156 [anan. i df . i | Mitiple Illegal HITP \ersion from85. 64. 151. 138 B ock 4
85.64.151. 138 |[Israel 147.237.72. 156 [anan. i df . i | Mil tiple Abnormal |y Long Request from 85.64. 151. 138 B ock 4
84.109. 19. 68 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.30. 213 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspicious Response Code B ock 3
37.26.149.231 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
109. 65. 149. 239 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
] . . D stributed Unaut hori zed LRL Access on
107.178.194.79 |[lhited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 2
m ny- kosher - kr avi . _ )
93.173.228.5 I srael 147.237.0. 17 Pdf il Mitiple Illegal Paraneter Encoding from93.173.228.5 None 2
79.181.5.5 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
’ . - D stributed Unhaut hori zed URL Access on
204.13.200.200 [Wited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. Bock |2
. . Unaut hori zed URL Access to
85. 250. 235. 132 [l srael 147.237.72. 166 |aka. i df . i | vaw aka. | df i 1/ mai n/ gi yus/ cont rol s/ at udal A B ock 2
2.54.36.13 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
. . D stributed Unaut hori zed URL Access on
79.181. 49. 85 I srael 147.237.72. 166 |aka. i df . i | voww aka, i f i |/ mai 1V gi yus/ ww navy. i df i B ock 2
84.108. 187. 127 |l srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: Unknown SSL Sessi on None 2
84.228.75.215 | srael 147.237.72. 166 |aka. i df . i | thaut hor i zed URL Access to o Bock |2
ww aka. i df . il /nai n/ gi yus/ v navy. i df.il
179.188.17.23 |Brazil 147.237.72.167|ishurimaka. i df . il |Ostributed PHP Attenpt B ock
195. 74. 38. 98 Sweden 147.237.72. 156 [anan. i df . i | Ostributed PHP At tenpt B ock
195.74.38.98  |Sweden 147. 237. 72. 156 |anan. i df . i | Distributed thauthorized URL Access on Bock |2
waw aman. i df . i | /wp-1 ogi n. php
122.201.121.52 |Australia 147.237.72. 156 [anan. i df . i | Ostributed PHP At tenpt B ock 1
5.196. 184. 4 France 147.237.72. 156 |aman. i df . i | Distributed thauthorized UL Access on Bock |1
waw anan. i df . i | /wp-1 ogi n. php
186. 202. 153. 163|Brazil 147.237.72.167)ishurimaka. i df . il |Ostributed PHP Attenpt B ock 1
. m ny- kosher - kr avi . _
74.91. 28. 60 Lhited Sates [147.237.0.17 Pdf il Unaut hori zed URL Access to ww t gobet . cond B ock 1
66. 249. 64. 58 I srael 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf /il es/ 0/ 107170. pdf |B ock 1
] . . D stributed Unaut hori zed LRL Access on
208. 109. 236. 182|Wited Sates |147.237.72. 156 [anan.idf.il v anan. i f i |/ wp-1 ogi n. php B ock 1
5.22.129. 254 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS A tack None 1
Mal formed URL dAX[[#27]]" APxEAVAE® OTA x3[ [ #1]] x! u[ [ #16] ] hAE
) . . i 6zA 1 [[#4] ] A x£5A2A: [ [ #23] ] AzAuxzxT [ #31] ] A€l A™MxA- xe
177.106.167.5 |Brazil 147.237.76.86 |navy.idf.il K 2[[#14]] [[ #8]] A—a€1 [ k| » A quEA. AS- qoEtx Bl ock 1
pn6AYj [ #28] ] Asv<va
. . Unknown Parameter _ VI EASTATEENCRYPTED i n
82. 80. 57. 228 I srael 147.237.72. 166 |aka. i df . i | vow aka. i df . i |/ nai rv sachar/ nai | box. asp None 1
174.136. 25. 169 |lhited Sates [147.237.72.156anan.idf.il Ostributed PHP At tenpt B ock 1
46. 120. 28. 86 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessions: sigal gs DoS Atack None 1
Russi an . . D stributed Unaut hori zed LRL Access on
92.53. 96. 78 eration 147.237.72. 156 [anan. i df . i | v anan. i df i |/ wp-1 ogi n. php Bl ock 1
198. 20. 230. 169 |lhited Sates [147.237.72.156 |anan.idf.i | Distributed PHP A tenpt B ock 1
79.179. 10. 34 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
162.144.75.80 |Uhited Sates [147.237.72.156 anan.idf.il Ostributed PHP At tenpt B ock 1
37.122.211. 142 E?';;gom 147. 237.72. 156 lanan. i df . i | Ostributed PP Attenpt Bock |1
89. 42. 110. 10 Rormani a 147.237.72.167|ishurimaka. i df . il |Ostributed PHP Attenpt B ock 1
187.45.195.61 |mrazil 147. 237. 72. 156 |anan. i df . i | Distributed thaut horized UL Access on Bock |1
wawv aman. i df . i | /wp-1 ogi n. php
5.150.195.212 [Sweden 147.237.72.167|i shurimaka.idf . il |Ostributed PHP Attenpt B ock 1
84.228.171.38 [Israel 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to waw aman. i df.il/https:/ww anan.idf.il/ |[B ock 1
185. 32.179. 204 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs DoS At ack None 1
66.249.79.209 |Israel 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list6. htm B ock 1
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