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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3000
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock_UWp Al _Nets dr op 70

109. 66. 99. 58 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 6

79. 180. 152. 75 I srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3
142.54.160. 213 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 drop 1

120. 56. 249. 51 Indi a 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |
213. 8. 204. 70 I srael 147.237.0. 34 tikshuv.idf.il Q12: HITP. prefix 1.01 in the LR B ock 13
40.113.8.22 Lhited Sates 147.237.0. 34 tikshuv.idf.il 20086: HITP. Mi ebl ackcat Security Scanner B ock 10
40.113.8.22 Lhited Sates 147.237.0.15 kosher -kravi . i df . i]|20086: HITP. Mi ebl ackcat Security Scanner B ock 10
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.idf.il Cl03: HTTP. User Agent Sogou+web+spi der B ock 8
37.26.146.234  |Israel 147.237.0. 34 tikshuv.idf.il Q12: HITP. prefix 1.01 in the LR B ock 6
109. 66. 55. 229 |l srael 147.237.0. 34 tikshuv.idf.il Q12 HITP. prefix 1.01 in the LR B ock 6
40.113.8.22 Lhited Sates 147.237.77.216 |dover.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 5
10.0.0.2 147.237.0. 34 tikshuv.idf.il Q12: HITP. prefix 1.01 in the LR B ock 4
106. 38. 241. 106 |Chi na 147.237.72.166 |aka.idf.il C103: HTTP. User Agent Sogou+web+spi der B ock 4
40.113.8.22 Lhited Sates 147.237.0. 15 kosher -kravi . i df . i1]20085 HITP. Mi ebl ackcat Security Scanner Initia Request B ock 2
84.108.56.186 |Israel 147.237.0. 34 tikshuv.idf.il Q12: HITP. prefix 1.01 in the LR B ock 2
40.113.8.22 Lhited Sates 147.237.0. 34 tikshuv.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 2
40.113.8.22 Lhited Sates 147.237.77.216 |dover.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initia Request B ock 1
188. 165. 15. 26 |France 147.237.76. 147 |chi nuch. aka.idf.il |c228: HITP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 457
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
40.113.8.22 147.237.0. 15 Lhited Sates kosher -kravi .idf.il ET WEB SERVER Mii ebl ackcat scanner 2
40.113.8.22 147.237.0. 34 Lhited Sates tikshuv.idf.il ET WEB SERVER Mui ebl ackcat scanner 2
88. 204. 187. 90 147.237. 72. 166 Kazakst an aka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
84.109. 50. 172 147.237.72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
81.227. 141. 74 147.237.77. 216 Sweden dover.idf.il portscan: TCP O stributed Portscan 1
40.113.8.22 147.237.77. 216 Lited Sates dover.idf.il ET WEB_SERVER Mii ebl ackcat scanner 1
213.8.204. 60 147.237.72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
196. 47.173. 21 147.237.77. 243 Qte Dlvoire nobi l e.idf.il ET SCAN NVAP -sS w ndow 3072 1
132.68.8. 31 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
93.51.172. 34 147. 237.77. 216 Italy dover.idf.il portscan: TGP Distributed Portscan 1
89. 139. 151. 114 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
85. 64. 60. 116 147.237.72. 166 I srael aka idf.il portscan: TCP O stributed Portscan 1
82. 181. 243. 149 147.237.72. 166 Finland aka.idf.il portscan: TCP DO stributed Portscan 1
80. 82. 64. 68 147.237.72. 14 Net her | ands dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
218.6.197. 169 147.237.72. 217 Ghi na eidf.il ET SCAN NVAP -sS w ndow 1024 1
31.210. 184. 217 147.237.72. 166 I srael aka.idf.il portscan: TCP DO stributed Portscan 1
113.171.23.126 147. 237. 76. 86 M et nam navy.idf.il ET SCAN Potential SSH Scan 1
91.218. 246. 103 147. 237. 76. 202 Russi an Federation e.halagidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
5.102. 253. 20 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 52
202. 3. 255. 143 ;e;rfgsia 147. 237. 77. 216 |dover. i cf . i | dr op Frst packet isn't SN drop 38
2.54.5. 212 I'srael 147. 237. 72, 166 |aka. i f . i Streaning Engi ne: TCP Invalid  Jinvalid segnent retransnissi on drop 36
Ret r ansni ssi on Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
79.178.34.210 |israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid  invalid segnent retransmssion drop 18
Ret r ansni ssi on Packet dropped.
5.102. 253. 20 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 16
85. 65. 26. 192 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 16
85. 65. 26. 192 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber alert 13
87.68.39.242  |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid  finvalid segnent retransnissi on. dr op 12
Ret ransn ssi on Packet dropped.
79.178. 145. 142 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 12
2.52.28.2 | srael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
79.178.145. 142 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 12
46.19. 85.54 | srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
2.54.145. 251 I srael 147.237. 72. 167 |i shurimaka. i df . i [SYN At t ack rej ect 11
46. 19. 85. 66 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
79.177. 115. 153 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber alert 9
109. 65. 186. 39 |l srael 147.237.77. 243 |t e i1 | €A ng Engi ne: T Invalid — |invalid segnent retransnission drop 9
Ret ransnm ssi on Packet dropped.
208.54.37.158 |lLhited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
79.182.148. 146 |[lIsrael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 9
79.177.115. 153 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence I'nval i d ACK nunber noni t or 9
2.54. 145, 251 | srael 147.237.72. 167 |i shurimaka. i of . i |SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
82.114.168.157 |Yenen 147.237.77. 216 |dover. i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
81.174.152. 11 E?ir:;gom 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval id sequence nunber noni t or 7
46. 19. 86. 158 I 'srael 147.237. 72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
192.116.76.178 |Israel 147, 237, 76. 200 |ei tan. aka. i o i1 | " S2M NG Engi ne: TP Ivalid  invalid segnent retransnissi on drop 6
Ret ransnm ssi on Packet dropped.
212.179. 192. 252|l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
81.174.152.11 zint:gom 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 6
46.19.85.202  |israel 147.237.77. 243 |rvi e i1 | AMNG Engine: TCP Invalid - invalid segnent retransnissi on drop 6
Ret ransn ssi on Packet dropped.
80.246.138.64 |Israel 147.237.77. 243 |t e iop i1 | SAMNG Engine: TP Invalid  invalid segnent retransnissi on, drop 6
Ret r ansni ssi on Packet dropped.
213. 8. 204. 45 I srael 147.237.72. 156 |anan. i df .i | drop SAMrul e drop
2.54. 145. 251 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invali d ACK nunber noni t or
5.102. 253. 20 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
87.68.45.153  |Israel 147. 237.72. 166 |aka i f . Streamng Engi ne: TCP Invalid  invalid segnent retransnission drop 6
Ret ransn ssi on Packet dropped.
212.179. 192. 252|l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SN drop 6
2.54.145. 251 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence I'nval i d sequence nunber noni t or 6
217. 132. 135. 246|l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber alert 6
212.179. 192. 252|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
217.132. 135. 246|I srael 147.237.72. 166 |aka.i df i Bad TCP sequence I'nval i d ACK nunber noni t or 6
62.0.207.1 | srael 147.237.77. 170 |n@arachot . i df .i| [dr op First packet isn't SYN drop 5
2.54.145. 251 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber alert 5
196. 221. 195. 136 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
87.68.37.3 | srael 147.237.76. 34 |yohal an.idf.il dr op drop 4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
195.34.150.18  |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  |nonitor |4
197. 162. 22. 209 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 4
46. 19. 85. 98 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
196.217.74. 101 |Morocco 147.237.77. 216 |dover.i df .i | drop drop 4
37.26.147.136 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence aert 4
109. 253. 135. 194/l srael 147.237.77. 243 |t L e i1 || €@M NG Engine: TGP | nvalid linvalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
197. 162. 22. 209 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
176.13. 18. 91 | srael 147.237.0.19 |madimatal .idf.il Dstributed Too Many of the Sane Response Code (404) B ock 277
109. 66. 55. 229 |l srael 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 168
109. 253. 214. 80 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 124
176.13. 18. 91 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 107
176.13.18.91  [Israel 147.237.0.19 |nadimatal .idf.il I‘;z.'\l'a;ylggihe Sane Response Qode (403) in Session from Bock  |106
31.210.184. 217 |Israel 147.237.72.166 |aka. i df . i | ;cl"')z'\l‘gfylgi ;23 sane Response Qode (404) in Session from Bock |90
85.250.199. 42 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Sane Response Code (404) B ock 86
80. 246. 136. 165 |[lIsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 70
176.13.11. 112  |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 27
213. 8. 204. 81 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock 13
109. 226.21.89 |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock
2.54.179.121 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock
46. 19. 86. 90 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode B ock
80. 246. 136. 165 || srael 147.237.0.19 |nadimatal .idf.il ggéz'ﬂfyl;; tlgg Sane Response Code (404) in Session from Bock |5
31.168.64.190 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 5
41.131.102.40 |Egypt 147.237.77.216|dover.idf .il PHP At t enpt B ock 3
41.131.102.40 |Egypt 147.237.77.216|dover . i df . il Unaut hori zed LRL Access to wwidf.il/xmrpc. php B ock 3
109. 253. 140. 148|I srael 147.237.77.243|nobi l e.i df . i | Dstributed Unhaut horized URL Access on nobil e.idf.il/sachar/index Bl ock 3
2.54.142. 168 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
5. 29. 90. 48 I srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 3
37.26.147.136 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
84.228. 180. 163 |Israel 147.237.77. 243 |nobi | e. i df . i | nﬁ;ﬂt%f_?f, g;eggf;sem;esn et | ddocunent s/ 1071 Bock |3
82.81.29.135 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
Unaut hori zed URL Access to
95.86.95.221 | srael 147.237.77.74 |lawidf.il mNhL?g din?:fdfig; g/ i‘fasf;g;/ g;‘i;jag{Ag;f\ii‘scizcﬁ“ﬁd;ozag‘::;uvige;]f '(;J' 2;;222’;}8 Bock |2
9wi | uednj uc5_32bvf k7wuw
192. 254. 139. 211|Uhited Sates|147. 237. 72. 156 |aman. i df . i | Dstributed PHP Attenpt B ock 2
79.182.148. 146 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
2.54.5.212 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
192. 254. 139. 211 |Uhited Sates|147. 237.72. 156 |anan. i df . i | D stributed Waut hori zed URL Access on waw anan. i df.i|/wp-1ogin. php |B ock 2
46.19. 86. 222 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 2
84.108. 187. 127 |Israel 147.237.72. 156 |aman. i df . i | Untraceabl e SS. Sessions: Whknown SSL Sessi on None 2
46. 19. 86. 224 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 2
109. 65. 186.39 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 2
79.177.115. 153 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessions: sigal gs DS Atack None 2
176.13.13.173 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
217. 132. 135. 246|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
31.210.184. 217 |[israel 147.237.72. 166 [aka. i df . i | Too Many 404: Response Code per Session B ock 1
89.161.178.3  |Pol and 147.237.72.167]i shurimaka. i df .i| [Dstributed P-P Attenpt B ock 1
188.121.54.80 |Netherlands [147.237.72.156|anan.idf.il D stributed Unhauthori zed URL Access on www aman. i df . il/wp-1ogin. php [B ock 1
68.180.228.175 [lnited Sates|147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 994- 8925- he/ r ef uah. aspx |B ock 1
143.95.197. 199 |Uhited Sates|147.237.72.167|i shuri maka.idf.i| |Dstributed PHP At tenpt B ock 1
66. 249. 64. 48 I srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 2/ 106902. pdf  [B ock 1
109. 253. 135. 194l srael 147.237.77. 243 |nobi l e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
207.46.13.105 |Lhited Sates|147.237.0.16 ][Tyl_ IkOSher -kravi.id Uhaut hori zed URL Access to waww ny- kosher-kravi.idf.il/robots.txt Bl ock 1
5. 100. 248. 26 I srael 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock 1
84. 229. 30. 17 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
185.32.179.68 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
176. 31.229. 182 |France 147.237.72. 156 [aman. i df . i | D stributed Unhaut hori zed URL Access on www anan. i df . il/wp-1ogin. php [B ock 1
46. 19. 86. 193 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs DoS Attack None 1
108. 186. 192. 44 |Uhited Sates|147. 237.77. 216 |dover. i df .i | Mu"mfvult gf?riiliiiaﬁlﬁggfzsn:fd o header upper Bock |1
195.74.38.121 |Sweden 147.237.72. 156 |anan. i df . i | D stributed Waut hori zed URL Access on waw anan. i df.i|/wp-1ogin. php |B ock 1
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