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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 78. 2 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn |drop 8815
66. 249. 78. 9 | srael 147.237.72. 166 aka.idf.il TCP handshake vi ol ation, first packet not syn |drop 6464
167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3177
82.81.12.176 I 'srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 101
193. 227.133. 100 F ance 147.237.77. 216 dover.idf.il SYN H ood out of context drop 18
84.109. 181. 187 | srael 147.237.72. 166 aka.idf.il Bl ock_Up Al _Nets drop 3
198. 48. 92. 104 Lhited Sates 147.237.76. 148 ggcenter. aka.idf.il|B ock_Ulp Al _Nets drop 1
113.77.138. 44 Chi na 147. 237. 76. 200 eitan. aka.idf.il B ock_Udp Al _Nets dr op 1
58.97.111.9 Thai | and 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
58.97.111. 10 Thai | and 147.237.72. 166 aka.idf.il Invalid TGP H ags drop 1
113.77.138. 44 Chi na 147.237.76. 199 e. nakchal .idf.il Bl ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qount ry

Target Address

Sgnature

Devi ce Action

|Oount

79.183.50. 175 I srael 147.237.0. 34 tikshuv.idf.il Q12: HITP. prefix 1.01 in the URL B ock 2
80. 246. 133. 3 I srael 147.237.0. 34 tikshuv.idf.il Q12: HITP. prefix 1.01 in the URL B ock 2
82.165. 24. 123 Ger many 147.237.77. 233 atal.idf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 1
188. 165. 15. 119 France 147.237.0. 15 kosher-kravi .idf.il 28 HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

202. 3. 255. 143 |147.237. 77. 216 |French Pol ynesi a |dover.idf.il GPL SCAN nmap TCP 443
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
82.165. 24. 123 |147.237. 77. 233 |Ger many atal.idf.il S Injection - Select From 3
66.249.75.37  |147.237.76.200|lhited Sates  |eitan akaidf.il ET SCAN NVAP -sA (2) 2
213.41.36.16  [147.237.77.216 |Uni ted Ki ngdom |dover.idf.il GPL SCAN nmap TCP 2
66.249.81. 175 [147.237.77.233|lhited Sates  |atal.idf.il ET SCAN NVAP -sA (2) 2
82.81.82.6 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
180. 97.221.22 [147.237.77. 216 |Chi na dover.idf.il SQ- generic sql with coments injection attenpt - CGET 1
par anet er
79. 183. 160. 178 |147. 237. 72. 166 || srael aka.idf.il portscan: TCP D stributed Portscan 1
180. 97. 221.22 |147.237.77. 216 |thi na dover.idf.il SQ 1 =1- possible sgl injection attenpt 1
180. 97.221.22 (147.237.77. 216 |Chi na dover.idf.il ET VB SERVER Possible MSQL SQLi Attenpt I nfornati on 1
Schema Access
46,161 40. 120|147 237 77 74 |FRUSSian Lawid il ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic, 1
Federation Potential Scan or Infection
168. 62. 238. 153 |147. 237. 77. 216 |Whited Sates  [dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.19.86.255 [147.237.72. 166 [I srael aka.idf.il portscan: TGP D stributed Portscan 1
163.172. 13. 173 |147. 237. 76. 42 |Wnited Ki ngdom [refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.52.58. 94 147. 237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
109. 253. 136. 41 [147. 237. 77. 216 |I srael dover.idf.il GPL SCAN nyscan 1
93.172.9.51 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
185.32.113.62 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80.246.130.2  |147. 237 77 233 |1 or 2l atal i il ET DC5 Large anount of TCP ZeroVWndow - Possible Nciller2 1
Dlos att ack
180. 97.221.22 |147.237.77. 216 |Chi na dover.idf.il SQ Injection - Select From 1
180.97. 221. 22 |147.237.77. 216 |Chi na dover.idf.il ET VB SERVER Possible S Injection Attenpt UNON SELECT |1
50.56.221.222 [147.237.0.17 |lhited Sates mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
180. 97. 221. 22 |147.237.77. 216 |thi na dover.idf.il ET VB SERVER MYSQL SELECT OCONCAT SQL Injection Attenpt |1
46.121.28.6 147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
168. 62. 238. 153 [147.237.77. 176 |Whited Sates  |matpash.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.142.211. 25 |147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
109. 253. 136. 41 [147. 237. 77. 216 |l srael dover.idf.il | NDI CATOR- SCAN nyscan 1
109. 66. 167. 17 [147.237. 72. 156 |I srael aman. i df.il portscan: TGP D stributed Portscan 1
91. 206. 200. 160 |147. 237. 72. 156 |Ukrai ne aman. i df .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
185.32.179.70 |147.237.72. 166 |l srael akaidf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
193. 227. 133. 100|Fance 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 48
103. 242. 166. 254 Z,aip:sa'\bw 147. 237. 77. 216 |dover. i df .1 i{ ?Zr:'sr;? s?ig:):e: TeP Invalid :Dg‘éi';td ;eggsgg' retransmssion. g o, 40
202. 3. 255. 143  |Fench Pol ynesi a|147. 237. 77. 216 |dover.idf.il drop Frst packet isn't SN drop 38
41.33.231. 90 Egypt 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 36
46. 19. 86. 30 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 29
107.167. 116. 130|Wited Sates  |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
176.16.193. 240 |Saudi Arabia 147.237.77. 216 |dover.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 23
107. 167. 102. 190|Wited Sates  |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 22
213.8.204. 45 | srael 147.237.72. 166 |aka.i df il drop SAMrul e drop 18
176.16.193. 240 |Saudi Arabia 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 14
46. 19. 86. 8 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence Invalid ACK nunber noni t or 13
147. 236. 34. 189 |Israel 147. 237. 76. 147 |chinuch. aka. i df . i [|Bad TCP sequence Inval i d ACK nunber noni t or 12
2.54.147.135 I srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
185. 3. 147. 138 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 10
109. 67.184.54 |l srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
2.54.27.159 I'srael 147.237.77. 203 |rwbi e i i1 |oL) SAM NG Engine: TP Invalid - fimvalid segnent retramsmssion. |, o) 9
Ret r ansni ssi on Packet dropped.
185.3.147.236 | srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dropped.
84.228.134.10 | srael 147. 237.72. 166 |aka i df .i Streaning Bngine: TCP Invalid invalid segnent retramsnission. | 9
Ret r ansni ssi on Packet dropped.
172.56.1.98 Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
176. 16.193. 240 |Saudi Arabia 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
85.65.109. 210 |l srael 147, 237.76. 200 [ei tan aka i or.i1 | €M NG Engine: TP Invalid imvalid segnent retransnission. |, o 8
Ret r ansni ssi on Packet dropped.
176. 16. 193. 240 |Saudi Arabia 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
66.249.81.175 [Lhited Sates [147.237.77.233|atal.idf.il drop First packet isn't SN drop
109. 253. 209. 202|l srael 147.237.77.233|atal .idf.il Bad TCP sequence Invalid ACK nunber alert
67.11.183.117 |Uited Sates  [147.237. 7. 216 |dover.idf il Bad TCP sequence ﬁﬁ;&tf‘sm wthditterent | oonitor |6
2.54.147.135 I srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber aert 6
2.54.174.152  |israel 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
109. 66. 184. 31 |l srael 147.237.72. 166 |aka. i of .i | Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.86.101  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
2.54.147.135 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
193. 227. 133. 100|France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
213.8.204.1 | srael 147.237.72. 166 |aka. i df.il drop SAMrul e drop 6
2.54.147. 135 | srael 147.237.72. 166 |aka.idf il Bad TCP sequence I'nval i d sequence nunier noni t or 6
31.210.188.98 |[Israel 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
185.3.147.138 [ srael 147.237.72. 166 |aka.i df .l Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
67.11.183.117 |Whited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
109. 253. 209. 202|lI srael 147.237.77. 233 |atal .idf.il Bad TCP seqguence Invalid ACK nunber noni t or 6
46. 177. 142. 233 |G eece 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 57 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert 6
67.11.183.117 |lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
2.54.10. 230 I srael 147.237.72. 167 |i shurimaka. i df .1 ||SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
109. 66. 184.31 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 57 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
77.125.156.46 |lIsrael 147.237.72. 167 |i shurimaka. i df .1 ||SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
41.33.232.66 Egypt 147.237.77. 216 |dover.idf il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data  |nmoni tor 5
80. 246. 139. 250 |Israel 147. 237. 77. 216 |dover . i df .i Bad TCP sequence mﬁﬁsggansm wth different |onitor |5
79.183. 160. 178 |l srael 147. 237. 72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
141.8.183. 16 gz::;”ion 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SN drop 4
46.120. 161. 206 i srael 147.237.77. 234 |hal ag. i df .1 Bad TCP sequence mdgitvr;”;rzt wth different moni tor |4
91.200.12.141 |kraine 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 91 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 100
46.19. 86. 91 I sr ael 147.237.0.19 |nadimatal .idf.il Igf’lgérgg.cglthe Sane Response (bde (404) in Session from B ock 40
84.228.99.132 [Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 25
31.168.77.168 |[lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 20
94.230.86.205 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 16
2.54.169. 167 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 11
109. 253. 140. 148 srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
80. 246. 136. 165 |[lIsrael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 6
85. 65.120. 140 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 4
2.54.27.159 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed UR. Access to nobil e.idf.il/sachar/index B ock 3
176.13.22. 125 |Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 3
46. 19. 85. 85 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
109. 253. 220. 164|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
202.45.154.42 |Australia 147.237.72. 156 [anan. i df . i | Dstributed PHP At tenpt B ock 2
202.45.154.42 |Astralia  |147.237.72.156 |aman. i df . i | ot ot a1 v ot o Bock |2
217.132.123.12 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 2
41.33.241.154 |Egypt 147.237.77. 216 |dover.idf . il O stributed Unhaut hori zed LRL Access on waw i df .il/894-ar B ock 2
2.54.61.0 | srael 147.237.77.243|nobi | e. i df . i | Unhaut hori zed URL Access to nobile.idf.il/nekudot/index B ock 2
187.45.193. 166 |Brazil 147.237.72.167|i shurimaka.idf .i| [Distributed PP Atenpt B ock 2
109. 67. 59. 85 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
46. 19. 86. 178 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.54.154. 141 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
93.136.123.70  [Goatia 147.237.72. 166 [aka. i df . i | mu;;];)z Id?.e?I /L:ts:j'i(i;isfe?f ol | ow esour ce/ creat e/ Bl ock 2
2.54.26. 209 I srael 147.237.77.243|nobi | e. i df . i | Dstributed Uhaut horized URL Access on nobil e.idf.il/sachar/index B ock

46.19. 85. 175 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock
66.46.167.71  |canada 147. 237.72. 156 [anan. i df . i | pstributed u:"l’“/”m:orl i(g?}};ﬂ‘p pecess on Bock |1
912 179.21. 194 |1srael 147 237 0. 16 I”rlyl— kosher - kravi . i df ;p;rsgse;:: l;l'ry:\/(? chf)l?ﬁl/?gnﬁ ggﬁ%tslr:t;iiclil:)lxder 1$capt chal mage in|y 1
14. 1. 194. 250 Ml aysi a 147.237.72. 156 [anan. i df . i | O stributed PHP Attenpt B ock 1
80. 82.64.68 Netherlands  [147. 237.72. 156 |aman. i df .1 ;‘IW:?T;:\ZZI. f)fg/ \A%Cf)f\fiif/ttzenes/ akhbar 24/ i mages/ al enar ah. j pg B ock !
186. 202. 127. 85 |Brazil 147.237.72. 156 [anan. i df . i | Dstributed PHP At tenpt B ock 1
182.50.155.2 | ngapore 147.237.72. 156 |[anan. i df . i | EWSA: ;Inz:t ??ﬂ u:?b’;gorl iOZ??LL;‘p Access on B ock 1
50.62.208.106 [lLnited Sates |147.237.72.156 |anan.idf.il Dstributed PHP At tenpt B ock 1
95.211.0.114  |Netherlands |147.237.72.156 |aman. i df . i | o ot a1 v ot o Bock |1
2.54.27.159 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
79.101. 152. 93 147.237.77. 216 |dover.idf . il Dstributed PHP At tenpt B ock 1
68.180. 230. 167 |nited Sates [147.237.76.31 |nakchal .idf.il ﬁ?ﬁ;lhﬂréfzﬂ /Lg‘n:oclcjscir;‘; doc. gt/ doc. T . 6sp B ock 1
176.13.7. 62 I srael 147.237.77. 234 |hal ag. i df . | 1D4§t rz'gsmf;dzﬁffmgggfzﬂaﬁ/ﬁﬁﬁ f’;i . B ock 1
46. 19. 85. 190 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
91. 206. 200. 160 |lkrai ne 147.237.72. 156 |anan. i df . i | D stributed PHP Attenpt B ock 1
193.90.12.89  [Norvay 147.237.77. 216 |dover . i df . i | D stri buted ggfggzgfﬂeﬁgc_?;pf” Bock |1
31.154.35.244 |lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
82. 80. 37. 238 I srael 147.237.72.167|ishurimaka. i df .i| |[Dstributed PHP Attenpt B ock

186. 202. 153. 141 |Brazil 147.237.72. 156 [anan. i df . i | O stributed PHP Attenpt B ock
66.249.69.87  |israel 147.237.0.34 |tikshuv.idf.il m”tt ihlgri]uz\f? dfu}I fcn:je:lsgity%s/ cereral . aspx B ock 1
132. 66. 223. 9 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
213. 251. 182. 102|France 147.237.72.167|i shuri maka.i df . il Dstributed PHP Attenpt B ock 1
79.181.103. 151 |lIsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 79. 181. 103. 151 B ock 1
185.32.179.84 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
52.23.155.158 |lhited States [147.237.76.86 |navy.idf.il Drectory Traversal - 16 B ock 1
107.178.194.83 |Uited Sates [147.237.77. 216 |dover . i df .i | D stri utec 1?;;}2%;?&%&?222” Bock |1
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