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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3008

66. 249. 64. 97 | srael 147.237.77. 170 naar achot . i df . il |TGP handshake viol ation, first packet not syn |drop 115
82.81.12.176 | srael 147.237.72. 166 aka.idf.il B ock Wp Al Nets drop 108
52.16. 5. 197 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
142.54.160. 213 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 drop 1

142. 54. 169. 166 Lhited Sates 147.237.77. 19 lawforumidf.il |bl ock-sp-trafl drop 1

104. 233. 70. 144 147.237.76. 197 e. hinush.idf.il ock Wp Al _Nets drop 1
142.54.160. 211 Lhited Sates 147.237.72. 166 aka idf.il bl ock-sp-traf 1 drop 1
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|Top Attackers In IPS|

|Attacker Gountry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action

|Oount

192.117.9. 26 I srael 147.237.0. 34 tikshuv.idf.il [c12: HITP. prefix 1.01 in the LR B ock 8
79.176.126. 211 I srael 147.237.0. 34 tikshuv.idf.il |12 HITP. prefix 1.01 in the LR B ock 7
10.0.0.3 147.237.0. 34 tikshuv.idf.il |@12: HITP prefix 1.01 in the UR B ock 4
79. 180. 18. 31 I srael 147.237.0. 34 tikshuv.idf.il [c12: HITP. prefix 1.01 in the LR B ock 2
200. 59. 205. 238 Argentina 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 1
184. 106. 114. 136 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 1
184. 168. 193. 34 Lhited Sates 147.237.72. 166 aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
23.91.70.51 Lhited Sates 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

202.3.255.143  [147.237.77. 216 gle;fgsia dover.idf.il  |GPL SCAN nmap TCP 340
200. 59. 205. 238 |147.237.77.74 |Argentina lawidf.il A Injection - Select From 4
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
23.91.70.51 147.237.77.74 |Uhited Sates |[lawidf.il QA Injection - Select Fom 3
184. 168. 193. 34 [147.237.72.166 |Lhited Sates [aka.idf.il SQ Injection - Select Fom 2
184. 106. 114. 136|147. 237.77. 74 |Wnited Sates |lawidf.il SQ Injection - Select From 2
167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP Distributed Portscan 1
112.16. 76. 209  |147.237.0.200 |China ndu. i df il ET SCAN NVAP -sS wi ndow 1024 1
89. 71. 126. 37 147.237. 77. 216 |Pol and dover.idf.il portscan: TCP O stri buted Portscan 1
69. 248.129. 181 |147.237.77.216|Wited Sates |dover.idf.il portscan: TCP Distributed Portscan 1
218.6.197.169 |147.237.0.200 |China ndu. i df il ET SCAN NVAP -sS wi ndow 1024 1
64.233.172. 163 |147.237.77.216|Wited Sates |dover.idf.il ET SCAN NVAP -sA (2) 1
212.25.69. 18 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
37.142.157.69  |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
163.172.13. 173 [147.237.0. 33 E?ir:;gom idf.il ET SCAN NVAP -sS w ndow 1024 1
108. 181. 170. 138|147. 237. 77. 216 |Canada dover . idf.il portscan: TCP Distributed Portscan 1
84.109. 7. 80 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
218.6.197.169 |147.237.72.14 |China dover.idf.il (o dET SCAN NVAP -sS wi ndow 1024 1
68,81 158 224|147 237 8.580 |uited Sates e tikshu.idf i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

212.179.21.194 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
46.116.70.238 [147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
208.67.1.11 147.237.77. 216 |Wited Sates |dover.idf.il ET SCAN Potential SSH Scan 1
37.26.146. 148 |147.237.72.166 |l srael aka. idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qount ry Target Address [Ste Signature Acti on ‘Count
202. 3. 255. 143 |French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46. 19. 86. 30 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber nonitor (24
reamn ine: TCP Invali i i ssi
5.22.135.140 |Israel 147.237.0.34  |tikshw.ich.il | €aMng Engine: TCP alid invalid segnent retransnission drop 21
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.60.135  |Israel 147.237.76.31 |nakchal .idf. il 9 =g Invalid segnent retransmssion. g 21
Ret r ansn ssi on Packet dr opped.
176. 106. 44, 151 |7 SStiN an TrTitory.ly 47 537 77, 234 |hal ag.i of i1 Bad TCP sequence SN retransnt wih different moni tor |20
Cceupi ed w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
84.108.120.22 |israel 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. g 16
Ret r ansn ssi on Packet dr opped.
84.108. 217. 250 |l srael 147.237.77. 216 |dover.i df .i | drop First packet isn't SN drop 12
Sreanming Engine: TCP Invalid i i ssi
37.26.148.226 |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 12
Ret ransn ssi on Packet dropped.
84.109.9.75  |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different monitor |11
w ndow scal e
213.8.204.1 I srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 11
213.8.204. 64 | srael 147.237. 72. 166 |aka. i df . i dr op SAMrul e drop 6
reamn ine: TCP Invali i i ssi
109. 64. 182. 219 |I srael 147.237.72. 166 |aka i df . Streamng Engi ne: TCP Inval id invalid segnent retransnissi on drop 6
Ret ransnm ssi on Packet dropped.
R SN retransnmit wth different .
197. 40. 30. 239 |Egypt 147.237.77.19 |lawforumidf.il |Bad TCP sequence i ndow scal e moni tor |6
37.26.147.197 |israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt with monitor 6
di fferent w ndow scal e
84.108. 217. 250 [l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 6
213.8.204. 64 | srael 147.237. 72. 156 |anan.i df .i | dr op SAMrul e drop 6
195. 60. 232. 57 [l srael 147.237.77. 216 |dover.idf.i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 19. 85. 21 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor (5
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
41.33.232.66 |Egypt 147. 237.77. 216 |dover.i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor 5
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
46. 19. 86. 63 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AK nunber noni t or 4
46.19. 85. 21 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber aert 4
46. 19. 86. 63 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
reanming BEngine: TCP Invali i i ssi
176.13.17.225 |Israel 147.237.77. 243 |vi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmssi on drop 4
Ret ransm ssi on Packet dropped.
37.26.149.129 |[lIsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber moni tor |4
37.26. 146. 138 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
195. 34.150. 18 |Austria 147.237.77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |nonitor |4
46.19. 85. 21 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 4
31.210.188.85 |[lsrael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (4
94. 230. 86. 157 |l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 4
46.19. 85. 21 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |4
Sreaming Engine: TGP Invalid i i ssi
46.19.86.101 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransni ssi on Packet dropped.
2.54.153.12 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACK nunber alert
37.26.147.130 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
79.179. 229. 232 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183. 102. 225 |I srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
5.102. 254. 139 |l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Invalid ACK nunber monitor 3
. . . . . SYNretransmt wth different .
177.185.192. 50 |Rrazil 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence wi ndow scal e noni t or 3
37.46.39.40 I srael 147.237.72.166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
185. 127. 10. 40 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i ssi
79.180. 97. 239 |Israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
31. 168. 220. 100 |I srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.176.13. 105 |israel 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109.67.1.70  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
87.60.148.13 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.178. 125. 196 |1 srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
77.126.191. 213 |I srael 147.237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 66. 115. 179 |1 srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry |Target Address |Site Sgnature Action ‘Count
46.19. 85. 85 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 112
185.32.179.32 |Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 59
46.19. 85. 85 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 58
2.54.142.168 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 53
2.52.25.176 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 30
2.54.142.168 |Israel 147.237.0.19 |madi matal . i df. i [[Suspicious Response Code B ock 27
185.32.179.32 |lsrael 147.237.0.19 |nmadimatal .idf.il|Dstributed Too Miny of the Same Response Code (404) B ock 26
46.19. 85. 25 | srael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 15
109. 66. 20. 33 [Israel 147.237.0.34 [tikshuv.idf.il Dstributed Too Many of the Sane Response Code (404) B ock 11
46.19.85.153 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
46.19.85.233 |lIsrael 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock
87.69.195. 247 |Israel 147.237.0.19 |[nmadimatal .idf.il|Ostributed Suspicious Response Code B ock
86. 109. 107. 245 |Spai n 147. 237.72. 156 |anan. i df . i | b stri but Ie‘éfu:?/‘t\;orl igimkcess on Bl ock 2
157.55.39. 136 |[Wnited Sates 147.237.77.216|dover . i df . i Ml tipl e Unaut hori zed URL Access from 157.55. 39. 136 B ock
216.120.237.30 |Lhited Sates 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock
109. 66.6.194  |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
204.13. 200. 200 |Lhited Sates  [147.237.77. 216 |dover. i df . i | b stri buted lT:;f;gggg?ﬂe%ﬁ‘ffsspfn Bl ock 2
66.249.78.134 |[lIsrael 147.237.0.34 |tikshuv.idf.il Mil ti pl e Unaut horized URL Access from 66. 249. 78. 134 Bl ock 2
216.120.237. 30 |Uited Sates  [147.237.72. 156 [anan. i df . i | pstri bu ??jf%?flftmgc_’rliozg?dn_ﬁmcess on Bl ock 2
2.52.133.205 |Israel 147.237.0.19 |madimatal .idf.il[Dstributed Suspicious Response Code B ock 2
107.178.194. 87 |Lhited Sates  |147. 237. 7. 216 |dover . i df . i | D stri utec lfsgfggzgi?ﬂeﬁvﬁff;zn Bl ock 2
202.20.18.5 Australia 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
85.65.54.109  [Israel 147.237.77.74 |lawi df .i| poranmer Ype )’;g'fi:e(/’l;rzeae:.eztsp;n Bl ock 2
80. 246. 137. 47 |Israel 147.237.0.19 [nmadimatal .idf.il|Ostributed Suspicious Response Code B ock
86. 109. 107. 245 (ai n 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock
68.180.228.175 |(hited Sates  [147.237.76.42 [refuah.idf.il  [sha 0 2ed R oo O aspx Bl ock 1
162. 144. 94. 102 [Lnited Sates 147.237.72.167|i shuri maka. i df . i[O stributed PP Attenpt B ock 1
217. 69. 136. 203 :ZZ::E o 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to v i df .il/navy/ htni/profs. asp B ock 1
37.187.25.49  |France 147.237. 72. 156 [anan. i df . i | pstri bt Ie‘;fu:"l"b’tmgorl iOZ?i_L;“ppccess on Bl ock 1
91.206. 201. 94 |Wkrai ne 147.237.72. 156 |aman. i df . i | Dstributed PHP At enpt Bl ock 1
192. 254. 209. 21 |Lhited Sates 147.237.72.167|i shuri maka. i df . i|Distributed PP Attenpt B ock 1
66.249.69.26 |lsrael 147.237.77.216|dover.i df .il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
109. 67.153. 41 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
213.136. 76. 107 |Ger many 147.237.72. 156 |aman. i df . i | Dstributed PHP Attenpt B ock 1
5.135.120.96 |France 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock 1
84.109.9.75 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ t ext . css Bl ock 1
187.17.98.219 |mazi| 147.237.72. 156 [anan. i df . i | pstri bu ??jfLTT‘;t\Agorl iozg?c:].ﬁpccess on Bl ock 1
2.52.25.176 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Attack None
79. 183. 102. 225 |l srael 147.237.77.216|dover.idf .l Dstributed Uhaut hori zed URL Access on wwidf.il/https:/wwidf.il/ |B ock 1
46.116.159.3 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Atack None 1
106. 187. 44. 219 [Japan 147. 237.72. 156 |anan. i df . i | b strbut ie‘;fg?";“/‘;:(_’rliogeii};:‘pmcess on Bl ock 1
204.13.200. 200 |Lited Sates  |147.237.77. 216 |dover. i df . i | D stri utec lLfga;_t;gzgfﬂe%ﬁf?:pﬁn B ock 1
92.63.140. 212 |Wni ted Kingdom |147.237. 72. 156 [aman. i df . i | e oo 1 e o o5 B ock 1
197. 40. 30. 239  |Egypt 147.237.77.19 |lawforumidf.il [Distributed Unauthorized URL Access on 147.237.77. 19/ B ock 1
72.167.190.33 |Lhited Sates 147.237.72. 156 [aman. i df . i | Ostributed PHP At tenpt B ock 1
176.13.6.110 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: sigal gs DoS At ack None 1
31.210.188.85 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Gonnection - Uhknown SSL Sessi on None 1
192. 40, 112. 200 [Uhited Sates  [147.237.72. 156 [anan. i df . i | pstri bu ?gﬂ?ﬁﬂg‘_’ﬁioﬁi_mkcess o Bl ock 1
66.249.78.104 |[lIsrael 147.237.72. 166 |aka. i df . i | D stributed Uhaut hori zed URL Access on 147.237.72. 166/ robots.txt |B ock
62.117.59.18  |Egypt 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 62.117.59. 18 B ock 1
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