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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3045

109. 253.192. 5 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 18
94.4.197. 178 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4

80. 246. 140. 176 | srael 147.237.72. 167 ishurimaka.idf.il Invalid TP H ags drop 3

84.109. 114. 79 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2

80. 246. 137. 56 | srael 147.237.72. 167 ishurimaka. idf.il |lnvalid TCP H ags drop 2
197.135. 193. 12 Egypt 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1

80. 246. 139. 65 | srael 147.237.72. 167 ishurimaka.idf.il |Invalid TGP Hags dr op 1
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|Top Attackers In IPS|

Addr ess |Attacker Qount ry |Target Address

185. 130. 5. 235 147.237.76.42 |[refuah.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 5
185. 130. 5. 235 147.237.76.30 |hinush.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 5
185. 130. 5. 235 147.237.76.39 |nobi |l e. nei tav. i df.il|20086: HITP. Mui ebl ackcat Security Scanner B ock 5
185. 130. 5. 235 147.237.0.19 [nadimatal .idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 2
185. 130. 5. 235 147.237.0.15 kosher-kravi.idf.il [20086: HTTP. Mi ebl ackcat Security Scanner B ock 2
185. 130. 5. 235 147.237.0.19 madi matal .idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request Bl ock 1
185. 130. 5. 235 147.237.72.167 |ishurimaka.idf.il [20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 235 147.237.76.42 |refuah.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 235 147.237.76.30 |hinush.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request Bl ock 1
185. 130. 5. 235 147.237.72.156 |anan.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 235 147.237.0.15 kosher-kravi.idf.il [20085. HITP. Mi ebl ackcat Security Scanner Initia Request B ock 1
185. 130. 5. 235 147.237.77.170 |maarachot.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 235 147.237.72.166 |aka.idf.il 20085: HITP. Mi ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 235 147.237.76.39 |nobi | e. nei tav.idf.il|20085 HITP. Miebl ackcat Security Scanner Initial Reguest B ock 1
185. 130. 5. 235 147.237.77.176 |mat pash. i df.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request B ock 1
185. 130. 5. 235 147.237.72.166 |aka.idf.il 20086: HTTP. Mii ebl ackcat Security Scanner B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
202.3.255.143  [147.237.77. 216 gle;fgsia dover i df .il GPL SCAN nmap TCP 176
912 199,57 205 |147. 237 77 2331 57 ael atal il ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos 3
attack
212.179.21.194 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 3
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 2
183. 61. 109. 189 |147. 237. 76. 148 |Chi na gacenter.aka.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
106. 38. 241. 106 [147.237. 72. 166 |Chi na aka.idf.il SER\/ER APAO_E. Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
218. 246. 0. 97 147.237.8.50 |China e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
80. 246. 137. 215 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
79.177. 164. 246 |147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
46. 19. 85. 77 147.237.77. 216 |I srael dover . idf il portscan: TCP D stributed Portscan 1
2.54.25. 64 147. 237. 72. 166 I srael aka.idf.il portscan: TCP DO stri buted Portscan 1
185.130. 5. 235  |147.237.77. 170 naarachot.idf.il |ET WEB SERVER Mui ebl ackcat scanner 1
185.130.5.235 [147.237.76. 30 hi nush. i df . i ET WEB SERVER Mii ebl ackcat scanner 1
185.130. 5. 235 |147.237.0. 15 kosher-kravi.idf.i1|ET WWEB SERVER Mui ebl ackcat scanner 1
109. 66. 122. 151 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
84. 229. 69. 82 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
213.8.241.210 |147.237.72.166 |l srael aka. idf.il portscan: TCP D stributed Portscan 1
80.246. 136. 40  [147.237.72. 166 |l srael aka idf.il portscan: TCP Distributed Portscan 1
46.121. 46. 87 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 187. 124. 84 |147.237.77.205|thited Sates |prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
36.74.133.250 |147.237. 77. 216 |I ndonesi a dover.idf.il portscan: TCP Distributed Portscan 1
194. 114. 146. 227|147. 237. 72. 166 [I srael aka idf.il SERVER APACE Apache mod_ss| non- SSL connection to SSL port 1
deni al of service attenpt
185.130.5. 235 [147.237.76. 39 nobi | e. nei tav.idf.i|[ET WEB SERVER Mi ebl ackcat scanner
185.130. 5. 235  |147.237. 72. 167 ishurimaka idf.il |ET WEB _SERVER Mui ebl ackcat scanner 1
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|Top Attackers In FW |

‘Attacker Qountry |Target Address |Ste Signature 2“:\(:?;
141.0.14.74  |Europe 147.237.77. 226 "‘:"I"“hamz'aka"df drop First packet ismt SWN drop 32
46.19.85.202 |Israel 147.237.72. 167 |i shurimaka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 31
202. 3. 255. 143 |Fench Pol ynesi a 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 31
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.i | drop SAMrule drop 24
46.19.85.100 [l srael 147.237.72. 167 |i shurimaka. i of . i | Bad TCP sequence Inval i d ACK nunber monitor |24
212.179. 28. 215 |1 srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt with different Jopniior |22
w ndow scal e
2.52.169.7 I srael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 21
S reaning Engi ne: TCP i i ssi
5.22.135.140 |Israel 147.237.0.34 |tikshuv.idf.il mng tngine. Invalid segnent retransmssion. . 21
Inval i d Ret ransnission Packet dropped.
79.177.54.135 |[Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber aert 18
79.177.54.135 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |18
46. 19. 85. 184 I srael 147.237.72. 167 |i shurimaka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 13
Sreaning Engi ne: TCP i i ssi
93.172. 163. 185 |I srael 147. 237. 72. 156 |anan.i df .i | mng tngine: ! Invalid segnent retransmssion. |, 12
Inval i d Retransmission Packet dr opped.
85.250. 177.92 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
S reaning Engi ne: TCP Invalid segnent retransnssion.
66.249. 69. 122 |[nited Sates 147.237.77. 234 |hal ag.idf .i . . " |drop 12
Inval i d Retransnission Packet dropped.
197. 135. 193. 12 |Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 11
77.127.134. 217 |l srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence monitor |10
Sreaning Engi ne: TCP i i ssi
46.19.85.22  |isradl 147. 237.77. 243 |mobi l e.i of . i | mng tngine: ! Invalid segnent retransmssion. |, 9
Inval i d Retransmission Packet dr opped.
S reaning Engi ne: TCP i i ssi
2.54.172.7 I srael 147.237.72. 167 |i shuri maka. i df . i | mng tngine. Invalid segnent retransmssion. 9
Inval i d Retransnission Packet dropped.
213. 57. 143. 140 |l srael 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
31. 210. 188. 103 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |8
46.19.85.143  |israel 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 8
213.8.204.45 |[Israel 147. 237. 72. 156 |aman. i df .i drop SAMrul e drop 8
37.26.147.189 |[Israel 147.237.77. 216 |dover.idf .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 7
77.125.2.114  |Israel 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> RST rej ect 7
Sreaning Engi ne: TCP i i ssi
46.19. 85. 100 | srael 147.237.72. 167 |i shuri maka.i df . il . 9 9 .. Invalid segnent retransmssion. drop 6
Inval i d Retransmission Packet dr opped.
84.94.221.205 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |6
Sreaning Engi ne: TCP i i ssi
132. 66. 199. 190 |l srael 147.237.72. 166 |aka.i df . i1 mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
S reaning Engi ne: TCP i i ssi
2.52.138.39  |Israel 147.237.72. 166 |aka.i df . mng tngine: 1 Invalid segnent retransmssion. |q 6
Inval i d Ret ransmi ssi on Packet dr opped.
S reaning Engi ne: TCP i i ssi
2.52.168.86  |Israel 147.237. 72. 166 |aka. i df . mng thgi e Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dr opped.
S reaning Engi ne: TCP i i ssi
109.186. 1. 136 |Israel 147.237.72. 166 |aka.i df . mng tngine: 1 Invalid segnent retransmssion. |q 6
Inval i d Retransmi ssi on Packet dr opped.
Sreaning Engi ne: TCP i i ssi
176.13. 11,175 |Israel 147. 237.77. 243 |nobi l e. i f . mng tngine. Invalid segnent retransmssion. |, 6
Inval i d Retransnission Packet dr opped.
S reaning Engi ne: TCP i i ssi
37.26.148.216 |Israel 147.237.77. 243 |robi L e. i of .1 mng tngine: 1 Invalid segnent retransmssion. g 6
Inval i d Retransmi ssi on Packet dr opped.
37.46.39.171 |[Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |6
46.19.85.190 |Israel 147.237.72. 166 |aka.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
5.22.135.6 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 86. 18 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
185.3.144.47  [Israel 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACGK nunber nmonitor |5
37.231.178.68 |Kuvait 147.237. 77. 176 |nat pash.i df . i | drop First packet isn't SWN drop 5
185. 3. 147. 115 [l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor |5
176. 106. 44. 151 gjcis;i'géa” Territony, 47 237.77. 216 |dover. i df il dr op First packet isn't SWN drop 5
79. 182. 189. 252 |l srael 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.26.149.213 |[Israel 147. 237. 72. 156 |aman. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
82.81.251.169 |[lsrael 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 4
85. 250.177.92 |l srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Tineout [reject 4
Sreaning Engi ne: TCP i i ssi
212.199. 57. 192 |1 srael 147. 237.76. 200 |ei tan. aka i of . i1 mng tngine: ! Invalid segnent retransmssion. |, 4
Inval i d Retransmission Packet dr opped.
2.52.169.7 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber monitor |4
46.19.85.153  |[Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid sequence nunber monitor |4
77.125.2.114  |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
79.183.34.225 |Israel 147.237. 72. 166 |aka.i df .il SYN At tack SYN -> SYN-ACK -> Tineout [reject 4
84.108.11.55 |[lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
84.229. 30. 89 | srael 147.237.0.34 |ti kshuv.idf.il Dstributed Too Many of the Sane Response Code (404) Bl ock 132
46. 19. 86. 224 I srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 58
149. 78. 247. 105 |l srael 147.237.0.34 |tikshuv.idf.il [Dstributed Too Many of the Sane Response Code (404) B ock 44
46. 19. 85. 116 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 42
46. 19. 86. 224 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) B ock 22
109. 253. 193. 137|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 12
82.81.251.169 |[Israel 147.237.76.31 |nakchal .idf.il |Wauthorized HTTP Met hod B ock 8
109. 253. 138. 131/l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 5
132.72.185. 213 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 5
31.154.19.5 | srael 147.237.77.216|dover. i df . il Mil tipl e Uhauthorized URL Access from 31.154.19.5 Bl ock 4
. . Paraneter Type Mol ation ctl 00$Cont ent A acetbl der 1$t xt Gontent in
5.29. 33. 82 | srael 147.237.76.42 |refuah.idf.il v ref U at al i df .i |/ 1518 hel ref uah. aspx Bl ock 3
176.13.22.125 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
109. 253. 220. 39 |Israel 147.237.77.243|mobi l e. i df . i | Dstributed Unhaut horized URL Access on nobile.idf.il/sachar/index |B ock 3
46. 19. 86. 50 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.149.149 |Israel 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
2.54.168. 228 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
166. 172. 191. 217|Uited Sates 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.148.134 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 2
46. 19. 86. 216 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54. 63. 220 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
’ . . Unhaut hori zed URL Access to
100. 1. 49. 49 United Sates 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock 2
159. 253. 248. 178|l sr ael 147.237.72. 156 |aman. i df . i | Lht raceabl e SSL Sessi ons: Lhknown SSL Sessi on None
213.57.189. 144 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
] . . O stributed Uhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216|dover . i df . i | v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 2
80.179.115. 198 [Israel 147.237.72. 156 [aman. i df . i | Lhtraceabl e SS. Sessi ons: Unhknown SSL Sessi on None 2
. . . Unhaut hori zed URL Access to
109. 253. 223. 229l srael 147.237.77. 243 |nobi l e. i df . i | nobi | e.i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1390 B ock 2
] . - Distributed Uhaut hori zed URL Access on
107.178.194. 79 |lhited Sates 147.237.77.216|dover . i df . il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
212.179.21. 194 |israel 147.237.72. 166 |aka. i df . i | tnauthori zed UR. Access to B ock 2
wan aka. i df . i |/ mai n/ gi yus/ =quest i onnai r e. aspx
46.120.79.160 |[Israel 147.237.72.166|aka. i df . i | Lhtraceabl e S Sessi ons: si gal gs oS At ack None 1
176.13.11. 175 |Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
84. 108. 139. 0 lsrael 147. 237, 72. 166 |aka. i df . i | Unknown _Par a_met er ctl 00%ct | 00$({phMa| n$cphSachar $tfasin& gnA |l in None 1
v aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
80. 246.139. 119 [Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
46. 19. 85. 87 I srael 147.237.77.243|mobi l e. i df . i | D stributed Waut hori zed LRL Access on nobil e.idf.il/sachar/index |B ock 1
132.72.185.213 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip_storage/files/8/ B ock 1
109. 175. 105. 198 if;;goi?ﬂa 147.237.77. 176 |mat pash. i df . i|  [Wauthorized LRL Access to wmw cogat . idf.il/xnirpc. php B ock 1
79.177.54.135 |lsrael 147.237.72.166|aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS Attack None 1
. . Distributed Lhaut hori zed URL Access on
212.179. 28. 215 |[Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
2.54. 28. 140 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 1
93.173.7.129 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Unhknown SSL Sessi on None 1
66.249.78.146 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . i/ programer. asp B ock 1
. . Untraceabl e SS. Sessi ons: Protocol violation
194, 114. 146. 227|l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT HELLO) None 1
157.55.39.230 |lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Unaut horized URL Access on 147.237.72. 166/ robats. txt |B ock
82.109.66.151 |United Kingdom  |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wawi i df . il/894-en/i df gdover. aspx B ock
Uhknown Paraneter catld in
37.142.232.8 I srael 147.237.72. 166 |aka. i df . i | win aka., i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i mages/ nast er / f avi ¢ [None 1
on. gi f
109. 253. 204. 129|I srael 147.237.77.243|mobi l e. i df . i | Unaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
. - Unaut hori zed Met hod HEAD for
79.182.213. 175 |[lIsrael 147.237.72. 166 |aka. i df . i | v aka i cf . i |/ rai 1V gi yus/ sai ar ot 1 ash. aspx B ock 1
213.57.143.140 [Israel 147.237.77.216|dover . i df . i Unt raceabl e SSL Sessi ons: (pen Mbde None 1
] - . Paraneter Type M ol ati on PageNumin
68.180.230.29 |lhited Sates 147.237.77. 176 |nat pash. idf . il | cogat . i df . i 1/ 2113- he/ cogat . aspx Bl ock 1
’ . . O stributed Unhaut hori zed URL Access on
208.184.112.74 [Wited Sates 147.237.77. 216 (dover. i df . il v i dff i |/ 1133- 22461- he/ dover . aspx. B ock 1
] . - Distributed Lhaut hori zed URL Access on
107.178.194. 87 |lhited Sates 147.237.77.216|dover . i df . i v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
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