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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3268
81.218. 241. 26 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 93
81.218. 165. 186 | srael 147.237.72. 166 aka.idf.il Bl ock Wp Al Nets dr op 9

111. 123. 63. 102 Chi na 147.237.76. 176 test.ncore.idf.il |Block Wip All Nets drop 1
202.112. 51. 96 Chi na 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 drop 1
111.123. 63. 102 Chi na 147.237.76. 177 ncore.idf.il ock Wp Al _Nets drop 1

104. 236. 110. 113 147. 237. 76. 201 eatal.idf.il ock Wip Al Nets drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1
111.123.63. 102 Chi na 147. 237. 76. 42 refuah.idf.il Bl ock Wp Al Nets dr op 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Oount

109. 64. 29. 83 I srael 147.237. 72. 166 aka.idf.il ]13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

202.3.255.143 |147.237.77. 216 |French Pol ynesi a |dover.idf.il GPL SCAN nmap TCP 157
109. 65. 130. 19 [147. 237. 72. 166 |I srael aka.idf.il Xenu Link Seuth User Agent 2
163. 172. 13. 173 |147.237. 77. 170 [Uni ted Ki ngdom |maarachot.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
109. 235. 254. 181|147. 237. 77. 216 | Tur key dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
109. 65. 203. 158 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
91.199. 69. 254  [147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249.78.130 |147.237.76.86 |Lhited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 1
37.26.149.243 |147.237.77. 216l srael dover . idf.il portscan: TCP O stributed Portscan 1
176.13. 4. 217 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
149. 88. 140. 126 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
109. 235. 254. 181|147. 237. 77. 216 [Tur key dover.idf.il ET SCAN NVAP -f -sS 1
109. 65. 130. 19 |147.237. 77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 1
93.173.32.3 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
80, 246. 130, 4 147 237 77 233|158l atal idh il ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
at t ack
46.19. 85.2 147.237. 77. 216 I srael dover.idf.il  [portscan: TGP Distributed Portscan 1
1.54.162. 25 147.237. 77. 121 |M et nam enavy.idfi.il [ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature z\t/ii%?]
151.80.108.176 |italy 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout [reject 56
151. 80.108. 176 |[italy 147. 237. 76. 147 [chi nuch. aka. i df . i [|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 56
66.249.93.123 |Whited Sates 147.237.77.233|ata .idf.il dr op First packet isn't SYN drop 52
94.159. 149. 138 I srael 147.237.76.42 |refuahidf.il  [Bad TCP sequence mdﬁrsacr;'it wWthdifferent — Jopnitor  [36
80. 246. 137. 27 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 36
202. 3. 255.143  |Fench Pol ynesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 33
41.33.231.90  |Egypt 147. 237. 77. 216 |dover. i df .i | drop SAMrul e drop 30
46. 19. 85. 99 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 28
201.33.232.15 |Bazil 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 22
46. 19. 86. 220 I srael 147.237.72. 166 |aka. i of . i | Bad TCP sequence Invalid ACK nunber monitor |20
84.108.99.175 |israel 147.237.77. 233 |atal i df i Bad TCP sequence md;it’rsac”;rgt wehdfferent | onitor |19
207.241.229. 192|Wited Sates 147.237.72. 166 |aka. i of . i drop SAMrul e drop 16
46. 19. 85. 150 I srael 147.237.72.167 |ishurimaka.idf .il[Bad TCP sequence Invalid ACK nunber monitor |15
62. 0. 200. 215 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 15
37.26.146.201 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvalid ACK nunber monitor |13
37.26.146.201 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber nmonitor |13
37.26.146.201 |israel 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 13
37.26.146.201 [Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvalid ACK nunber alert 13
37.26.146.201 |lsrael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
109. 65.130.19 | srael 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dropped.
82.166. 140. 117 | srael 147, 237, 72. 167 i shurimaka i o 1| .| SN N9 Engine: TP 1nval id finval id segnent retransmission. | oo 12
Ret ransnm ssi on Packet dr opped.
154. 66. 40. 24 Ngeria 147. 237. 77. 216 [dover. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 10
72.9.148. 10 Lhited Sates 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 10
80. 246. 130. 4 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
154. 66. 40. 24 Ngeria 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval i d ACK nunber alert
5. 34. 167. 151 glcisgii:;a” Territoryy 47 237. 77. 176 [nat pash.if i1 |dr op First packet isn't SWN drop 7
77.125.156.36 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 86. 59 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence I'nval i d ACK nunber noni t or 6
79.177.146. 148 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
46. 19. 85. 200 | srael 147.237.72. 167 |ishurimaka.i of .il[Bad TCP sequence I'nvali d ACK nunber noni t or 6
80. 246. 130. 4 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nvalid ACK nunber alert 6
79.182.148. 146 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
5.22.135. 140 I 'srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval id ACK nunber noni t or 6
212.235.47.219 |israel 147.237.72. 166 |aka. i df . i Streaning Engi ne: TCP Inval i d |invalid segnent retransnission. drop 6
Ret ransnm ssi on Packet dr opped.
2.54.176. 206 | srael 147.237.77. 216 |dover.idf.il SYN Attack rej ect
79.177.208. 137 |Israel 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Timeout [reject
109. 65.130. 19 |Israel 147. 237. 72. 166 |aka. i df . | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data |nonitor
2.54.254.131  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on. drop 6
Ret ransn ssi on Packet dr opped.
80.246.137.27 | srael 147.237.72. 166 |aka. i df . Bad TCP sequence wgmmrs;;;g;g;gth moni tor (6
5.28.190.151  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
46. 19. 85. 99 I srael 147.237.72. 166 |aka.i df .i | drop SAMrul e drop
2.54.41.58 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19.85.238  |Israel 147.237.72. 166 |aka.i df . Streamng Engi ne: TCP Inval id invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
185.120. 125. 5 147.237.72. 166 |aka. i of . i | Bad TCP sequence I'nvalid ACK nunber alert 6
80. 246. 136. 223 |Israel 147. 237, 72. 167 |i shur i maka i o 1| .| S NG Enginex TP I nval id finval i d segnent retransnissi on. drop 6
Ret ransn ssi on Packet dr opped.
94. 159. 149. 138 |l srael 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvalid ACK nunber nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
185. 120. 125. 5 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 6
79.177.146. 148 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence I'nvalid ACK nunber alert 6
171.33.193.136 |[United Ki ngdom 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 5
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|Top Attackers In V\AF|

A tacker

Attacker Address ‘Target Address |[Site Sgnature Devi ce

‘Count

Country Action
82.166.12.34  |Israel 147.237.0.34 |tikshuv.idf.il ;g‘l)l'\g?ylzfg,ihe Sane Response (ode (404) in Session from g oo 86
109. 253. 213. 168]I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 49
176.13.17.113 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock 42
2.54.176.51 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 10
82.166. 75.114 |Israel 147.237.77. 216 |dover.i df . i | Unaut hori zed HTTP Met hod B ock
46. 19. 86. 68 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Gode B ock
79.176.49.172 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
109. 65.130. 19 [l srael 147.237.72. 166 |aka. i df . i | 1“8';_ 'Jg'_elg%’_afého” zed Method for Known UR. from B ock 5
82.166.75.114 |lsrael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 82. 166. 75. 114 B ock 4
207.232.43.81 |[Israel 147.237.77. 226 V\:V\:W chamat z. aka. i df Mil ti pl e Uhaut hori zed URL Access from 207.232. 43.81 B ock 4
46.118. 155. 216 |Wkrai ne 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed LRL Access from 46. 118. 155. 216 B ock 3
2.54.28.156 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS A tack None 3
46.19. 86. 13 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.126.171.125 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmnrpc. php B ock 3
80. 246. 136. 136 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54.29.173 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 36 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
46.19.85.127  |Israel 147.237.77. 243 |nobi | e. i df . i | o Ir;.?‘gf‘ijl iié’ﬁ:ﬁr.'nﬁii WAL Access on Bl ock 3
109. 253. 144. 2421 srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;ﬂt:_?rc:fz_??/g:t‘eggfy‘im s/ 1 st chi | ddocunent s/ 1071 B ock 3
77.126.171.125 |lIsrael 147.237.76.86 |navy.idf.il PHP At tenpt B ock 3
185. 32. 179. 149 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
83.42.32.178 Spai n 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 2
2.54.153. 236 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 2
149. 88.28.210 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 2
109. 253. 198. 140|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
37.26.146.243 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wan aka. i df.il/guiys B ock 2
84.95.211.153 [Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to wan aka.idf.il/sip storage/files/8 |B ock 2
109. 67. 18. 106 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3L Sessi ons: sigal gs oS Attack None 2
46.19. 86. 173 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 2
109. 253. 194. 47 |l srael 147.237.77. 243 |nobi | e. i df . i | Soﬁitlr;_?‘gf?lzss;:rofi'nzeei WAL Access on B ock 2
66.249.75.127 i srael 147.237.76.42 |refuah.idf.il ﬂ?ftzgglri?éefztg‘pﬁcf;;ﬁi | es/ 413044, pg Bl ock 1
37.26.146.176 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
138.134. 102. 15 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to waw i df.il/milnet B ock 1
80. 246. 136. 128 |l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs DoS Atack None 1
79.177.115. 153 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
217.132.58.178 |israel 147.237.72. 166 |aka. i df . i | m”;;:'rii dzfe.?ls”:mh?jr:tfnru: S aspx B ock 1
109. 65.130. 19 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for aka.idf.il/yohal an/ hore. asp B ock
46.19.85. 15 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: si gal gs DS Attack None
85.130.234.47 |lIsrael 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None
66.249.78.234 I srael 147.237.72.166 |aka. i df . i | ﬂ‘;‘“tzggr ;Z?cliGlé?_na’iA(r:]t/:ZiS?uts?gener al . asx B ock 1
204.13.200.200 |Uited Sates [147.237.77. 216 |dover. i df . | e 1) 1155, 2461 el dover. aue B ock 1
65.55.210.110 |[Whited Sates [147.237.72.166|aka.idf.il Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
46.19. 86. 189 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DS Attack None 1
79.182.188. 195 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
46. 19. 85. 164 I srael 147.237.76.42 |refuah.idf.il Abnorrmal |y Long Request et hod B ock 1
95.211.205. 151 |Netherlands  [147.237.77. 216 |dover. i df . | D stri buted 1?:;?%;?&%\/?212;” B ock 1
207.232.43.81 [Israel 147. 237.77. 226 V\f’\fN chamat z. aka. i df m”é:aor;tzzegk:?'dffcﬁs;pt_; oregelfil e/ 8 Bl ock 1
66.249.78.95  |Israel 147.237.77. 216 |dover . i df . i | ﬂ?‘ftzgo;_i;fézi‘:;l’i%%e_sfes;gg_ he! dover . aspx Bl ock 1
185.120. 125. 5 147.237.72. 166 |aka. i df . i | Lhtraceabl e SS. Sessi ons: sigal gs DoS Atack None 1
37.26.146.201 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1

01-18-2016-13:04:04 to 01-18-2016-14:04:04



