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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3244
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 246
81.218. 241. 26 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ati on-Qd i dest - reset 87
31.168. 232. 150 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All _Nets drop 12
81.218. 165. 186 I srael 147. 237.72. 166 aka.idf.il Block Udp All Nets drop 3
202.112. 51. 96 Chi na 147. 237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 drop 1
202.112.51. 96 Chi na 147.237.76. 30 hi nush. i df .i | bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.76. 39 nobi | e.neitav.idf.il |bl ock-sp-trafl drop 1
202.112.51. 96 Chi na 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 dr op 1
202.112.51. 96 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
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Attacker Address
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Signature

202.3.255.143  [147.237.77. 216 ;f;fgsia dover i df il GPL SCAN nmap TCP 174
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 2
81.218.130.44 |147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80.74.103. 117  |147.237.77. 216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 147 |Chi na chinuch. aka.idf.il |ET SCAN Potential SSH Scan 1
5.29. 236. 148 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
2.52.52. 143 147.237. 72. 166 |I srael aka idf.il portscan: TGP D stributed Portscan 1
1.53. 120. 194 147, 237. 72. 156 |M et nam aman. i df il ET SCAN NVAP -f -sS 1
140. 114. 185. 208|147. 237. 77. 216 | Tai wan dover.idf.il ET SCAN Potential SSH Scan 1
83, 14. 28, 82 147 237 0.15  |Pol and kosher_kravi'idf'”El' SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
80. 178. 218. 149 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
80. 74. 103. 70 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
59. 45. 79. 117 147.237. 76. 44 [China erefush.icf.il  |ET SCAN Potential SSH Scan 1
2.54.177.225 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
1. 53.120. 194 147. 237. 72. 156 |M et nam aman. i df.il ET SCAN NVAP -sS w ndow 2048 1
188.120. 151. 32 |147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
91.236.74.6 147.237.8.28 |Pol and e.mobi | e-ks.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
2.54.44.83 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 39
202. 3. 255. 143 ;e;rfgsia 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 34
217.132.110.23 |israel 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 31
41.33.231.90 Egypt 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 28
217.132.110. 23 |Israel 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mﬁsgfmmt wehdifferent | oitor |23
2.54.44.83 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN Att ack rej ect 18
79.177.146. 148 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 12
79.177. 146. 148 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
77.127.183.185 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid  invalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dropped.
2.54.44. 83 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
2.54.44.83 | srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d sequence nunier noni t or 11
82. 80. 196. 44 | sr ael 147. 237. 72. 166 |aka.i of . i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 10
5.29.183.229  |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid  imvalid segnent retransmissi on. drop 9
Ret r ansni ssi on Packet dr opped.
2.54.61.12 I srael 147.237.72. 167 |i shuri maka.i of . i [SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
207.241.229.192|lhited Sates |147.237.72. 166 |aka.idf.il dr op SAMrul e drop 9
149. 88.28.210 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 86. 93 | srael 147.237.72. 167 |ishurimaka.iof .i [Bad TCP sequence I'nvalid ACK nunber noni t or 8
81.218.241.26 |lsrael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 8
46.19.86.106  |[Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁ;‘;f‘sm wthdifferent | onitor |7
149.88.28.210 |Israel 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence Invali d ACK nunber alert 7
82.80.196.44  |israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsgfmm wthdfferent 1 oitor |7
149.78.227.211 |Israel 147.237.77. 243 |rbi e i1 [ SN NG Engine: TP Invalid - fimwal id segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
185. 120. 125. 5 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
82. 80. 30. 56 I'srael 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid  invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
109. 64. 13. 4 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 6
194. 136. 131. 246 |Fi nl and 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
213. 8. 204. 30 | sr ael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence Invali d ACK nunber noni t or
109. 64. 13. 4 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or
2.52.23. 125 I'srael 147.237.72. 167 [i shurimaka i ar i | | SAM N Engine: TQP Invalid finvalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dropped.
46.121.245.178 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
80.246.136.34 |Israel 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence mﬁ;‘;f‘sm wthdifferent | onitor |6
207. 241. 229, 192|Wi ted Sates [147. 237. 72. 166 |aka i df .i Veb Server Enf or cerent Véb Servers S ow HITP Denial of | 6
Mol ation Service
185. 120. 125. 5 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 42 I sr ael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence Invali d ACK nunber noni t or 6
46. 19. 86. 82 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 5
2.54.31.7 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
212.68.132.218 |Israel 147.237.72. 167 |i shuri maka.i of .1 [SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
213.57.93.210 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
212.179.21. 194 |israel 147. 237, 76. 200 [ei tan. aka i o i1 | €3M NG Engine: TCP Invalid — finvalid segnent retransissi on. drop 4
Ret r ansni ssi on Packet dropped.
2.54.31.7 I srael 147. 237. 72. 166 |aka.i of . i | Bad TCP sequence Invali d ACK nunber alert 4
2.52.20. 209 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
2.54.31.7 I srael 147.237. 72. 166 |aka.i df . | Bad TCP sequence Invali d ACK nunber moni tor |4
46.19. 86. 174 | sr ael 147. 237. 72. 166 |aka.i df . i | Bad TCP sequence Invali d ACK nunber noni t or 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
41.33.232. 66 Egypt 147. 237.77. 216 |dover.i of .i | Bl ock HTTP Non Conpl i ant Fail ed to hand e connection data noni t or 4
195.34.150.18 |Austria 147. 237. 77. 216 |dover . i df .i | Bl ock HTTP Non Conpl i ant Failed to hand e connection data  [monitor |4
2.54.31.7 I srael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 4
94.230.86.181 |[lIsrael 147.237. 72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 4
2.54.31.7 I srael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN - > SYN-ACK -> Ti neout rej ect 4
212. 68.132. 218 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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A tacker
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 126 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Qode B ock 145
46.19. 86. 126 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 128
2.54.48. 111 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 76
2.52.52.10 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Qode B ock 58
2.54. 149. 246 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 42
2.54.57.4 I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 41
46.19. 86. 90 I srael 147.237.0.19 |nmadimatal .idf.il |Dstributed Suspicious Response Qode B ock 38
176.13.18. 87 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 19
109. 253. 150. 216|I srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 19
46.19. 86. 126 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Too Miny of the Sane Response Code (403) B ock 16
5. 29. 91. 250 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 13
2.52.135. 129 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 2. 52. 135, 129 B ock 13
46. 19. 85. 149 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Qode B ock 4
37.26.149.175 |[Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 4
109. 253. 220. 98 |l srael 147.237.0.19 |[madimatal .idf.il |Mitiple Wauthorized URL Access from 109. 253. 220. 98 B ock 4
176.13.3.20 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
2.52.52.10 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Too Many of the Sane Response Code (404) B ock 3
46.19. 86. 35 I srael 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 3
176.13.15.202 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
2.54. 157. 204 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
149. 88.28.210 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 3
46.19. 86. 23 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
37.26.146.157 |Israel 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
5.28. 167. 164 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 2
80. 179. 96. 90 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S3. Sessi ons: sigal gs DoS Attack None 2
109. 253. 158. 192/l sr ael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
79.177.146. 148 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 2
66.249.78.159 |[lsrael 147.237.77. 216 |dover.i df.i Uhaut hori zed URL Access to waw idf.il/error. htm Bl ock 2
2.54.31.5 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
176. 228. 10. 204 |l srael 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
213.57.93.210 |[lIsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 2
82. 80. 44. 97 I srael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mode None 1
77.127.161.20 |israel 147. 237.77. 216 |dover . i df . i | ?‘r"otr:]p;f 3'7' fe(it_hzlom fw dth Unicode Encoding on URL/Parameter (+) g o |g
109. 253. 220. 98 |l srael 147.237.0.19 |nadimatal .idf.il |Uauthorized LR Access to nadimatal .idf.il/nobil Bl ock
109. 64. 13. 4 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
66. 249. 78. 2 I srael 147.237.72. 166 |aka. i df . i | m”;’k"‘; izafr."’mt:;j n?;fy?f;‘;;ﬁzr ialn. asix None |1
212.179. 159. 253l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip_storagelfiles/8/ B ock 1
2.54.38. 60 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | mghf’ﬁ;ﬁﬂ ;‘;g“f E?T'”Zfioﬁtﬁfcess on Bock |1
91.121.83.118 |Fance 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from91.121.83.118 B ock 1
185. 32. 179. 214 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
37.26.147.185 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
171.25.193.77  |Sueden 147. 237.77. 216 |dover . i df . i | D stri utec 1?3?;}:§g;§?ﬂeﬁv§fsspﬁn Bock |1
2.54. 62. 207 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None
66.249.78.234 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock
217. 69. 136. 205 gz::;”i on 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to ww i df.il/hi nush Bl ock 1
207. 46. 13. 94 Uited Sates [147.237.72.166|aka.idf.il Unknown Paraneter docid in aka.idf.il/chamatz/ niktzoa/ defaul t. asp None 1
2.54.17.199  [israel 147. 237.76.39 Irmbl le.mei tav.idf.i rar e tgf_’?d\f"_ ‘I"I ﬁ;ﬁ; gfés%’:_zggj acetbl der 18txt Passvord in g o |3
Unaut hori zed URL Access to
95.86.106.98 [Israel 147.237.77. 216 dover . i df . | mu; o q'k'h/f ﬁi;;?gi%ﬁgi’ &?Jos‘giréfzsjpcxn‘gf‘scfp“:;‘;ess:flfzh;km g)'(\f’\;ggf Bock |1
wag
46.19. 85. 155 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
83.130.117. 251 [Israel 147.237.77.216|dover. i df . il Dstributed Waut horized URL Access on waw i df.il/error.htm B ock
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