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167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3001
188. 161. 10. 117 Pal est‘i nian Territory, 147. 237. 77. 176 rat pash. i df i TCP handshake viol ation, first packet not drop 1
Cceupi ed syn
159. 104. 163. 19 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
202.112. 51. 96 Chi na 147.237.77. 19 lawforumidf.il bl ock-sp-traf 1 drop 1
185. 35. 62. 225 Snitzerl and 147.237.76. 176 test.ncore.idf.il B ock Np Al _Net drop 1
146. 185. 239. 100 Russi an Federation 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 drop 1
202.112. 51. 96 Chi na 147.237.0.17 mm-kosher-kravi TAF-1 ) ockesp-traf 1 forvard 1
159. 104. 163. 20 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
202.112. 51. 96 Chi na 147.237.77. 205 prisha.idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 231 147.237.76. 39 nobi | e. nei tav.idf.il ock Wp Al _Nets drop 1
159. 104. 163. 17 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Inval id TGP H ags drop 1
202.112.51. 96 Chi na 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
202.112.51. 96 Chi na 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 drop 1
185. 130. 5. 231 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets drop 1
159. 104. 163. 18 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
202.112.51. 96 Chi na 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
185. 35. 62. 88 S tzerl and 147.237. 76. 39 nobi | e.nei tav.idf.il B ock Np Al Net drop 1
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202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nnmap TCP 149
77.126.166. 33 147.237.72. 166 I srael aka.idf.il ET SCAN NVAP -sA (2) 3
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 2
50. 56. 221. 222 147. 237.77. 178 Lhited Sates e. nat pash. i df . i1 ET SCAN NVAP -sS wi ndow 1024 1
163.172.13. 173 147.237.0. 15 Uhi ted Ki ngdom kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
91.236.74.6 147.237.77. 235 Pol and sviva idf.il ET SCAN Potential SSH Scan 1
89.248.172.78 147. 237. 76. 86 Net her | ands navy. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
89. 248.172. 78 147.237.76. 30 Net her | ands hi nush. i df .i 1 ET SCAN Potential VNC Scan 5900- 5920 1
79.177. 99. 36 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
66.249. 78. 79 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sA (2) 1
163.172.13. 173 147.237.0. 35 United Ki ngdom akavs. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
105. 224. 209. 46 147.237.77. 216 South Africa dover.idf il portscan: TCP D stributed Portscan 1
89.248.172.78 147. 237.77. 234 Net her | ands hal ag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
89.248.172.78 147.237.76. 39 Net her | ands nobi | e. mei tav. i df.il ET SCAN Potential VNC Scan 5900- 5920 1
79. 179. 180. 232 147.237.77. 216 I 'srael dover.idf il portscan: TCP D stributed Portscan 1
79.176. 182. 169 147.237.77. 216 I srael dover.idf.il portscan: TP D stributed Portscan 1
77.126. 12. 203 147.237.77. 216 I srael dover.idf.il portscan: TGP D stributed Portscan 1
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46. 19. 85. 50 I srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 35
French S -
202. 3. 255. 143 Pol ynesi a 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 34
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
185.32.179. 174 |Israel 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 26
2.54.180. 86 | srael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 17
Sreaning Engine: TCP Invalid i i SSi
79.183.176. 181 | srael 147.237.72. 166 |aka.i df . i 9 =g nvalid segnent retransmssion. drop 12
Ret ransn ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
207.46.13.47  |United Sates |147.237. 76. 200 |ei tan. aka i df il 9 =g Invalid segnent retransmssion. -y 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
207.46.13.94  |Wnited Sates |147.237.76.200 |eitan. aka idf. il 9 =g nvalid segnent retransmssion. drop 10
Ret ransn ssi on Packet dropped.
173.208.136. 170|thited Sates |[147.237.0.15 |kosher-kravi.idf.illdr op SAMrul e drop 9
Sreanming Engine: TGP Invalid i i sSi
149.78.32.253 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 9
Ret ransm ssi on Packet dropped.
84.2.163. 180 Hungary 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
o SYNWACK retransmt wth different .
80. 246. 137. 228 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence i ndow scal 6 noni t or 9
Sreaning Engine: TCP Invalid i i SSi
109.66.35.96 |l srael 147. 237. 77. 243 |nobi l . i df . i1 9 =g Inval id segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
2.52.57.21 | srael 147.237.72. 167 |ishurimaka.idf .i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
2.52.168. 156 I srael 147.237. 72. 156 [anan. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 8
46. 19. 86. 93 I srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence I'nval i d ACGK nunber noni t or 8
2.52.57.21 I srael 147.237.72. 167 |ishurimaka idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 86. 205 | srael 147.237.72. 156 |anan.idf . il Bad TCP sequence Invalid ACK nunber noni t or 8
2.52.57.21 | srael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence I'nval i d sequence nunber noni t or 8
Sreaming Engine: TCP Invalid i i ssi
157.55.39.37  |Wited Sates |147.237.76.200|eitan. aka idf. il g =g nvalid segnent retransmssi on. drop 8
Ret r ansm ssi on Packet dr opped.
80. 246. 130. 244 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SWretransmt with different monitor |7
W ndow scal e
46. 19. 86. 63 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 7
80. 246. 137. 228 [lIsrael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 7
199.203.215.1 |Israel 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or 7
84.111. 226. 239 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
109. 66. 194.56 |l srael 147.237.72. 166 |aka.i of .i 1 Bad TCP sequence I'nval i d ACK nunber noni t or 6
46. 19. 85. 204 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaming Engine: TCP Invalid i i ssi
31.168.183. 111 |[Israel 147.237.72. 166 |aka. i df . g =g nvalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
46.19. 85. 53 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid AGK nunber aert 6
37.26.146.255 |Israel 147.237.77. 233 |atal .idf il SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
5.102.254.236 |l srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
46.19. 85. 53 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Invalid AGK nunber noni t or 6
Sreamng Engine: TP Invalid i i ssi
109. 186. 184. 33 |Israel 147. 237.72. 166 |aka i of .11 9 =g Inval id segnent retransmssion. -y 6
Ret ransnm ssi on Packet dropped.
46.19. 85. 44 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber aert 6
Sreamng Engine: TCP Invalid ' i ssi
77.126.166.33 | srael 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
46.19. 85. 44 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreaning Engine: TCP Invalid i i SSi
46. 19. 86. 93 I'srael 147. 237. 72. 167 |i shuri maka. i df .| 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TCP Invalid i i ssi
80. 246. 136. 249 |Israel 147. 237, 77. 243 |nobi | e. i of . i g =g nval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i SSi
149.78.224.10 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
80. 246. 137. 228 |l srael 147.237.72. 166 |aka. i df.il drop First packet isn't SYN drop
82. 80.57. 34 I srael 147.237.76.86 |[navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
. . SYNtAXK retransmit with different .
46. 19. 86. 117 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 5
5.102. 253. 83 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or 5
46.19.86.117  |Israel 147.237.77. 216 |dover. i df . Bad TCP sequence SINAK retransmt wih different | oniior |5
W ndow scal e
80. 246. 137. 228 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 5
217.194.207.24 [Israel 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 5
46. 19. 85. 108 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 5
46. 120. 5. 59 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence monitor |4
193. 106. 206. 10 |l srael 147.237.72. 167 |ishurimaka. i df .i1 |[SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
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2.52.135.183 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) B ock 217
213.151.36.44 |[Israel 147.237.0.34 |tikshuv.idf.il Dstributed Too Miny of the Same Response Code (404) B ock 196
109. 253. 135. 225]I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 170
2.52.135.183 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 139
109. 253. 135, 225I srael 147.237.0.19 |nadi matal .idf.il Igc;.'\gg'. ff35t gezssa”e Response (bde (404) in Session from Bock  [118
2.52.52.10 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 54
109. 253. 131. 226l srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 44
2.52.135. 183 I srael 147.237.0.19 |[madimatal .idf.il|Too Many of the Sane Response Code (403) in Session from2. 52, 135.183 |B ock 41
176.13.16. 251 |Israel 147.237.0.34 |tikshuv.idf.il Too Many of the Sane Response Code (404) in Session from 176.13. 16. 251 (B ock 17
46. 19. 85. 149 I srael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 13
109. 253. 135. 225|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Miny of the Sane Response Code (404) B ock 12
81.218.241.26 |[Israel 147.237.77. 216 |dover . i df . i | Ml tipl e Unaut horized URL Access from 81.218. 241. 26 B ock 6
185.32.179.86 |Israel 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
2.54.48. 111 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 180 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.149.254 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.5.123 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80.178.141. 252 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/4/ B ock 3
46.19. 86. 32 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.54.17.171 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.211.34.236 |Wkraine 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 46. 211. 34. 236 B ock 2
46.211.34.236 |Wkraine 147.237.77.233|atal .idf.il PHP Att enpt B ock 2
212.150. 209. 2051 srael 147.237.72.166 |aka. i df . i | muylzgr: zféi Iullna;b‘r:l;:gisf/uts?gener al . aspx?cat i d=61323&doci d=74398 Bl ock 2
37.26.149.153 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None
66. 249. 66. 52 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Uaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. ht m B ock

Unaut hori zed URL Access to
213.151.45.95 |israel 147. 237.77. 170 |maar achot . i df . i | zamirhfmr;;éb;?;é ; )i r’:g;gsii 'gezs:/ g; ;\%ﬁi‘:}%;’:Lg’;i‘i‘gg’fﬁ;gaz:ks‘zvi;ngccinrhpt')‘iafhﬂf’] Bock |2

bsff0_| hsypj i ler bogzw
80.179.223.31 [Israel 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to wwwu cogat . i df .il/sip_storagel/files/9/4629.jpg |B ock 2
192.146.6.2 |1 147.237.76.31 |nakchal .idf.il  [Unauthorized HTTP Method Bock |2
85. 65. 220. 186 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Code Character in Method from 85. 65. 220. 186 B ock 2
46.211.34.236 |Wkraine 147.237.77.233|atal .idf.il Unaut hori zed URL Access to atal.idf.il/wp-1ogin. php B ock 1
109. 253. 202. 1361 srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
2.52.135.183 I srael 147.237.0.19 |nadimatal.idf.il|Too Many 403: Response Code per Session B ock 1
85. 65.220. 186 [l srael 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request et hod B ock 1
212.179. 218. 166 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46. 19. 86. 79 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
109. 64.51. 212  |Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/gius B ock 1
79.178. 153. 208 |l srael 147.237.72. 156 |aman. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
37.26.149.175 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for v aka. i df . il/mai n/ gi yus/ general . aspx B ock 1
85. 65.220. 186 [l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unknown HTTP Request Method from 85. 65. 220. 186 B ock 1
85. 65. 220. 186 |l srael 147.237.72. 166 |aka. i df . i | I1legal HITP \ersion B ock 1
66. 249. 69. 34 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in waw aka. idf.il/nain/giyus/ general . aspx None 1
176.13.2.54 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code B ock 1
46.211.34.236 |Wkraine 147.237.77.233|atal .idf.il Adnmin Bl ocki ng Bl ock 1
2.52.24.115 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspicious Response Qode B ock 1
84.111.226.239 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
217.132. 111. 250|I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SS. Sessi ons: si gal gs oS At ack None 1
46.19. 85. 114 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
85.130.219.42 I srael 147.237.72. 166 |aka. i df . i | fﬂk:w?”‘c” ak?ri z?ef o n;trlvogf/its'/g?ﬁgglha'\f;ﬂ‘;c_zgj acetbl der$btnAtudaack 1\,e [
80. 246. 130. 244 I srael 147.237.76.42 |refuah.idf.il  |]5 000 e hori zed éﬁaﬁczﬁ( on Bock |1
192.146. 6.2 g];::: 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to ww nakhal .idf.il/sip_storagelfiles/ 8/ Bl ock 1
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