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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3000
81.218. 165. 186 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets dr op 6

81.218. 165. 186 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3

31.168. 240. 21 I srael 147.237.72. 166 aka.idf.il Bl ock Wdp All Nets drop 3

188. 214. 33. 107 Rormani a 147.237.76.176 test.ncore.idf.il |Bock Udp All Nets drop 1

115. 230. 124. 164 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 drop 1

188. 214. 33. 107 Romani a 147.237.76. 177 ncore.idf.il Bl ock_Udp Al _Nets drop 1
119.177. 14. 136 Chi na 147.237.72. 217 eidf.il Invalid TGP H ags dr op 1
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|Top Attackers In IPS|

Attacker Address | Attacker Qountry |

rget Address |Site

185. 130. 5. 247 147.237.0.17 |mny-kosher-kravi .idf.i| |20086: HITP. Mi ebl ackcat Security Scanner B ock 10
185. 130. 5. 247 147.237.77.216 |dover.idf . il 20086: HITP. Mii ebl ackcat Security Scanner B ock 5
185. 130. 5. 247 147.237.0.19 |madimatal .idf.il 20086: HITP. Mii ebl ackcat Security Scanner Bl ock 5
185. 130. 5. 247 147.237.76.42 |refuah.idf.il 20086: HITP. Mii ebl ackcat Security Scanner B ock 5
185. 130. 5. 247 147.237.0.17 [mny-kosher-kravi.idf.il |20085: HITP: Miebl ackcat Security Scanner Initial Request |Bi ock 2
80.243.178.39 |United Ki ngdom |147.237.77.216 |dover.idf.il Q008: HITP: Xenu User Agent B ock 1
151.80.31.148 |[italy 147.237.0.34 |tikshuv.idf.il 228: HITP. AhrefBot craw er B ock 1
185. 130. 5. 247 147.237.76.42 |refuah.idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 1
185. 130. 5. 247 147.237.77.216 |dover.idf . il 20085: HITP. M ebl ackcat Security Scanner Initial Request |Bl ock 1
77.248.12.153 |Netherl ands 147.237.76.42 |refuah.idf.il 14331: HITP. Suspi ci ous User-Agent (M Session) B ock 1
185. 130. 5. 247 147.237.0.19 |madi matal .idf.il 20085: HITP. Mii ebl ackcat Security Scanner Initial Request |Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
202. 3. 255. 143 147.237.77.216  |Rrench Pol ynesia dover.idf.il GPL SCAN nmap TCP 148
185. 130. 5. 247 147.237.0. 17 mny- kosher -kravi . i df . i | ET VB _SERVER Mii ebl ackcat scanner 2
109. 253. 197. 96 147.237.72.166  [lIsrael akaidf.il portscan: TCP D stributed Portscan 1
223.4.174.30 147.237.76. 38 (hi na e.eneitav.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
218.246. 0. 97 147.237. 8.50 Ghi na e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.143.161.239  (147.237.77.216  |israel dover.idf.il portscan: TCP D stributed Portscan 1
185. 130. 5. 247 147.237.76. 42 refuah.idf.il ET WEB SERVER Mii ebl ackcat scanner 1
167. 114. 156. 16 147.237.77.216  |Canada dover.idf.il portscan: TCQP D stributed Portscan 1
109. 67. 127. 82 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
223.4.174.30 147.237.76. 44 (hi na e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
223.4.174.30 147.237.0. 15 Ghi na kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
212.179. 21. 194 147.237.77.216  [Israel dover.idf.il portscan: TCP D stributed Portscan 1
212.25. 102. 63 147.237.77.216  |[Israel dover.idf.il portscan: TCP D stributed Portscan 1
195. 34. 150. 18 147.237.77.216  |Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
185. 130. 5. 247 147.237.0.19 madi matal .idf.il ET WEB SERVER Mii ebl ackcat scanner 1
168. 62. 238. 153 147.237.76. 34 Lhited Sates yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

ountry Target Address |Ste Signature
202. 3. 255. 143 ';;lemh. 147.237.77. 216 |dover. i df . i drop Frst packet isn't SN drop 37
ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19.85.199  [Israel 147.237.76.30 |hinush.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 22
62.0.197. 69 | srael 147.237.72. 166 |aka.idf.il dr op Frst packet isn't SN drop 20
84.228. 120. 135 |l srael 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data moni t or 19
2.54.36. 167 I srael 147.237. 77. 216 |dover.i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
37.26.148.161 |Israel 147. 237.77. 243 |mobi l e i o i Streaning Engine: TCP Invalid |invalid segnent retransnission drop 15
Ret r ansmi ssi on Packet dropped.
37.26.146.192 |[Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 14
84.94.223.15 |Israel 147.237.72. 166 |aka.i df . i Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 12
Ret r ansmi ssi on Packet dropped.
213.8.204. 64 | srael 147.237.72. 166 |aka. i df.i | drop SAMrul e drop 10
80.246.133.85 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence mdro‘f’tvrsagjnlt wth different monitor |9
217.194. 197. 80 [l srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 9
46.19.85.254 |[Israel 147.237.72. 167 |ishurimaka idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
109. 66. 98. 12 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
79.177. 208. 123 |l srael 147. 237. 72. 166 |aka.i of .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
46.19.85.11 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 8
84. 228. 120. 135 |I srael 147.237.76.86 |navy.idf.il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data noni t or 8
213.8.204.64 |Israel 147.237.72. 156 |anan. i df .il drop SAMrul e drop 8
81. 218. 116. 129 [I srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
46.19. 85. 78 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
37.142.64.62 |Israel 147.237.72. 166 |aka. i of . i Bad TCP sequence Vﬁﬁggf‘sm wthdifferent Joonitor o
2.54. 36. 167 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.54.36. 167 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber noni t or
80.179. 5. 96 | srael 147.237.72. 166 |aka.i of .il Bad TCP sequence I'nval i d AGK nunber noni t or
176.13.12. 234 |israel 147.237.77. 243 |nobi l e i i | Streaning Engine: TCP Invalid finvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
104.31.58.8  |Israel 147. 237.72. 166 |aka i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransmissi on drop 6
Ret r ansmi ssi on Packet dropped.
84.228.176.81 |Israel 147. 237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid finvalid segnent retransnission drop 6
Ret ransni ssi on Packet dropped.
31. 168. 197. 232 I srael 147. 237.72. 166 |aka i of .11 Streamng Engi ne: TCP Invalid invalid segnent retransmissi on drop 6
Ret r ansmi ssi on Packet dropped.
46.19.85. 6 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.148.226 |Israel 147.237.77. 216 |dover. i df . i Bad TCP sequence ﬁﬁsggansm wehdifferent Jopnitor |5
46.19.85.212 [Israel 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber noni t or 5
41.33.232.66 |Egypt 147.237.77. 216 [dover.idf il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data noni t or 5
2.54.46.30 I srael 147. 237. 72. 166 |aka.i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
80. 179. 5. 96 I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Inval i d ACK nunber alert 5
2.54.155. 14 I srael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
37.142.64.62 |[lIsrael 147.237.72. 166 |aka. i of .i | Bad TCP sequence I'nval i d AGK nunber noni t or 5
46.19.85.228 [lIsrael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
2.54. 36. 167 I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 5
94.188.248.70 |[lsrael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence I'nval i d AGK nunber alert 4
213.8.204. 68 | srael 147.237. 72. 156 |anan. i df .i | drop SAMrul e drop 4
79.177. 208. 137 |l srael 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
94.188.248.70 |[lsrael 147.237.0.15 |kosher-kravi.idf.i|Bad TCP sequence I'nval i d AGK nunber noni t or 4
176.13.3.118 |Israel 147.237. 77. 243 |nobi l e.i df . i1 Streamng Engine: TCP Invalid linvalid segnent retransnissi on. drop 4
Ret ransni ssi on Packet dropped.
91.200. 12. 106 |Ukraine 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 4
2.54.128. 96 I srael 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
46. 19. 85. 35 I 'srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber aert 4
195. 160. 242. 40 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence I'nval i d AGK nunber noni t or 4
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
37.142.64.62 |Israel 147. 237. 72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 4
91.200.12. 136 |Ukraine 147.237. 77. 216 |dover.i df .i | drop SAMrule drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site dgnature Action ‘Count
85.250. 135.56 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Sane Response Code (404) Bl ock 189
85. 250. 135.56 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 104
85.250. 135.56 I srael 147.237.0.19 |nadi matal i df i [Jo° t, O Lhe Sene Fesponse (ode (403) Tn Session from Bl ock 86
176.13.16.233 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 74
109. 253. 199. 110]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 59
2.54.184.32 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 31
109. 253. 199. 110|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Too Many of the Same Response Code (404) B ock 16
176.13.18.233 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 14
176. 13. 0. 225 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 5
176.13.22.175 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
176.13.16. 113 |l srael 147.237.77.243|nobi [ e.i df . i | D stributed Unauthorized LRL Access on nobi | e.idf. il /sachar/index B ock 4
2.54.56.226 |Israel 147.237.77. 243|obi | e i df i1 |"oroneer pe Mol Lﬁ;ng':‘é‘:;jo"‘f;d n Bl ock 3
213.8.204.12  [Israel 147.237.76.42 |refuah.idf.il  |roreer Tvpe M olat fglg_tégi?ﬁghe.r:;xacem der 13txt LastNare in Bl ock 3
2.54.57. 236 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.148.161 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 3
2.52.52.10 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
80.179. 115. 198 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod CPTIONS for waw aka.idf.il/ B ock 3
46.211.34.236 |Wkraine 147.237.0.34 |tikshuv.idf.il [Miltiple Unauthorized URL Access from 46.211. 34. 236 B ock 2
176.13.13. 157 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode B ock 2
208. 184.112. 74 [United Sates [147.287.77. 216(dover. i df i1 [o ot GG RIS T Aeese o Bock |2
176.13.18. 51 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
176.13.2.54 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock
46.211.34.236 |Wkraine 147.237.0.34 |tikshuv.idf.il [PHP Attenpt B ock
107.178.194.79 |ited Sates [147.237.77. 216 |dover.idf il [0S Buted lT;;f;gg;g?ﬂeﬁvﬁff;p;” B ock 2
46. 19. 86. 28 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
212.179. 226. 169|l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df . i |/ mai n/ sachar/ defaul t. asp Bl ock 2
91.231.193.150 [Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Uhknown SSL Sessi on None 2
46. 19. 85. 101 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 2
176.13.12.234 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 2
204.13.200. 200 [Uhited Sates [147.237.77.216|dover.idf .|| D stri uted ff:;_t:;é;g?ﬂeﬁviﬁc_ispsn Bl ock 2
37.26.148.172 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock

31. 168. 23. 59 I srael 147.237.77. 216 |dover.i df .i | Mil tipl e Unaut hori zed URL Access from 31.168. 23. 59 B ock
185.32.179.89 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None
107.178.194.79 |Wited Sates |147.237.77. 216 |dover. i df .i | D stri bt oc gsgggzgfﬁeﬁvicffssp;n Bl ock 1
46.19. 85. 231 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/sachar/index B ock 1
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Attack None 1
80.179. 115. 198 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storage/files/8/ Bl ock 1
46.19. 85. 35 I srael 147.237.77.74 [lawidf.il I1egal HITP \ersion B ock 1
173.252.90. 120 |Uhited Sates |147.237.72.166|aka.idf.il Untraceabl e S3L Sessi ons: sigal gs oS Attack None 1
68.180.229. 173 |Wited Sates |147.237.72.166|aka.idf.il Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
2.54.157. 41 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 137. 24 |Israel 147.237.77. 243 |nobi l e. i df . i | Whaut hori zed LRL Access to nobile.idf.il/mlluiniindex B ock 1
2.54.0.204 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
46.19. 86. 179 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
80.246.139.59 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
46.19. 85. 75 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 1
31. 168. 23. 59 I srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to ww i df.il/inages/ 1. he/ trigger. png B ock 1
109. 253. 205. 213]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs oS Attack None 1
79.182.137. 142 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from79.182. 137. 142 Bl ock 1
212.179. 218. 166|l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
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