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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address |Site

|signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3208
81.218. 241. 26 | srael 147.237.72. 166 aka. idf.il Anonal y-TLS-renegoti ation-d i dest - r eset 179
79.177.11. 229 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets dr op 6
81.218. 206. 82 | srael 147.237.72. 167 ishurimaka.idf.il Bl ock Udp All _Nets drop 3
113. 64. 47. 110 Chi na 147.237.76. 202 e halag.idf.il Bl ock Udp All _Nets drop 2

89. 248. 172. 159 Net her | ands 147.237. 76. 148 ggcenter.aka.idf.il  |JLM Under Attack Con_Tcp drop 2
185. 130. 5. 224 147.237.76. 39 nobi | e.neitav.idf.il |Block Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qunt ry Target Address ‘Site |Sgnat ure Devi ce Action |Oount

151. 80. 31. 142 Italy 147. 237.76. 30 hi nush. i df.il 228: HITP.  AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

|Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 179
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
109. 253. 203. 180 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
94.102. 49. 54 147.237. 72. 166 Net her | ands aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
91.236.74.6 147.237. 76. 200 Pol and eitan aka idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 231. 193. 150 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
84.228. 181. 228 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
119. 46. 1. 66 147.237.77. 216 Thai | and dover.idf.il portscan: TCP Distributed Portscan 1
94.102. 49. 54 147. 237.77.178 Net her | ands e.matpash.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
94.102. 49. 54 147.237.0. 35 Net her | ands akavs.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
91.236.74.6 147.237.0. 19 Pol and nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 172. 159 147.237.0. 33 Net her | ands idf.il ET SCAN Potential VNC Scan 5900- 5920 1
84.108. 79. 168 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qount ry Target Address [Ste Signature
202. 3. 255. 143 |French Pol ynesi a 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 37
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 30
46. 193. 135. 230 [France 147.237.77. 233 |atal .idf.il drop First packet isn't SN drop 27
79.178.3.224  |Israel 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SYNRACK retransmt with monitor 27
different wndow scal e
138. 134. 102. 15 |I srael 147. 237.72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 27
2.54.36. 167 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 27
107. 167. 108. 69 |Lhited Sates 147.237.77. 216 |dover. i of .i SYN At t ack SYN -> SYN-ACK -> RST rej ect 18
46. 19. 85. 50 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber noni t or 17
79.178.3.224  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 17
81.218.241.26 |[lIsrael 147.237.72. 166 |aka. i of .i | drop First packet isn't SN drop 15
46.19. 86. 32 | srael 147.237.72. 167 |ishurimaka.idf .i|[Bad TCP sequence Inval i d ACK nunber noni t or 13
79.177. 208. 137 |l srael 147.237.72. 166 |aka.i df .i SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13
Sreanming Engine: TGP Invalid i i ssi
212.179. 21. 194 |I srael 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. 12
Ret r ansmi ssi on Packet dropped.
2.54.152.212 |Israel 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
reamn ine;: TCP Invali i i ssi
37.26.148.196 |Israel 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid invalid segnent retransmssion drop 9
Ret r ansm ssi on Packet dropped.
2.54.56. 62 | srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 8
ini i reamng Engine: TCP Invali i i ssi
176,106, 46, 74 [P eStnian Territoryly 1o ooz 26 200 eitan aka i i1 | SM NG Engine: TCP Inval id Jinvalid segnent retransnission drop 8
Cceupi ed Ret r ansni ssi on Packet dropped.
Sreaning Engine: TAP Invalid i i ssi
109. 253. 138. 60 |1 srael 147. 237. 76. 200 |ei tan. aka.i df . i 9 =g Invalid segnent retransmssion. g 8
Ret r ansmi ssi on Packet dropped.
46.19.85.137 |Israel 147.237.76.42 |refuahicf.il  |Bad TCP sequence SN retransmt wih different monitor |8
w ndow scal e
. . SYNretransmt wth different
46.19.85.137 |[lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e alert 8
80. 246. 139. 253 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
. . SYNtAXK retransmt with .
46. 19. 85. 167 | srael 147.237. 72. 156 |aman. i df .i | Bad TCP sequence di fferent w ndow scal e noni t or 7
2.54.27.53 I'srael 147. 237. 72. 167 |i shuri maka.i of .i [SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 234 | srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or
80. 246. 139. 253 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
Sreanming BEngine: TCP Invalid i i ssi
46.19.85.50  |Israel 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.128.102 |israel 147.237.77. 243 |mubile.i o .11 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
2.54.41.128 I'srael 147. 237. 72. 156 |anan. i df . i | SYN At ack SYN -> SYN-ACK -> RST rej ect
46.19.85.146 |[lIsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert
Sreaning Engine: TGP Invalid i i ssi
185. 32. 179. 157 |1 srael 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
46.19.85.178  [lIsrael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence Inval i d ACK nunber monitor (6
Sreanming Engine: TGP Invalid i i ssi
79.179.163.98 |Israel 147. 237.72. 166 |aka i f . 9 =g Invalid segnent retransmssion. 6
Ret r ansmi ssi on Packet dropped.
212.179. 21. 194 |l srael 147. 237. 72. 166 |aka. i of .i | SYN At ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 146 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TAP Invalid i i ssi
80. 246. 137. 39 |Israel 147.237.77. 243 |mubile.i o i1 9 =g Invalid segnent retransmssion. g 6
Ret r ansmi ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
37.26.148.172 |Israel 147.237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransmssion. g 6
Ret ransm ssi on Packet dropped.
91.200. 12. 136 |krai ne 147.237. 77. 216 |dover.i df .i | drop SAMrul e drop
46.19.85.213  |[lIsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or
46.19.85.146 |[lIsrael 147. 237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
. . SYNWAXK retransmit with .
46. 19. 86. 57 I srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence different vindow scal e monitor |4
212. 143.142. 56 [l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreaning Engine: TGP Invalid i i ssi
93.173.7.129 |israel 147. 237.72. 166 |aka i f . i 9 =g Invalid segnent retransmssion. 4
Ret r ansmi ssi on Packet dropped.
37.26.149.179 |l srael 147.237.72.166 |aka.i df .i | Bad TCP sequence nonitor (4
87.69.230.66 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.52.20.226 | srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 4
212.179. 21. 194 |l srael 147. 237. 72. 166 |aka. i of .i | SYN At ack SYN -> SYN-ACK -> RST aert 4
Sreaning Engine: TP Invalid i i ssi
213.57. 158. 224 |I srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Invalid segnent retransmssion. g 4
Ret r ansm ssi on Packet dropped.
46.19.85.214 |lIsrael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 50 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
41.33.232.66  |Egypt 147.237.77. 216 |dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor




01-18-2016-09:04:00 to 01-18-2016-10:04:00

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
176.13. 18. 51 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 48
176.13.11. 55 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response CQode B ock 47
109. 253. 208. 157 |l srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 35
109. 253. 197. 131 |l srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 35
176.13. 1. 40 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response CQode B ock 32
176.13.13. 157 |Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 29
109. 253. 192. 204|I srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 24
37.26.149.139 |[Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 22
109. 253. 136. 228]I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 16
176. 106. 46. 74 gjceusgi':('ja” Territory, 1147.237.0.34 |tikshuv.idf.il Distributed Too Miny of the Sane Response Code (404) Bl ock 16
. . . Too Many of the Same Response Code (404) in Session from
217.194. 202. 179/l srael 147.237.0.34 |tikshuv.idf.il 217 194. 202. 179 B ock 15
46. 19. 86. 178 | srael 147.237.0.19 |madimatal .idf.il [Ostributed Suspicious Response Code B ock 10
62.219.187.52 |[Israel 147.237.72. 166 |aka. i df . i | Ostributed Unauthorized Method for Known URL on aka.idf.il/ [B ock
2.54.155. 212 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock
62.219.187.52 | srael 147.237.72. 166 |aka. i df . i | Distributed Lhaut hori zed LRL Access on B ock 3
aka. idf.il/sip storage/files/4/
2.54.24. 86 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 3
37.26.149.230 |Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response ode B ock 3
46.19. 86. 16 I srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
46.19. 85. 124 I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code Bl ock 2
81. 218. 13. 254 | srael 147. 237.72. 166 |aka. i df . i | Dstri bu_t ed_Lhaut horl_zed Met hod for Known URL on B ock 2
ww aka. i df . i |/ honas/ si t e/
173.252.80. 115 |lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
46.211.34.236 |Wkraine 147.237.0.15 |kosher-kravi.idf.i|Miltiple Unauthorized URL Access from 46.211. 34. 236 Bl ock
. . Paraneter Read Qily Molation in
93.172.142.54 |Israel 147.237.72. 166 |aka. i df . i | v aka i of i 1/ti znor et/ f acy def aul t. asp None 2
173.252.80. 119 |Uited Sates 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
46.211.34.236 |Wkraine 147.237.0.15 |kosher-kravi . i df . i|PHP At tenpt B ock 2
176.13.22.175 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
149. 88.244. 96 |l srael 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.52.24. 106 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None 1
173.252.75.115 |Uhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
66.249.78.159 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/1589- en/dover.aspx [B ock 1
108. 186. 192. 44 |United Sates 147. 237.77. 216 |dover . i df . i | tnaut hor | zed URL Access to Bl ock 1
wan i df . i |/ shar ed/ user cont r ol s/ header upper /
46.211.34.236 |kraine 147.237.0.15 |kosher-kravi .idf.i|Miltiple Adnin B ocking from 46.211. 34. 236 B ock 1
195. 160. 242. 40 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/1 [B ock 1
2.54.152. 36 | srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
173.252.89. 231 |lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
. . . |Unaut hori zed URL Access to
80. 82. 64. 68 Net her | ands 147.237.0.19 |[madimatal .idf.il qassam ps/ {1 | es/ nar tyr s/ 37ee9280da. j pg B ock 1
: . . Unaut hori zed Met hod PCBT for
213.57.158. 224 |Israel 147.237.76. 200 ei tan. aka. idf i1 | i 1171093 7972- hel i t an. aspx None 1
. . D stributed Lhaut hori zed URL Access on
93.115.95.204 |Anonyrous Proxy 147.237.77. 216 |dover.i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
46.19. 86. 99 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S Sessi ons: sigal gs oS Atack None 1
185.32.179.89 |Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
80. 246.136.59 I srael 147. 237.72. 166 |aka. i df . i | thknown Pararet er __Vl EVETATEENCRYPTED in None 1
wanv aka. i df . i |/ mai n/ gi yus/ questi onnai r e. aspx
176.13.5. 11 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
2.54.23.98 I srael 147.237.77.243|nobi [ e.i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex Bl ock
66.249.78.173 |israel 147.237.77. 216 |dover . i df . i | Wnaut hori zed URL Access to B ock 1
ww i df.i | /atal /i zkor/ vi ew i ngt op. asp
] . . D stributed Lhaut hori zed URL Access on
204.13.200. 200 |thited Sates 147.237.77. 216 |dover . i df . i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Uhaut hori zed URL Access to
46.19. 85. 137 I srael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ styl e shar ed/ r eset . css B ock 1
. . Mil tiple Fullwdth/Hal fw dth Uhi code Encodi ng on
81.218.241.26 |[Israel 147.237.72. 166 |aka. i df . i | URL/ Par amet er (+) from 81. 218, 241. 26 B ock 1
80. 178. 157. 105 |l srael 147.237.72. 166 |aka. i df . i | Lt raceabl e S3. Sessi ons: sigal gs oS At ack None 1
173.252.90. 230 |lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
213.57.158. 224 | srael 147.237.76. 200 |ei tan. aka. i df .j| |-Know! Paraneter Searchfext in None 1

v ei tan. aka. i df . i1/938-he/ ei tan. aspx
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