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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3027
194. 90. 37. 175 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 6
69. 31. 51. 40 Anonynous Pr oxy 147.237.0. 34 tikshuv.idf.il Frk Purple Gn Limt Htp dr op 3
69. 31. 51. 40 Anonynous Proxy 147.237.0.34 tikshuv.idf.il Frk _Under Attack Con Htp drop 2
113.197.51. 199 Paki st an 147.237.77.176 nat pash. i df .| Frk_Under Attack Con_Tcp drop 2
89. 248. 168. 218 Net her | ands 147.237. 76. 30 hi nush. i df .i | ock Wp Al _Nets drop 1
185. 35. 62. 207 Sntzerl and 147.237. 76. 39 nobi | e.neitav.idf.il |Bock Np Al _Net drop 1
60.191. 244. 5 Chi na 147.237.76. 177 ncore.idf.il Bl ock_Udp All _Nets drop 1
89. 248. 168. 218 Net her | ands 147.237. 76. 42 refuah.idf.il B ock Wp Al Nets dr op 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

|Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 218
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 1
193. 169. 70. 108 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
113. 207. 36. 253 147.237. 76. 200 Qhi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
109. 64. 2. 90 147.237.77.216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
79.176.57. 95 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.179. 90 147. 237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
209. 126. 230. 71 147.237. 8. 46 Lhited Sates e.chi nuch. i df .i ET SCAN NVAP -sS w ndow 1024 1
193. 254. 206. 6 147. 237. 72. 166 I 'srael aka.idf.il portscan: TCP O stributed Portscan 1
148.177. 129. 212 147.237.77. 216 Eur ope dover.idf.il portscan: TCQP Distributed Portscan 1
113. 207. 36. 253 147.237.76. 177 (hi na ncore.idf.il ET SCAN Potential SSH Scan 1
108. 61. 228. 100 147.237.77. 170 Lhited Sates naar achot . i df .i ET SCAN NVAP -sS wi ndow 1024 1
72.52.68.2 147.237.76. 197 Lhited Sates e. hinush.idf.il ET SCAN NVAP -sS w ndow 4096 1
208. 115. 111. 73 147.237.77.216 Lhited Sates dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
69. 31. 51. 40 g”&;ymus 147.237.0.34 |tikshuv.idf.il  |drop First packet isn't SWN drop 152
French R -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 38
Pol ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
46.19. 86. 111 I srael 147.237. 72. 166 [aka.i df .i Bad TCP sequence Inval i d AGK nunber noni tor |28
199. 255. 210. 173 é{”&’;ym’“s 147.237.0.34 |tikshw.idf.il |drop First packet isn't SIN drop 26
80. 246. 133. 192 I srael 147.237.77. 233 |atal i of i Bad TCP sequence S retrensmt with different wndow | onivor |24
62.90.140.182 | srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence ig;e”a”s”"t wteh different wndow | ovor |21
46. 19. 86. 90 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 21
213.8.204. 45 | srael 147.237.76.86 |navy.idf.il drop SAMrul e drop 13
46. 19. 86. 217 | srael 147.237.72. 167 |ishurimaka. i df .i [Bad TCP sequence Inval i d ACK nunber noni t or 12
46.19. 85. 152 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval id ACK nunber alert 11
46. 19. 85. 152 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |11
213.8.204. 45 | srael 147.237. 72. 156 |anan.i df . i drop SAMrul e drop 8
Sreamng Engine: TCP Invalid ' i ssi
176.13. 0. 27 I'srael 147. 237.77. 243 |mobi l e. i . i 9 =g Invalid segnent retransmssion. Packet | 8
Ret ransni ssi on dr opped.
46. 19. 85. 139 | srael 147. 237. 77. 216 |dover.i df .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
79.179.148.235 |Israel 147.237.77. 233 |atal .idf il Bad TCP sequence i{;;e”ansm't wth different wndow | onivor |8
46. 19. 85. 152 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert 7
46. 19. 85. 139 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 152 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber moni tor |7
213. 8.204. 45 | srael 147.237.72. 166 |aka.idf . il drop SAMrul e drop 7
37.26.149.227 |lIsrael 147.237.72. 166 |aka. i df .il Bad TCP sequence nonitor |6
Sreamng Engine: TCP Invalid ' i ssi
46.19.85.176  |israel 147. 237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. Packet | 6
Ret ransni ssi on dr opped.
Russi an C e . illegal header fornat detected: .
46. 39. 55. 65 Fedor ot i on 147.237.72. 166 |aka.idf .il Bl ock HTTP Non Conpl i ant Nal for med HTTP fornat in request mnitor |6
Sreamng Engine: TCP Invalid ' i ssi
37.26.146.212 | srael 147. 237.72. 166 |aka i df . i 9 =g Invalid segnent retransmssion. Packet | 6
Ret ransni ssi on dr opped.
46. 19. 85. 81 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber alert 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 81 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |6
46. 19. 85. 131 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d ACK nunber alert 6
87.68. 77. 234 I srael 147. 237. 72. 166 |aka.i df .i | Bad TCP sequence nonitor |6
46.19. 85. 131 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |6
Sreaning Engine: TCP Invalid i i ssi
31.210.187. 173 |Israel 147.237.72. 166 |aka.i df . i 9 =9 Invalid segnent retransmssion. Packet | 6
Ret ransni ssi on dr opped.
110. 168. 232. 71 |Thai | and 147.237.77. 216 |dover.i df .i Bad TCP sequence Invalid AGK nunber noni tor |5
69. 31. 51. 40 ’;{”&';V"D“S 147.237.0.34 [tikshwv.idf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
87.68.77.234 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
41. 33. 232. 66 Egypt 147.237.77. 216 [dover.idf.il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data nonitor |5
2.52.166. 215 I srael 147.237.72. 156 |anan.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |4
46. 19. 85. 137 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
46. 19. 85. 80 I srael 147.237.72. 156 |anan.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
37.26.149.129 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |4
195.34.150. 18 |Austria 147.237.77. 216 |dover.i df .il Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data nonitor |4
37.26.149.129 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d sequence nunber noni tor |4
87.68.77. 234 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaning BEngine: TQP Invalid i i ssi
77.127.255.59  |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. Packet | 3
Ret ransni ssi on dr opped.
Sreamng Engi ne: TCP i
209.126.230. 71 |Wited Sates |147.237.77.176 |nat pash.idf.il g =g TCP segrent out of naxi num allowed |, ) 3
Segnent Limt Enforcenent sequence. Packet dropped.
Sreaning BEngine: TQP Invalid i i ssi
31.210. 187. 251 |Israel 147, 237. 72. 166 |aka. i df .| g =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.179. 152. 163 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansmi ssi on dr opped.
Sreaning BEngine: TQP Invalid i i ssi
109. 65. 135. 209 I srael 147, 237. 72. 166 |aka. i df .| g =g Invalid segnent retransmssion. Packet |, 3
Ret ransni ssi on dr opped.
87.68.77. 234 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 86. 63 | srael 147.237.72. 167 |ishurimaka. i df .i[Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid ' i ssi
2.54.178.243  |israel 147.237. 72. 166 |aka.i df .1 9 59 Invalid segment retransmssion. Packet | 3

Ret r ansm ssi on

dr opped.
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 245 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 109
46. 19. 85. 163 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 58
2.54.171. 242 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 40
109. 253. 207. 101 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 17
79.182.108. 179 |lIsrael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized LRL Access from 79.182. 108. 179 B ock 15
80. 246. 139. 1 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 8
199.203.132.2 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/ Bl ock 7
37.142.68.72 I srael 147.237.77. 176 |nat pash. i df . i | Lhaut hori zed LRL Access to ww cogat . i df.il/xmrpc. php B ock 3
46.19.85.3 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
46.19. 86. 110 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 178 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
46.19. 86. 203 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
37.142.68.72 | srael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt B ock 3
204.13.200.200 |United Sates [147.237.77. 216 |dover . i df .i | Dstri utec 1?;;}2%;;?28%\/?2222” Bock |2
176.13. 0. 27 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock
185.32.179. 114 |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
204.13.200.200 [Lhited Sates [147.237.77.216|dover . i df . il m:id?f’ti?‘; 1?3?;};;:15?2(5%\/?212” Bl ock 2
66. 249. 69. 34 I srael 147.237.77.216|dover.i df .l Unaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 1
149. 78. 244. 109 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None
107.178.194.79 |Uhited Sates [147.237.77. 216 |dover. i df .il D stri uted 1T§;t;§g;;eﬂeﬁvﬁcfsspf” Bock |1
46.19. 86. 45 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx Bl ock 1
209. 126. 230. 71 |Wnited Sates |147.237.77.74 |lawidf.il Unaut hori zed URL Access to / B ock 1
193. 252. 118. 176|France 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
80. 246. 133. 192 |[lIsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx Bl ock 1
37.26.148.144 |israel 147.237.72. 166 [aka. i df . i | Untraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
2.54.30. 144 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
Unaut hori zed URL Access to
157.55.39. 255 |Uited Sates |147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ t enpl at es/ honepage/ shar ed/ cl i ent scri pts/j query. pl ugi |Bl ock 1
ns/slider.js
68.180.230.29 [Uhited Sates |147.237.77. 176 |nat pash. i df . i | magﬁtgz pe M /olg;?;efsgggt@ais:x Bl ock 1
46.120.245.69 |[lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for v aka. i df.il/nai n/sachar/mas. aspx |Bl ock 1
109. 253. 204. 49 |l srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS At ack None
82.81. 34. 74 I srael 147.237.72. 166 |aka. i df . i | alf;':%fml I?%?ﬁ;thTXm?f;ﬁziima_'alm None 1
2.54.175. 33 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs DoS At ack None 1
180. 76. 15. 28 Chi na 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/nevsitelenglish/ B ock 1
66.249.78.159 |Israel 147.237.77.216|dover.idf .il D stributed Wnaut horized LRL Access on waw i df.il/error. htm B ock 1
157.55. 39. 15 Lhited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ webr esour ce. axd Bl ock 1
107.178.194.83 |Uited Sates [147.237.77.216|dover. i df il Dstri utec 1?;;}2;;5?2;’26\/?2222” Bl ock 1
46.19. 86. 99 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
209. 126.230. 71 |Uhited Sates [147.237.77.176 |nat pash. i df . il Unhaut hori zed URL Access to / Bl ock 1
37.26.148.149 |[Israel 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Qonnection - UWhknown SSL Sessi on None 1
198. 20. 69. 75 Lited Sates |147.237.76.39 |nobile. neitav.idf.il |Uhauthorized URL Access to 147.237.76. 39/ B ock 1
2.54.58. 206 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS Attack None 1
79.176.57. 95 I srael 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
51.265.38.230 [\ % 1147.27.77. 216|dover i df .i e 1) 1155, 25650 nel dover. aume Bock |1
109. 253. 205. 213|l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
207.46.13.105 |lhited Sates [147.237.0.16 nlyl- kosher -kravi . i df Lhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt |B ock 1
84.109.49.29 |israel 147.237.77. 216 |dover . i df . i | EQSS‘SLLE tégfﬁa_b*spﬁngiﬁli &;DETiﬁﬂcﬁng; on None 1
79.182.108.179 |Israel 147.237.77. 234 (hal ag. i df . 11 multor;?rsltlzig a1 sti(::)_st orage/fil es/ 7/ si 2e338x0/ 1777, pg Bl ock !
5. 29. 87. 56 I srael 147.237.76.42 |refuah.idf.il \;Pjrwa?:: o lty;e. i\'idfoll ialt /' fglgtrl];of:fbun;he‘-‘r;sl?)xacel-bl deriStxtlasthame in g o 1
185.32.179.28 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
2.52.53. 157 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SS. Sessi ons: sigal gs DoS At ack None 1

01-18-2016-08:04:07 to 01-18-2016-09:04:07




