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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3000
66. 249. 78. 146 | srael 147.237.72. 166 aka.idf.il TCP handshake viol ation, first packet not syn dr op 1209
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 3
89. 248. 168. 218 Net her | ands 147.237.76. 196 e.sviva.idf.il|Bock Udp All Nets drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 30 hi nush.idf.il |Bl ock Np Al _Net drop 1
85. 25. 43. 94 Ger nany 147.237.76. 30 hinush.idf.il [Bl ock Wdp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |Sgnature Devi ce Action |Oount |

105. 156. 77. 3 Mbr occo 147.237.72.166 |aka.idf.i||Q25: HITP. access to adninistrator/index. php -> Quaranti ne B ock 1




01-18-2016-07:04:01 to 01-18-2016-08:04:01

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 369
66. 249. 66. 81 147. 237. 76. 30 Lhited Sates hi nush. i df .i | ET SCAN NVAP -sA (2) 2
91.236.74.6 147.237.77. 212 Pol and e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
54.72.0.55 147.237.77. 216 Irel and dover.idf.il portscan: TCP O stri buted Portscan 1
218.246.0. 97 147. 237.72. 166 Chi na aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
201.31.2.45 147.237.72. 14 Brazil dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
183. 60. 48. 25 147.237.76. 31 Chi na nakchal . i df il ET SCAN Potential VNC Scan 5900- 5920 1
108. 61. 228. 100 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
212.235. 98. 139 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
201.31.2.45 147.237.72. 14 Brazil dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 3072 1
195. 34. 150. 18 147. 237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
108. 61. 228. 100 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

ountry Target Address |Ste Signature
French . . -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
Pol ynesi a
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
62.90. 140. 182 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence i’;:;e”ansm't with different wndow) o ivor |18
S reanmi ng Engi ne: TCP i i ssi
79. 181. 106. 129 |1 srael 147. 237. 76. 200 |ei tan. aka. i df i mNng Engine: 1 Invalid segnent retransmssion. drop 18
Inval i d Retransm ssion Packet dropped.
208.115.111. 68 |Lhited Sates |[147.237.77.74 [lawidf.il drop SAMrule drop 12
2.54.176.236 |Israel 147.237.72. 166 |aka i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 15 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |7
46.19.85.104 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.85.254  |Israel 147.237.0.15 |kosher-kravi.idf.il  [Bad TCP sequence I'nval i d ACK nunber nonitor |6
2.54.178.71 I srael 147. 237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19. 86. 92 I srael 147.237.77. 234 |halag.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
46.19.85.104 |[lIsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid AGK nunber aert 6
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
41.33.232.66 |Egypt 147. 237.77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data nonitor |5
S reani ng Engi ne: TCP ' i ssi
199.30.25.25 |wited Sates |147.237.76. 200 |eitan. aka i df il mng tngine- 1 Invali d segnent retransmssi on. drop 4
Inval i d Retransnm ssion Packet dropped.
185. 3.147.149 |[Israel 147.237.72. 166 [aka i df. | Bad TCP sequence I'nval i d ACK nunber nonitor |4
85. 65. 245, 118 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
80. 246. 139. 44 |l srael 147.237.72. 156 |anan.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
46.19.86.205 |l srael 147.237.72. 156 [anan. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |4
31.210.188.96 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber monitor |4
2.52.166.222 |[lIsrael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid AGK nunber noni tor |4
S reaning Engi ne: TCP i i sSi
138. 134. 102. 15 |I srael 147. 237. 72. 166 |aka. i of . i | mng tngine. Invalid segent retransmssion. drop 4
Inval i d Retransnissi on Packet dropped.
5.102. 253. 7 I srael 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data noni t or
S reaning Engi ne: TCP i
80.82.64.68  |Netherlands  |147.237.77. 170 |naarachot.idf. il g =g TCP segnent out of maxi mum drop 3
Segnent Limt Enforcenent al | oned sequence. Packet dropped.
S reani ng Engi ne: TCP i i ssi
2.54.168.33  |Israel 147.237.72. 166 |aka i df .i mNng Engine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
reamng Engi ne: T i i ssi
84.109. 165. 19 |Israel 147. 237. 72. 166 |aka.i df . Streamng Engi ne: TCP Ivalid segnent retransnssion. drop 3
Inval i d Retransnission Packet dr opped.
S reani ng Engi ne: TCP i i ssi
176.13.20. 136 | srael 147. 237. 77. 243 |nobi l e, of . mNng Engine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
46. 19. 86. 63 | srael 147.237.72. 167 |i shurimaka.i df il Bad TCP sequence Invalid ACK nunber noni t or 3
S reani ng Engi ne: TCP ' i ssi
149. 78. 226. 239 || srael 147. 237. 72. 166 |aka. i f . i1 mng tngine- 1 Invalid segnent retransmssi on. drop 3
Inval i d Retransnm ssion Packet dropped.
5.102. 253. 7 I srael 147.237.72. 166 [aka i df .| Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 86. 92 I srael 147.237.77. 234 |hal ag.idf i1 Bad TCP sequence I'nval i d ACK nunber noni t or
S reani ng Engi ne: TCP i i ssi
62.90. 140. 182 |Israel 147.237.72. 166 |aka i df .i mNng Engine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i SSi
84.228.83.112 |Israel 147. 237. 72. 166 |aka. i df . i mng gl ne. 1 nvalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dr opped.
- S reanming Engi ne: TCP TCP segnent out of naximum
80. 82. 64. 68 Net her | ands 147.237.76.86 |navy.idf.il Segment Linit Enforcenent al | oved sequence. Packet tropped. drop 3
S reaning Engi ne: TCP i
209.126.230. 71 |Uited Sates |147.237. 76. 147 |chi nuch. aka. i df .i | g =g TCP segnent out of maxi mum drop 3
Segnent Limt Enforcenent al | oned sequence. Packet dropped.
S reaning Engi ne: TCP i i ssi
37.26.147.152 |Israel 147.237.72. 166 |aka i df .i M Nng Engine: 1 Invalid segnent retransmssion. drop 3
Inval i d Retransm ssion Packet dropped.
121.54.54.139 |Philippi nes 147.237. 77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber mnitor |3
Russi an D St reaming Engi ne: TCP Invalid segnent retransmssion.
141.8.132. 112 . 147.237.72. 166 |aka. i df . il . .. droj 3
Federati on Invalid Retransnssi on Packet dr opped. P
2.52.166.174 |Israel 147. 237.77. 226 "f"l"“ha”atz' aka.1dl 1pad TCP sequence Inval i d ACK nunber alert 2
37.26.147.167 |israel 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 15 I srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
109. 67. 229. 229 |l srael 147. 237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect
2.52.166.174 |Israel 147.237.77. 226 “:"I"’“hamz' aka- 10 1pad TGP sequence Inval i d ACK nurber moni tor |2
37.26.149. 225 |israel 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
Sreanming Engi ne: TCP i i ssi
66.249. 78. 146 |United Sates |147.237.72. 166 |aka.idf. il mng Engine: 1 Inval i d segnent retransmssi on. drop 2
Inval i d Retransnission Packet dropped.
2.52.133. 64 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d ACK nunber noni t or
2.54.176.236 |Israel 147.237.72. 166 [aka. i df . i | Bad TCP sequence I'nval i d ACK nunber aert
77.127.14.104 |israel 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engi ne: TCP i i ssi
207.46.13.94 |lnited Sates |147.237.72. 166 |aka. idf.il mng Engine: 1 Invalid segnent retransmssion. drop 2
Inval i d Retransmi ssion Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176. 13. 4. 252 | srael 147.237.0.19 |nadimatal .idf.il|DOstributed Suspicious Response Code B ock 97
109. 253. 213. 200|1 sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 94
176. 13. 0. 249 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 51
46. 19. 85. 38 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code B ock 30
176.13.5. 226 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 23
46.19. 85. 38 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Too Many of the Sane Response Code (404) Bl ock 20
31.168.64.190 | srael 147.237.0.19 |nadimatal .idf.il ;2?1'\6%%22;26 Sane Response (e (404) in Session from Bl ock 12
109. 253. 145. 78 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code Bl ock 9
31.168.64.190 |Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 6
79.178.198.197 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 4
149.78.12. 4 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 149.78.12. 4 Bl ock 3
46. 19. 85. 245 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
176.13.19. 30 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 85. 94 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
109. 253. 203. 42 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
46. 19. 85. 185 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 2
68.180.229.173 [lnited Sates  [147.237.72.166|aka.idf.il Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 2
109. 253. 203. 33 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 2
66.249.78.166 |lIsrael 147.237.77.216|dover. i df .i | Mil tipl e Uhauthorized LR Access from 66.249. 78. 166 B ock 1
204.13.200.200 [Uhited Sates  [147.237.77. 216 |dover. i df .i | D stri buted lfﬁgfggzgi?ﬂeﬁﬁc_fpzn Bl ock 1
46.19. 86. 113 I srael 147.237.72. 166 [aka. i df . i | SSL Wntraceabl e Connection - Unknown SSL Sessi on None 1
107.178.194.79 [Uiited Sates  [147.237.77. 216 |dover. i df .|| Dstri utec 1?;;}2;;5?2;’26&?222” B ock 1
217. 69. 136. 203 g;z:;nl on 147.237.77. 216 |dover . i df . i | O stributed Uhaut hori zed URL Access on wwwyidf.il/aman B ock 1
77.247.181.162 |Netherlands  |147.237.77.216|dover. i df .i | Dstri utec 1?;;}2%;?&%&?222” B ock 1
62.90.140. 182  [Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
176.13.20.136 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
80. 246. 136. 198 |[Israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
2.52.167. 27 I srael 147.237.77. 243 |nobi [ e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/sachar/index B ock 1
66.249.78.234 | srael 147.237.72. 166 |aka. i df . i | ﬂ?”tzggr ;Zéfee% Sf;e;sa;g/ i esi 2170282, pel Bl ock 1
208.115.111. 74 [thited Sates  |147.237.77.233|atal .idf. il mu;lhalor_'iifi H}eﬁcaels;/tsf‘ared/ user controf s/ header upper B ock 1
46. 19. 86. 113 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e S3L Sessi ons: sigal gs DoS Attack None 1
37.26.147.194 |[israel 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
107.178.194.83 |Uhited Sates  |147.237.77. 216 |dover. i df . i | w11 1155, 25650 nel dover. aum Bock |1
66.249.75.107 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock
185. 32.179. 179 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs DoS Attack None

Uhknown Paraneter catld in
80. 246. 140. 125 |l srael 147.237.72. 166 |aka. i df . i | wa aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ r esour ces/ i nages/ mast er / f avi con |None 1

.gf
2.54.30. 144 | srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
208.184.112. 74 [Uited Sates  [147.237.77.216 |dover. i df il D stri uted 1T§§_t'£§éi3§_eﬂe}'}w§°_i§spf” Bl ock 1
68.180.228. 112 |Wited Sates 147.237.77.216|dover. i df .i | Paraneter Type M ol ati on PageNumin v i df.il/1399-en/ dover.aspx |B ock 1
46.19.86.144  |israel 147.237.72.166 |aka. i df . i | mnai‘f:i (;"fa.ri"’l"}rer:;gl gi_)/\Ss/E\ﬁeTQTiﬁmagxi n None 1
80. 82. 64. 68 Net her | ands 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to gassamps/fil es/ nartyrs/37ee9280da. j pg |B ock 1
66.249.78. 4 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1273- he/ at al . aspx B ock 1
195. 154. 194. 111|France 147.237.77.74 [lawidf.il PHP At t enpt Bl ock 1
46.19. 85. 240 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
84.108.36.112 |l srael 147.237.77. 216 |dover. i df . i | Uhaut hori zed URL Access to waw idf.il/aman B ock 1
5.22.129. 254 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
209.126.230. 71 |lhited Sates  [147.237.76. 147 |chi nuch. aka. i df . i|Whaut hori zed URL Access to / Bl ock 1
176.13.18. 143  |Israel 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: sigal gs DoS Attack None 1
46.19. 86. 179 I srael 147.237.72. 166 [aka. i df . i | Uhtraceabl e SI. Sessi ons: si gal gs DoS Attack None 1
109. 253. 145. 108]I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S3. Sessi ons: si gal gs oS Attack None 1
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