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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3193
196. 200. 16. 202 Kenya 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1

146. 185. 239. 100 Russi an Federation 147.237. 76. 147 chi nuch. aka.i df . il bl ock-sp-traf 1 drop 1

196. 200. 16. 203 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
222.186. 190. 81 Chi na 147.237.0. 17 mny-kosher-kravi .idf.il Frk Purple Gon_Linit Htp drop 1

196. 200. 16. 201 Kenya 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
222.186. 190. 81 Chi na 147.237.0. 17 m ny- kosher -kravi .idf . il Frk_Under Attack _Con Htp drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry |Target Addr ess |Site |S gnature Device Action |Oount |

138.128. 20. 250 |Lhited Sates 147.237.77.233 |atal . i df . [16798: HITP. G\U Bash HTTP Header Renote Code Execution Wul nerability |B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

202.3.255.143 |147.237.77. 216 ;r)le;f:sia dover i df .l GPL SCAN nmap TCP 517
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 3
41.33.231.90 |147.237.77.216 |Egypt dover.idf.il Tehila - Perl LW with fake user agent 2
91.236.74.6 147.237.76. 34 |Poland yohal an. i df .i| ET SCAN Potential SSH Scan 1
88.204. 187. 90 [147.237. 76. 200 |Kazakst an eitan aka.idf.il ET SCAN NMAP -sS wi ndow 3072 1
88.204. 187.90 |147.237. 76. 200 |Kazakst an eitan aka.idf.il ET SCAN NVAP -f -sS 1
97 14.105. 165|147 237.76. 30 |chni na hivmsh i df | ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.246.0.97 |147.237.0.17 [China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
199. 191. 56. 187 [147.237.76.86 |lLnited Sates [navy.idf.il ET SCAN NMAP -sS wi ndow 2048 1
96.80.210. 70  |147.237.72.166|lLhited Sates |aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 114 [147.237.0.15 |Wkraine kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
88.204. 187. 90 |147.237. 76. 200 |Kazakst an eitan aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
218.246.0.97 |147.237.8.28 |China e.nobi | e-ks.idf.il ET SCAN NVAP -sS wi ndow 1024 1
208.67.1.11 147.237.0.35 |Lhited Sates |akavs.idf.il ET SCAN Potential SSH Scan 1
199. 191. 56. 187 [147.237.76.86 |lnited Sates [navy.idf.il ET SCAN NMAP -sS wi ndow 4096 1
199. 191. 56. 187 [147.237.76.86 |Lhited Sates [navy.idf.il ET SCAN NVAP -f -sS 1
96.80.210. 70  [147.237.72.217|lnited Sates [e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
French . . -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
Pol ynesi a
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
2.52.52.177 I srael 147.237. 77. 216 [dover.i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 14
172.58.17.111 |Wnited Sates [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
173.208. 136. 170|Lhited Sates |147.237.0.15 |kosher-kravi.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data monitor |10
185.93. 35. 18 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
213.8.204.5 I srael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
41.33.232.66 Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data monitor |6
46. 19. 85. 30 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 30 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |6
S reamng Engi ne: TCP i i ssi
109. 64. 146. 235 | srael 147.237.72. 166 |aka.i df . mng engine. 1 nvalid segnent retransmssi on. drop 6
Inval i d Retransm ssi on Packet dr opped.
80. 246. 136. 13 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 176 I srael 147.237.72. 167 |i shuri maka.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
S reamng Engi ne: TCP i i ssi
46.19. 85. 3 I srael 147. 237. 72. 166 |aka i of . i | mng tngihe- 1 Invalid segnent retransmssion. drop 3
Invalid Retransnission Packet dropped.
Sreamng Engi ne: TCP i
80. 82. 64. 68 Netherlands |147. 237. 76. 200 |ei tan. aka.i df . 9 =9 TCP segnent out of maxi mum drop 3
Segnent Linit Enforcenent al | oned sequence. Packet dropped.
S reamng Engi ne: TCP i i ssi
185.3.144.62  |Israel 147. 237. 72. 166 |aka i of . i | mng tngihe- 1 Invalid segnent retransmssion. drop 3
Invalid Retransnission Packet dropped.
41.33.231.90 Egypt 147.237.77. 216 [dover.idf . i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |3
S reamng Engi ne: TCP i i ssi
109.64.3.135  |israel 147.237.72. 166 |aka.i df . mng engine. 1 nvalid segnent retransmssi on. drop 3
Invalid Retransm ssi on Packet dr opped.
195.34.150. 18 |Austria 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpl i ant Fai |l ed to handl e connection data monitor |3
Sreamng Engi ne: TCP i i ssi
31.168.64.190 |l srael 147.237.72. 166 |aka i df i mng tngine. 1 nval i d segnent retransmssi on. drop 3
Inval id Retransm ssion Packet dropped.
S reaning Engi ne: TCP i i ssi
82.81.18.212  [israel 147.237. 72. 166 |aka. i df . i mng thgine. nvalid segnent retransmssi on. drop 3
Inval i d Retransnission Packet dropped.
79.176.112. 129 |lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
185. 93. 35. 18 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
176.13.6.161  [Israel 147.237.0.07 | kosher-kravi-1d|pag TP sequence Invalid ACK nurber alert 2
185.93. 35. 18 147. 237.77. 216 |dover.idf .il SYN Attack rej ect 2
176.13.6.161  [Israel 147.237.0.17 |V kosher-kravi-1d|pag TP sequence Invalid AGK number moni tor |2
49.229.104.77 |Thailand 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
S reanming Engi ne: TCP i i ssi
109. 253. 196. 209 |l srael 147. 237.77. 243 |nobi L e.i df .| mng Ehgine: 7 nval i d segnent retransmssi on. drop 2
Inval id Retransm ssion Packet dropped.
80. 246. 136. 162 |l srael 147. 237. 72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 2
66. 87. 64. 115 Uhited Sates [147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
84.94.57.223 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d AGK nunber monitor |1
80. 82. 64. 68 Netherlands |147.237.76. 200 |eitan. aka.idf.i | Bad TCP sequence I'nval i d AGK nunber monitor |1
185. 3. 144. 62 I srael 147.237.72. 166 |aka. i df i Bad TCP sequence I'nval i d ACK nunber nonitor |1
74.82.47.8 Uhited Sates [147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf orcenent  |drop 1
176.13. 6. 161 | srael 147.237.0.15 |kosher-kravi.idf.il Bad TCP sequence Invalid ACK nunber alert 1
128. 232. 110. 28 E?Ir:;gom 147.237.77. 227 |e. hanaz. i df .i | Geo- | ocati on enf or cement Geo-1 ocation inbound enforcenent |drop 1
216.218.206. 74 |Lhited Sates |147.237. 72. 156 |anan.idf . il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.142.236. 254 |lsrael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
81. 169. 237. 146 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 1
185. 93. 35. 18 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti neout alert 1
80. 82. 64. 68 Netherlands |147.237.72.217 e idf.il Geo- | ocati on enf or cenent Geo-l ocation i nbound enforcenent |drop 1
178. 255. 215. 87 |France 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
66. 87. 64. 115 Lhited Sates |147. 237. 77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
171.99.174.33 |Thail and 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber nonitor |1
. . SYNVACK retransmt wth different .
88.190. 218. 121 |France 147.237.77. 216 |dover. i df .il Bad TCP sequence wi ndow scal e nonitor |1
208.115.113.84 |lLhited Sates |147.237.77.74 [lawidf.il drop SAMrule drop
74.82. 47. 20 Lhited Sates |147. 237. 77. 176 |nat pash. i df . | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
176.13. 6. 161 I srael 147.237.0.15  |kosher-kravi.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
31.168.64.190 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 84
46. 19. 85. 82 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 80
31.168.64.190 | srael 147.237.0.19 |nadi matal .idf.il Too Many of the Sane Response Cbde (404) in Session from Bl ock 72
31. 168. 64. 190
46.19. 86. 114 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 50
46.19. 86. 114 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code Bl ock 11
109. 253. 203. 42 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 11
m ny- kosher - kravi . i i i
176. 13. 6. 161 — 147 237.0. 17 TT]/ Mitiple Illegal Byte Gde Character in Paraneter Val ue from B ock 4
df.il 176. 13. 6. 161
m ny- kosher - kravi . i _ _
176. 13. 6. 161 | srael 147.237.0. 17 df il Mitiple |llegal Parameter Encoding from176. 13. 6. 161 None 4
173.208. 136. 170|Uhited Sates |147.237.0.15 |kosher-kravi.idf.il Mil tiple Admin B ocking from 173.208. 136. 170 B ock 3
46.19. 86. 241 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46. 19. 85. 245 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock 3
176.13.10. 246 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 2
] . . Paraneter Type Mol ati on PageNumin
68.180.228.112 |lhited Sates |147.237.77.216|dover.idf.il v i df i 1/1283- en/ dover . aspx Bl ock 2
212.199.57.196 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 2
] - . DO stributed Whaut horized URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 2
217. 69. 136. 205 RJSIS:;ni on 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wwuidf.il/en B ock 1
. . - Unaut hori zed URL Access to
80. 82. 64. 68 Net her | ands 147.237.76.200|ei tan. aka. i df . i | qassam ps/ i | es/ mart yr s/ 37ee9280da. j pg B ock 1
. . Unaut hori zed URL Access to
66.249.69.34  [Israel 147.237.77. 216 [dover. i df . il v i dff . i 1/ 1133- 19405- he/ dover . aspx) Bl ock 1
waww chanat z. aka. i df |Waut hori zed URL Access to
157.55.39. 224 |lhited Sates  |147.237.77.226| . ’ ) wwy chanat z. aka. i df . i 1/t enpl at es/ shar ed/ user cont r ol s/ navmenu/ u |B ock 1
0l ndef i ned
] - . DO stributed Whaut horized URL Access on
107.178.194.83 |lhited Sates |147.237.77.216|dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
. . Unknown Paranet er anp; docid in
66.249. 78. 254 |Israel 147.237.72. 166 |aka. i df . i | A A None 1
v aka. i df . i |/ mai n/ gi yus/ gener al . aspx
] . . Unaut hori zed URL Access to
207. 46. 13. 47 Lhited Sates |147.237.72.166|aka. i df . il v aka, i of i1/ i 1V gi yus/ ww navy. i df i | B ock 1
- kosher - kravi . i ode i
176.13.6.161  |Israel 147.237.0.17 |1 WY KOSher-xra 'llegal Byte (bde Craracter in Parameter \alue at 9 for B ock 1
df.il mny-kosher-kravi . i df .il/aj ax/ creat ecapt chai nage. aspx
46.19. 86. 109 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e S Sessi ons: si gal gs oS Attack None
2. 54. 149. 104 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None
Russi an . . Paraneter Type Mol ation InfoCenterltemin
128. 70. 102. 149 er ati on 147.237.77.74 |lawidf.il W | aw i of i |/t enpl at es/ get il ef getfi | e, aspx B ock 1
217.69. 136. 209 RJF Sﬁ::ﬂ on 147.237.77. 216 |dover.i df . i | Lhaut hori zed URL Access to wwidf.il/atal 1/izkor/ mai n. asp Bl ock 1
85.179. 185. 104 |Ger many 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wawi i df.il/894-en/i df gdover. aspx B ock 1
66.249.75.6 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
. . D stributed Uhauthorized URL Access on
198. 50. 200. 135 [Canada 147.237.77. 216 (dover. i df . il v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
37.26.149.252 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
. - . DO stributed Whaut hori zed URL Access on
168.1.99.197  |Australia 147.237.77. 216 (dover. i df . il v i dff . i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
; . ; O stributed Whaut horized URL Access on
107.178.194.87 |lhited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 1
] . . Unaut hori zed URL Access to
207. 46. 13. 94 Wiited Sates [147.237.72. 166 |aka. i df.il v aka i df i |/ i v gi yus/ el t av@d . gov. i | B ock 1
. . Unknown Paraneter docl.. in
66. 249. 78. 254 | srael 147.237.72. 166 |aka. i df . i | wiw aka. i df . i | / nai 1V gi yus/ gener al . aspx None 1
m ny-kosher-kravi.i |illegal Paraneter Encoding 3& E_
176.13.6.161  |israel 147.237.0.-17 14 ) ROUS7ME74zm rbXa@Yw! j hcd>. *v$: vXAJi 1 X7U d! 1 f @ b3?z None !
2.54.150. 219 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e S Sessi ons: sigal gs oS Atack None 1
Russi an . . Paraneter Type Mol ati on PageNumin
128. 70. 102. 149 eration 147.237.77. 176 [nat pash. i df . i | v cogat . i df . i |/ 1038- he/ cogat . aspx Bl ock 1
87.69. 14. 155 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DoS At ack None 1
66.249. 75.127  |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147.237. 76. 42/ styl el shared/ t ext . css |B ock 1
- . O stributed Whaut horized URL Access on
204.11.50.131 [Canada 147.237.77. 216 (dover. i df . il v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
; . ; O stributed Whaut horized URL Access on
107.181.174.84 |lhited Sates |147.237.77.216|dover.idf.il v i dff . i 1/ 1133- 22461- he/ dover . aspx. B ock 1
] - . O stributed Whaut horized URL Access on
208.184.112.74 [Wited Sates [147.237.77.216 |dover.idf . i v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
Russi an . . Paraneter Type Molation SortDr in
128.70.102.149 |- 1o o 147.237.77. 176 |mat pash. i df . i | v cogat . i df . i |/ 1038- he/ cogat . aspx B ock 1
] - . O stributed Whaut hori zed URL Access on
107.178.194.79 |Wnited Sates  [147.237.77.216|dover. i df .il v i dff . i |/ 1133- 22638- hel dover . aspx. Bl ock 1
66.249. 78.166 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw i df.il/hi nush B ock 1
] - . DO stributed Whaut horized URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
173.208. 136. 170|Lhited Sates |147.237.0.15 |kosher-kravi.idf.il Mil tipl e Unhaut hori zed URL Access from 173.208. 136. 170 B ock 1
46. 19. 85. 110 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessi ons: sigal gs oS Attack None 1
77.125.116.30 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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