01-18-2016-05:04:04 to 01-18-2016-06:04:04

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il

Daily Report

|Top Target s |
2, 000
1, 5001" M dover. idf.il
. M ishurimaka.idf.il
1, 000+ M aka.idf.il
- M refuah.idf.il
Number 500+ M nat pash. i df . i |
thcks | W awidh.il
M sviva.idf.il
M atal.idf.il
nakchal . i df .i |
M ny- kosher-kravi .idf.il

Top Tar get

[Top Attackers |

1, 600+

W 167. 114. 156. 16
202. 3. 255. 143
I 41.33.231. 90

46. 19. 86. 153
N”'éber Il 80. 82. 64. 68
At t acks M 169.229.3.91
I 176. 13. 8. 50

W 195. 34. 150. 18
209. 126. 230. 71

91. 200. 12. 106
N(,Sb QQD q'\r Q)Q o) /\'\' @Q) .
o (OV > e} (,DQ' be q,
& roq‘q, © ® » >

Top Attackers



01-18-2016-05:04:04 to 01-18-2016-06:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3273
212.179. 54. 237 | srael 147.237.77. 176 nat pash. i df . i | ock_Udp All _Nets drop 3
115. 239. 228. 10 Chi na 147.237. 76. 38 eeneitav.idf.il |JLM Under Attack Con Htp drop 2
108. 162. 177. 43 Canada 147.237.76. 34 yohal an. i df .| Block Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

202.3.255.143  [147.237.77. 216 ;f;fgsia dover i df .l GPL SCAN nmap TCP 518
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
117.79. 130. 206 |147.237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
117.79. 130. 206 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential SSH Scan 1
91.236.74.6 147. 237. 77. 226 |Pol and ww chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
80. 82. 64. 68 147. 237. 77. 235 |Net her | ands sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 1
920, 133. 210. 24 |147. 237. 76. 31 |Tai van vekehal i df i1 ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
193. 105. 134. 220|147. 237.8.28 |Sweden e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
117.79. 130. 206 |147. 237. 76. 177 [Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
117.79. 130. 206 |147.237.76.39 |China nobi | . nei tav. i df.il ET SCAN Potential SSH Scan 1
104. 236. 118. 142(147. 237. 0. 16 ny- kosher - kravi .i df . SERVER APACPE Apache mod_ss| non-SS. connection to SSL port |,
deni al of service attenpt
91.236.74.6 147. 237. 76. 200 |Pol and eitan aka idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.0.34 |China tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
168. 62. 238. 153 |147.237.8.50 |lhited Sates |e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1




01-18-2016-05:04:04 to 01-18-2016-06:04:04

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
French . . -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
Pol ynesi a
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
46. 19. 86. 153 | srael 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 34
176.13.8.50 [Israel 147.237.76.42 |refuah.if.il Bad TCP sequence S retransmt with different wndowl o vor |17
109. 64. 147. 15 |l srael 147.237.72. 166 |aka.i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |6
171.99. 174. 197 [Thai | and 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |6
41. 33. 232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |5
58. 9. 202. 79 Thai | and 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor |4
91.200.12.106 |Wkraine 147.237.77.74 |lawidf.il drop SAMrule drop 4
195. 34.150. 18  |Austria 147.237.77. 216 |dover. i df .| B ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |4
o Sreamng Engi ne: TCP TCP segnent out of naxi mum
80. 82. 64. 68 Netherlands [147.237.77.235(sviva.idf.il Segrent Limit Enforcenent al | oned sequence. Packet dr opped. drop 3
L Streamng Engi ne: TCP TCP segnent out of naximum
80. 82. 64. 68 Netherlands [147.237.77.176 |nat pash.idf.il Segnent Limt Enforcenent al | oved sequence. Packet dr opped. drop 3
S reaming Engi ne: TCP i i ssi
79.176.161.1  |israel 147. 237. 72. 166 |aka i of . i | mng tngine. 1 Invalid segnent retransmssion. drop 3
Inval id Retransm ssion Packet dropped.
Sreamng Engi ne: TCP i
80. 82. 64. 68 Netherlands |147.237.77. 233 |atal .idf.il 9 =9 TCP segment out of maxi mum drop 3
Segnent Linit Enforcenent al | oned sequence. Packet dropped.
S reaming Engi ne: TCP i
209.126. 230. 71 |United Sates |147. 237. 72. 166 [aka.idf . il 9 =g TCP segnent out of maxi mum drop 3
Segnent Linit Enforcenent al | oned sequence. Packet dropped.
91.200.12.106 |Wkraine 147. 237.77. 216 |dover.idf.il drop SMMrule drop
91.200.12.136 |lkrai ne 147.237.76.31 |[nakchal .idf.il drop SAMrul e drop
S reaning Engi ne: TCP i i ssi
66.249.69.93  |Wnited Sates |147.237.72. 166 |aka.idf .il mng =ngine: nvalid segnent retransmssi on. drop 2
Inval id Retransm ssion Packet dropped.
91.200.12.136 |Wkraine 147.237.77. 216 |dover.idf.il dr op SAMrul e drop
211.30.234.198 |Australia 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
67.142.112.27 |Wited Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
S reamng Engi ne: TCP i i ssi
207.46.13.94  |United Sates |147. 237. 72. 166 |aka i df .11 mng Ethgl ne. 7 nvalid segnent retransmssi on. drop 2
Inval id Retransm ssion Packet dropped.
184. 105. 139. 99 |Uited Sates [147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
169. 229. 3. 91 Lhited Sates |147.237.77.74 |[lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
216.218. 206. 110|lnited Sates |147.237.77. 121 |e. navy.idf.il Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf or cenent  |drop
169.229.3.91  |wited Sates [147.237.0.17 ;“lnly kosher-kravi-id|oyN At ack SYN -> SYN-ACK -> RST reject |1
209.59.172.13 |Uhited Sates |147.237. 77. 216 |dover.idf.il B ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |1
184. 105. 247. 211 |Wnited Sates [147.237.0.35 |akavs.idf.il drop drop 1
80. 82. 64. 68 Netherlands [147.237.77.233atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
169. 229. 3. 91 Lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
209.126.230.71 |Lnited Sates |147.237.77. 227 |e. hanaz.i df . il Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf orcenent  |drop 1
128. 232. 110. 28 LKJ?Ir:;éjom 147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
198. 20. 69. 74 Whited Sates |147.237.0.19 |[nadimatal .idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
84.94.85.10 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber alert 1
184.105. 139. 110|lhited Sates |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enforcenent |drop 1
80. 82. 64. 68 Netherlands [147.237.77. 178 |e. nat pash. i df . i | Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf orcenent  |drop 1
169. 229. 3. 91 Lhited Sates |147.237.77. 121 |e. navy.idf.il Geo- | ocati on enf or cement Geo-1 ocation inbound enforcenent |drop 1
216.218. 206. 114|Wnited Sates |147. 237. 77. 226 :":"W chanatz. aka. 1df. |\ af t ack SYN -> SYN-ACK -> RST rgect |1
169. 229. 3. 91 Lhited Sates [147.237.8.24 |elifestyle.idf.il Geo- | ocati on enf or cenent Geo-l ocati on inbound enf orcenent  |drop 1
209.126.230. 71 |Wnited Sates |147. 237. 72. 166 |aka. i df.i Bad TCP sequence Inval i d ACK nunber aert 1
184. 105. 247. 223|lnited Sates [147. 237. 76. 198 |e. yohal an.i df . i Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf orcenent  |drop 1
178.63.17.130 |Ger many 147.237.77. 176 |mat pash. i df .i | Bl ock HTTP Non Conpl i ant Fail ed to handl e connection data monitor |1
80. 82. 64. 68 Netherl ands  |147.237.77. 121 |e. navy.idf.il Geo- | ocati on enf or cenent Geo-l ocation i nbound enforcenent |drop 1
169. 229. 3. 91 Lhited Sates [147.237.76. 197 |e. hi nush. i df .i | Geo- | ocati on enf or cenent Geo-1 ocati on inbound enf orcenent  |drop 1
141.212. 121. 192|hited Sates |147.237.76. 199 |e. nakchal .idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
84.94. 85. 10 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 139. 119|Lhited Sates |147.237.77. 178 |e. nat pash. i df .i | Geo- | ocati on enf or cenent Geo-| ocation inbound enforcenent |drop 1
80. 82. 64. 68 Netherlands [147.237.77.212|e. dover.idf.il Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf orcenent  |drop 1
169. 229. 3. 91 Lhited Sates [147.237.77. 205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216. 218. 206. 124|United Sates |147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
: . . D stributed WUhaut hori zed URL Access on
204.13.200.200 |thited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22638- hel dover . aspx. B ock 2
149. 78. 244. 109 |l srael 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 2
. . . D stributed Uhaut hori zed URL Access on
208.184.112.74 [Wited Sates [147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 2
91. 214. 201. 107 :F')Sg‘fac ¢ [147.287.0.19 |nadimatal.idf.il  |thauthorized UR Access to 147.237.0.19/ Bock |1
67.142.112.27 |lnited Sates [147.237.77.216|dover.idf .il SSL Untraceabl e Connection - Qpen Mde None 1
. . . . Uhaut hori zed URL Access to
180. 76. 15. 155 Chi na 147.237.76.200 (ei tan. aka. i df . i v ei tan. aka. i df.il/tenpl at es/ shar ed/ user cont r ol s/ header upper/ B ock 1
. . Unhaut hori zed URL Access to
66.249.64.3 I srael 147.237.77. 176 |nat paSh' idf.il wan cogat . i df. il /tenpl at es/ shar ed/ user cont r ol s/ header upper / Bl ock !
m ny- kosher-kravi . i
169. 229.3.91 Lhited Sates 147.237.0. 17 of fTiyl Illegal Byte Gode Character in Method B ock 1
: . . O stributed Whaut hori zed URL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover. i df .i | v i dff i |/ 1133- 22638- he/ dover . aspx. B ock 1
. ] Uhaut hori zed URL Access to
80. 82. 64. 68 Net her | ands 147.237.77. 176 |nat pash. i df . i | qassam ps/ {1 | es/ nartyr s/ 37ee9280da | pg B ock 1
209.126.230.71 |lLhited Sates [147.237.72.166|aka.idf .il Unhaut hori zed URL Access to / B ock
169.229. 3. 91 Lhited Sates [147.237.77.74 |lawidf.il Illegal Byte Gode Character in LR B ock
. . Uhaut hori zed URL Access to
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ show or um asp B ock 1
37.142.68.72  |[Israel 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt B ock
150. 70. 173. 41  |Japan 147.237.77.216|dover.i df .i | D stributed Unauthori zed URL Access on 147. 237.77. 216/ Bl ock
ny- kosher -kravi . i df |sg. untraceabl e Gonnection - Protocol violation
104. 236. 118. 142 147.237.0. 16 T (SSL_CONN QLI ENT HELLO) None 1
68.180.228. 112 |lhited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin waw i df.il/1283-en/ dover. aspx |B ock 1
198. 20. 69. 75 Lhited Sates [147.237.0.19 |nadimatal .idf.il D stributed Unauthorized URL Access on 147.237.0. 19/ B ock 1
ny- kosher - kravi . i df _ o
66. 249. 66. 128 | srael 147.237.0. 16 O Lhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt |B ock 1
169. 229. 3. 91 Uhited Sates [147.237.72.167|i shurimaka.idf.il Ml tiple Abnormal |y Long Request from 169.229.3.91 Bl ock 1
109. 64. 147. 15  |Israel 147.237.72. 166 [aka. i df . i | Lhtraceabl e S3. Sessi ons: si gal gs DoS Attack None 1
80.82.64.68  |Netherlands  |147.237.77.233|atal .idf.il tnaut hor i zed UR. Access to . Bock |1
gassam ps/ fil es/ mart yr s/ 37ee9280da. j pg
169. 229. 3. 91 Lhited Sates |147.237.77.74 |lawidf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91  [B ock 1
. . O stributed Whaut hori zed URL Access on
66.249.78.104 |Israel 147.237.72. 166 |aka. i df . i | 147 237. 72, 166/ r obot 5. t xt Bl ock 1
37.142.68.72 I srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to www cogat.idf.i|/xnrpc. php B ock 1
150. 70. 173.51  |Japan 147.237.72. 166 [aka. i df . i | Distributed Unauthori zed URL Access on 147. 237. 72. 166/ B ock 1
. . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77.216|dover. i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
] . . Paraneter Type M ol ati on PageNumin
68.180.230. 224 |lhited Sates |147.237.76.31 [nakchal .idf.il vaw nakhal i df . i 1/ 1072- he/ nakhal . asp Bl ock 1
200.127. 84.104 |Argentina 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for Bock |1
wan aka. i df . i |/ mai n/ gi yus/ def aul t. aspx
169. 229. 3. 91 Lhited Sates |147.237.72.167i shuri maka.idf.il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91  [B ock
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ i shuri nd mai n/ B ock
Russi an . . Paranmeter Type M ol ati on PageNumin
128.70.102.149 | oo o 147.237.77.74 |lawidf.il vaww mag, | df . 1/ 209- he/ pat zar . aspx B ock 1
. . . Unhaut hori zed URL Access to
80. 82. 64. 68 Net her | ands 147.237.77.235|sviva.idf . i | qassam ps/ {1 | es/ nar tyr s/ 37ee9280da. j pg Bl ock 1
Unknown HTTP Request Method [[#7]] oUA SA, VA3 ASAl A
169. 229. 3. 91 Uited Sates |[147.237.77.74 |lawidf.il ZA, A?Ra [ [ #11] ] ALl Avz A-TAA4A?A A-7A! AYA- Az B ock 1
Ae A [[#15] ] [ [#8]] A8% gAl A—A?A% FTWin URL
. . Uhaut hori zed URL Access to
66.249.78.159 |[Israel 147.237.77.216|dover. i df . i | vwe i dff. i 1/ engl i sh/ neve/ bri ef i ng060102 B ock 1
54.67.7.128 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il |[Dstributed Unauthorized URL Access on 147.237. 76. 39/ B ock 1
150. 70. 188. 182 [Japan 147.237.77.216|dover. i df .i | D stributed Unauthori zed URL Access on 147.237.77. 216/ Bl ock 1
} . . D stributed Uhaut hori zed URL Access on
107.178.194.79 |Uhited Sates |147.237.77.216|dover.idf .il v i dff i 1/ 1133- 22638- he/ dover . aspx. B ock 1
] . . Parameter Type M ol ati on PageNumin
68.180.230. 224 [Wited Sates [147.237.76.31 |nakchal .idf.il vw nakhal i df . i 1/ 1117- he/ nakhal . asp B ock 1
169. 229. 3. 91 Wited Sates [147.237.76.86 |navy.idf.il Illegal Byte Qde Character in Method B ock 1
66.249.75.123 |[Israel 147.237.72. 166 [aka. i df . i | D stributed Waut hori zed UR. Access on 147.237.72. 166/ B ock 1
91. 214. 201. 107 g"ﬁﬁi’ o 147.237.0.15 |kosher-kravi.idf.il [uauthorized URL Access to 147.237.0.15/ B ock 1
176. 13. 8. 50 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset.css [B ock 1
. . Uhaut hori zed URL Access to
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72, 166/ mai 1/ gi yus/ gener al . aspx B ock 1
54.183.239.135 |[lhited Sates [147.237.76.39 |nobile.neitav.idf.il [Wauthorized URL Access to 147.237.76. 39/ B ock 1
157.55.39.230 |Uited Sates |[147.237.72.166|aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
: . . D stributed WUhaut hori zed URL Access on
107.178.194.83 |[lhited Sates |147.237.77.216 [dover.idf.il v i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
74.82.47.3 Lhited Sates [147.237.72.166|aka.idf .il Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.74 |lawidf.il Abnormal |y Long Request net hod B ock 1
- kosher - kravi . i df i
66.249.78.20  |israel 147.237.0.16 | Unauit hori zed LR Access to o Bock |1
il waw ny- kosher-kravi .idf.il/tenpl ates/|ogin/login. aspx
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