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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3001

115. 239. 228. 10 Chi na 147.237.76. 199 e.nakchal .idf.il |JLM Under Attack _Con Htp drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2

116. 31. 6. 254 Chi na 147.237.76. 34 yohal an. i df . | Block Udp All Nets drop 1

89. 248.174. 4 Net her | ands 147.237. 76. 30 hi nush. i df.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |Sgna1 ure Devi ce Action |Oount
151. 80. 31. 144 Italy 147.237.76.31 nakchal .idf.il 28: HITP.  AhrefBot craw er B ock 1
188. 165. 15. 98 France 147. 237. 76. 200 eitan. aka.idf.il 28: HITP. AwrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Ste

|Signature

202. 3. 255. 143 147.237.77. 216 French Pol ynesi a dover.idf.il GPL SCAN nmap TCP 528
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
218. 246. 0. 97 147.237.72. 14 Chi na dover.idf.il (ol d) ET SCAN NVAP -sS wi ndow 1024 1
191. 240. 136. 5 147.237.8.14 Brazil e.orchot.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
45.32.75. 110 147. 237.76. 39 nobi | . mei tav.idf.il ET SCAN NVAP -sS wi ndow 4096 1
45, 32. 75. 110 147. 237.76. 39 nobi | e. nei tav. i df.il ET SCAN NVAP -f -sS 1
209. 126. 230. 71 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
191. 240. 136. 5 147.237.0.19 Brazil nedi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
45, 32. 75. 110 147. 237.76. 39 nobi | e. nei tav. i df.il ET SCAN NMVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Territory, Qcupi ed

‘Attacker Qountry |Target Address [Ste Signature
202. 3. 255. 143 |Fench Pol ynesi a 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 37
41.33.231.90 |Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
41.33.232.66 |Egypt 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpliant [Failed to handle connection data  [nonitor
195. 34.150. 18 |Austria 147.237.77. 216 |dover.idf . i1 Bl ock HTTP Non Gonpliant |[Failed to handl e connection data  [ronitor
S reaning Engi ne: TCP i i ssi
66.249. 78. 146 |Uited Sates 147.237.72. 166 |aka i df .i mng tngine: 1 Invalid segnent retransmssion. |y, 4
Inval i d Retransmi ssion Packet dr opped.
Sreaning Engi ne: TCP i
80.82.64.68  |Netherlands 147.237.72. 167 |i shuri maka. i df . i 9 Ehg TCP segnent out of maximm g 3
Segnent Linmt Enforcenent |alloved sequence. Packet dropped.
65.32.90.233 |lited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
idf [Streamng Engi ne: TCP i
209. 126. 230. 71 |Wited Sates 147. 237. 77. 206 | "W chamat z. aka. i df 9 =g TCP segnent out of maximum g 3
Ll Segnent Limt Enforcenent |alloved sequence. Packet dropped.
S reani ng Engi ne: TCP i i ssi
141.8.132.112 |Russian Federation |147. 237. 72. 166 |aka.i df .i mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransni ssion Packet dr opped.
Sreaming Engi ne: TCP Invalid segnent retransnission
2.54.59. 52 | srael 147.237.72. 166 |aka. i df i . . ' dro 3
Inval id Retransm ssion Packet dr opped. P
S reani ng Engi ne: TCP i
80.82.64.68  |Netherlands 147. 237. 72. 156 |anan. i df .i 9 =g TP segnent out of maximum . 3
Segnent Linmt Enforcenent |alloved sequence. Packet dropped.
91. 200. 12. 136 |lkraine 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
91.200. 12. 141 |kraine 147.237.77.74 |lawidf.il drop SAMrule drop 2
46.19. 85. 6 I srael 147.237.77. 243 |nobi | e.i of .i | Bad TCP sequence Inval i d ACK nunber noni tor |2
91.200. 12. 141 |krai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
46. 19. 86. 193 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 2
91. 200. 12. 136 |krai ne 147.237.76.31 |nakchal .idf.il drop SAMrul e drop 2
Pal esti ni an S SYNVAK retransmt wth different .
5.102. 105. 84 Terri tory, Gooupi ed| 247" 237.77. 216 [dover.idf .| Bad TCP sequence i ndow scal e monitor |2
125. 46. 26. 253 |Chi na 147.237.76.42 |refuah.idf.il drop SAMrule drop 2
Pal esti ni an C e . .
5.102. 105. 84 Territory, Qreupi ed 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
208.115. 113. 84 |Lhited Sates 147.237.77.74 |lawidf.il drop SAMrule drop 1
77.247.181. 165 |Net her| ands 147.237.77. 216 |dover. i df . i | Drectory Traversal directory traversa overflow monitor |1
171.25.193. 78 |Sweden 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow monitor |1
49.229.57.241 |[Thailand 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.122. 90 |Uhited Sates 147. 237.76. 200 [ei tan. aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 1
37.48.80.73 Net her | ands 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow monitor |1
104.130.78.65 |[Lhited States 147.237.77. 216 |dover. i df . i1 Bl ock HTTP Non Conpliant [Failed to handle comnection data  [monitor |1
209.126. 230. 71 |Wited Sates 147.237.77. 226 [} chanat z. aka. 1df |paq TOP sequence Invalid ACK nunber aert 1
5.22.135.205 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
80. 82. 64. 68 Net her | ands 147.237.72. 167 |i shurimaka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
198. 50. 210. 164 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
67.80.56.251 |Lhited Sates 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber aert 1
169.229.3.91 |Uhited Sates 147.237.76. 44 |e.refuah.idf.il Geo-1 ocati on enf orcenent |Geo-location i nbound enforcenent |drop 1
41.34.238.100 |Egypt 147. 237. 77. 170 |maar achot . i df . i | Bl ock HTTP Non Conpliant [Failed to handle connection data [monitor |1
128.232. 110. 28 |Uhited Kingdom |147.237.8.28 |e.nobile-ks.idf.il Geo-1 ocati on enforcenent |Geo-location inbound enforcenment |drop 1
Pal esti ni an . . .
5.102. 105. 84 Territory, Gecupi ed 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunier monitor |1
209. 126. 230. 71 |Lhited Sates 147.237.0.19 |nadimatal.idf.il Bad TCP sequence Invalid ACK nunber alert 1
80. 82. 64. 68 Net her | ands 147.237.72. 156 |anan. i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
176. 126. 252. 11 |Ronani a 147.237.77. 216 |dover. i df .| Drectory Traversal directory traversa overflow monitor |1
50.28.99.117 |lhited Sates 147.237.77. 216 |dover.idf .| Bl ock HTTP Non Conpliant [Failed to handle comnection data  [monitor |1
141.212.122. 91 |Uited Sates 147.237.76. 200 |ei tan. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
37.187. 129. 166 |France 147.237.77. 216 |dover. i df .| Drectory Traversal directory traversa overflow monitor |1
104.192.0.18 |[lnited Sates 147.237.77. 216 |dover.idf .| Drectory Traversal directory traversal overflow nonitor |1
209. 126. 230. 71 Wi ted Sates 147.237.77. 226 Wi"l"'“hamz' aka.ldl |gad TCP sequence Inval i d ACK nunber moni tor |1
5.79.68. 161 Net her | ands 147. 237.77. 216 |dover.idf .il Orectory Traversal directory traversal overflow mnitor |1
199. 87. 154. 255 [Canada 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow moni tor |1
67.80.56.251 |Lhited Sates 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber monitor |1
169.229.3.91 |lhited Sates 147.237.76.196 [e.sviva.idf.il Geo-l ocati on enforcenment |[Geo-location inbound enforcenent |drop 1
128. 232.110. 28 |Uni ted Kingdom |147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
5.102.105.84 | estinan 147. 237. 77. 216 |dover. i df . SYN At t ack SYN -> SYN-ACK - > Ti meout aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.118. 155. 216 |Wkrai ne 147.237.77.216|dover. i df .i | Mil tipl e Waut hori zed URL Access from 46. 118. 155. 216 B ock
149. 78. 244. 109 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None
109. 253. 203. 42 |l srael 147.237.0.19 |[madimatal .idf.il Suspi ci ous Response Code B ock
} . . Uhaut hori zed URL Access to
72.9.148. 10 Lhited Sates |147.237.76.86 [navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
] . . D stributed Uhaut hori zed URL Access on
204.13.200. 200 |lhited Sates |147.237.77.216 [dover.idf.il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
37.142.68.72 I srael 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to www cogat.idf.il/xnirpc. php Bl ock 1
169. 229. 3. 91 Lhited Sates |147. 237. 77. 216 [dover.i df .i | Illegal Byte Gode Character in Header Nane B ock 1
] . . O stributed Unaut hori zed URL Access on
107.178.194.79 |Wnited Sates |147.237.77. 216 [dover. i df .i | v i dff i |/ 1133- 22461- he/ dover . aspx. Bl ock 1
. . Unknown Paraneter hc_| ocation in
66.249. 78. 254 |l srael 147.237.72. 166 |aka. i df . i | ww aka. i o i |/ i 1Y gf yus/ general . aspx None 1
. . . Uhaut hori zed URL Access to
185.23.106. 47 |Ukrai ne 147.237.77. 216 [dover . i df . i | wan i df . i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx?&anp Bl ock !
80. 82. 64. 68 Net herl ands  [147. 237. 72. 156 [anan. i df . i | Uhaut hori zed URL Access to gassamps/fil es/ martyrs/ 37ee9280da. j pg |B ock 1
207. 46. 13. 24 Lhited Sates |147. 237.72. 166 [aka. i df . i | Unknown Paraneter docid i n ww aka.idf.il/giyus/ganda/default.asp  |None
46.118.155. 216 |Ukrai ne 147.237.77. 216 |dover .i df . i | O stributed PHP A tenpt B ock
Illegal Byte Code Character in Method A»AE) A [ #6]] ZA $A%o
! . . [[#31]]1b*[[#4]] sA-a" ~<gA%o
169.229.3.91  |Wnited States |147.237.77. 216 [dover. i df. il Fol [#25]] A4 [ #31]] [ [#6]] AvAo2Fuke] [ #25]] S<A ASXARA Bl ock 1
[[#301]sA[[#0]]
} . . DO stributed Whaut hori zed URL Access on
107.178.194. 83 |[lhited Sates [147.237. 77. 216 |dover . i df . i | v i dff i |/ 1133- 22638- hel dover . aspx. Bl ock 1
: . . Uhaut hori zed URL Access to
68.180.228. 175 |lhited Sates |147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994~ 9023- he/ r ef uah. aspx Bl ock 1
187. 160. 205. 72 |Mexi co 147.237.77.216|dover. i df .i | Unhaut hori zed URL Access to www i df.i|/894-en/i df gdover. aspx B ock 1
157.55.39. 200 |lhited Sates |147.237.72.166|aka. i df .il Uhknown Paraneter sidescroll in aka.idf.il/giyus/|eshakot/ None 1
80. 82. 64. 68 Net herl ands |147.237.72. 167 |i shurimaka. i df.il |Unauthorized URL Access to gassam ps/files/ martyrs/ 37ee9280da.jpg |B ock 1
} . . DO stributed Whaut hori zed URL Access on
208.184.112.74 |lhited Sates |147.237.77.216 [dover. i df.i | v i dff i |/ 1133- 22461- hel dover . aspx. Bl ock 1
169. 229. 3. 91 Uhited Sates |147.237. 77. 216 |dover. i df . i | Mal formed URL B ock 1
. . . DO stributed Whaut hori zed URL Access on
109. 163.234.2  [Ronani a 147.237.77. 216 [dover. i df . il v i dff i |/ 1133- 22638- he/ dover . aspx. Bl ock 1
68.180.229.239 |Lhited Sates [147.237.72. 166|aka.idf.il Uhaut hori zed URL Access to wwn aka.idf.il/tiznoret/home B ock 1
195. 154. 227. 118|France 147.237.72. 166 [aka. i df . i | I11egal HITP \ersion HITH B ock 1
31.13.110.126 |ireland 147.237.72. 166 |aka. i df . i | SIS Untraceabl e Qnnection - sigal gs DoS Attack None 1
] . . Uhknown Par anet er 4f9c0c80 in
157.55.39. 225 |Uhited Sates |147.237.72. 166 [aka. i df . i | vow aka. i dff i 1/ mai n/ hore/ def aul t . aspx None 1
. . URL is Above Root DOrectory
85.10.210.199  [Ger many 147.237.77. 216 [dover. i df . il Wi of i1/ / shared/cl i entscri pts/j query/] auery-1.4.2. .| s Bl ock 1
46.118. 155. 216 |kraine 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to ww i df.il/xnrpc. php B ock 1
) wwv. chanat z. aka. i )
209. 126.230. 71 |lhited Sates |147. 237.77. 226 df il Uhaut hori zed URL Access to / Bl ock 1
NULL Character in Method A>AE) A [ #6]] ZA $A%d[ [ #31] ] b*[ [ #4]] sA-
169. 229. 3. 91 Uhited Sates |147. 237. 77. 216 [dover. i df . i | a" ~<gR%oA?[ [ #25] ] AR [ #31] ] [ [ #6] | A2A?2Fuls] [ #25] ] S<A- ASXA?A" Bl ock 1
[[#30]]sA[[#0]]
195. 154. 227. 118|France 147.237.77. 216 |dover . i df . i | Il1egal HITP \ersion HITH B ock
37.142.68. 72 I srael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock
169. 229. 3. 91 Lhited Sates [147.237.77. 216 |dover.idf .i | Abnormal |y Long Request net hod B ock 1
. . D stributed Uhaut hori zed URL Access on
87.118.91. 140 |Ger many 147.237.77.216|dover.i df .i | v i dff i 1/ 1133- 22461- he/ dover . aspx. Bl ock 1
66.249.78.234 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
. ] . Uhaut hori zed Met hod CPTIONS for
212.8.35.178 Ukrai ne 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ nai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut huser B ock !
Unknown HTTP Request Method A»AE) AZ[ [ #6] ] ZA" $A%
! . . [[#31]]1b*[ [ #4] ] sA-a" ~<gA%o
169.229.3.91  |[Lhited Sates [147.237. 77. 216 |dover. i df .i | Fol [#25]] A4 [ #31]] [ [#6]] AAe2Fuke [ #25]] S<h ASXARA Bl ock 1
[[#30]]sA[[#]]] in LR
141.212.122.81 |Wited Sates |147.237.76.200]|ei tan. aka.idf.i | Unaut hori zed URL Access to /X B ock
74.82.47.2 Uhited Sates |147.237.77. 216 [dover.i df . i | Unhaut hori zed URL Access to 147.237.77.216/ B ock
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