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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3000
123.151. 149. 222 Chi na 147.237.76. 196 e.svivaidf.il |JLM Under_ Attack_Con_Tcp drop 2
89.248.174. 4 Net her | ands 147.237.76. 31 nakchal .idf.il |Block Np All Net drop 1
89.248.174. 4 Net her | ands 147, 237.76. 201 e atal.idf.il Bock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

202.3.255.143  [147.237.77. 216 ;f;fgsia dover i df il GPL SCAN nnmap TCP 519
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 4
27.251. 16. 85 147.237.77. 216 |Indi a dover.idf.il GPL SCAN nmap TCP 2
66.249. 78. 79 147.237.77.233|Wited Sates |atal.idf.il ET SCAN NVAP -sA (2) 2
101 179, 226. 157|147 237 8. 28 |mrasil o robil ks, idf ] ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

168. 62. 238. 153 |147.237.76.30 |lhited Sates |hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
80. 82. 64. 68 147.237.77.19 |Netherlands  |lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
209. 126. 230. 71 |[147.237.0.19 |lWited Sates |nadimatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
191.240.136.5 |[147.237.77.61 |Brazil e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
168. 62. 238. 153 [147.237.76.42 |thited Sates [refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
88.204.187.90 [147.237.76.34 |Kazakstan yohal an. i df.il ET SCAN NVAP -sS w ndow 4096 1
218. 246. 0. 97 147. 237. 77. 226 |Chi na waw chanat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
204.151. 244. 17 |147.237.77.227 |Uited Sates |e hanaz.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
French . . -
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 37
Pol ynesi a
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 30
68.195.154. 253 |United Sates [147.237.76.42 |refuahich.il Bad TCP sequence SN retransmt with different moni tor |29
w ndow scal e
46. 19. 85. 144 I srael 147.237.76.30 [hinush.idf.il Bad TCP sequence Inval i d ACK nunber moni tor |13
46. 19. 85. 144 I srael 147.237.76.30 |himush.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 12
S reaning Engi ne: TCP i i ssi
108.88.110.63 |Wited Sates |147. 237.76. 200 [eitan. aka i df il mng tngine: ! Invalid segnent retransmssion. drop 10
Inval i d Retransnission Packet dropped.
195.34.150.18 |Austria 147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Failed to handl e connection data monitor |5
70.199.112.33 |lWited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 5
41.33.232. 66 Egypt 147.237.77. 216 [dover.idf i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |5
213.8.204. 64 | srael 147.237.72.166 |aka.idf .il dr op SAMrul e drop 4
Sreaning Engi ne: TCP i i ssi
199.30.24.153 |Wnited Sates |147.237.76. 200 |eitan. aka.idf i mng tngine: ! Invalid segnent retransmssion. drop 4
Inval i d Retransnission Packet dropped.
Russi an . D St reaning Engi ne: TCP Invalid segnent retransnission.
130. 193.51.91 . 147.237.76. 200 |eitan. aka.i df . il . .. droj 3
Federati on Invalid Retransm ssi on Packet dr opped. P
Sreaning Engi ne: TCP i
209.126.230. 71 |Wited Sates |147.237.0.19 |nadimatal.idf.il 9 =g TCP segment out of maxi mum drop 3
Segnent Linmt Enforcenent [allowed sequence. Packet dropped.
S reaning Engi ne: TCP i
80. 82. 64. 68 Net her | ands 147.237.77.19 [lawforumidf.il g_ _g TCP segnent out of maxi mim drop 3
Segnent Linit Enforcenent [alloved sequence. Packet dropped.
. . i.id|Stream ng Engi ne: TCP i
209.126.230.71 |United Sates |147.237.0.17 |MMY-kosher-kravi.id 9 =9 TCP segment out of maxi mum drop 3
flil Segnent Linmt Enforcenent [allowed sequence. Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
89. 108. 144. 114 |Lebanon 147.237.77.176 |nat pash. i df . il dr op Frst packet isn't SYN drop 2
217.132.41.176 |[Israel 147. 237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
171. 96. 167. 248 |[Thai | and 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber moni tor |2
178. 255. 215. 87 |FRrance 147.237. 72. 167 |i shuri maka. i df . il drop SAMrul e drop 2
184.105. 139. 102|Lhited Sates [147.237.76.196|e.sviva.idf.il Geo-1 ocat i on enf or cenent Geo- 1 ocation i nbound enforcenent |drop 1
169. 229. 3. 91 Lhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.82 |lnited Sates |[147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.80 |China 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |1
80. 82. 64. 68 Netherlands  |147.237.77.19 |lawforumidf.il Bad TCP sequence Inval i d ACK nunber aert 1
169. 229. 3. 91 Lhited Sates [147.237.77. 170 |nmar achot . i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.39. 216. 131 Net her | ands 147.237. 76. 148 |gacenter. aka. i df . i | dr op drop 1
141.212.122. 196|Uhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212. 121. 192|nited Sates [147.237.72. 166 [aka. i df.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
209.126.230.71 [Uited Sates [147.237.0.17 |V kosher-kravi-1d|gag TCP sequence Inval i d ACK nunber aert 1
107.142.145.4 |Wited Sates |[147.237.77.216 [dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 106|Lhited Sates |[147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91 Lhited Sates [147.237.0.200 |ndu.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |dr op 1
141.212.122.87 |Uited Sates [147.237.76.197 |e. himush.idf.il Geo- 1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |drop 1
209.126.230.71 |[Wited Sates [147.237.0.33 |[idf.il drop drop 1
128. 232. 110. 28 E?';gegom 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
195. 154. 146. 225|F ance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
80. 82. 64. 68 Net her | ands 147.237.77.19 |[lawforumidf.il Bad TCP sequence Inval i d ACK nunber monitor |1
141.212.122. 197|Uhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 192|lhited Sates [147.237.77.121|e.navy.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
209.126.230.71 [Uited Sates [147.237.0.17 |V kosher-kravi-1d|gag TCP sequence Inval i d ACK nunber moni tor |1
184. 105. 139. 106|Uhited Sates |147.237.77. 205 |prisha.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Uited Sates |147.237.72. 156 |anan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.88 |lhited Sates |147.237.76.197|e. hinush.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |dr op 1
209. 126.230. 71 |Wnited Sates |147.237.0.35 |akavs.idf.il drop drop 1
128. 232. 110. 28 zlnt:gom 147. 237. 76. 198 |e. yohal an.i df .i | Geo- | ocati on enf or cenent Geo-| ocati on inbound enf orcenent |drop 1
195. 154. 146. 225|France 147.237.77. 233 |atal .idf.il drop SAMrul e drop
157. 56. 0. 165 Lhited Sates [147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 1
141.212.121. 192|wited Sates |147.237. 77. 226 ;":’“"‘Chamz' aka.idf- o\ At ack SYN -> SYN-ACK -> RST rgect |1
119. 140. 202. 86 |Chi na 147.237.77. 176 |nat pash.i df .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |1
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|Top Attackers In V\AF|

Devi ce

A tacker

ountry Target Address |Site Sgnature Action ‘Count

107.178.194. 87 |lLhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to waw i df.il/1133-22638- he/ dover. aspx. |B ock 1
68.195. 154. 253 |Lhited Sates [147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Mthod A+ [#0]][[#0]]1[[#0]] Ad¢ Bl ock 1
204.13. 200. 200 |Uhited Sates [147. 237. 7. 216 |dover. i df . | D stri buted 1T§;f;§g;§?ﬂeﬁvfrc_f:p£” Bock |1
66.249.78. 159 |l srael 147.237.77.216|dover. i df . il D stributed Unaut hori zed URL Access on wwuidf.il/error.htm B ock 1
169.229.3.91 |Wiited Sates |147.237.72. 156 |anan. i df . i | &'e?%angt]exg%ix?;(;fﬁf 'n R [[#24]] AcexSkn 9A A2 Bl ock 1
169.229.3.91 |lhited Sates [147.237.0.34 |tikshuv.idf.il Dstributed I11egal Byte Gode Character in Mthod B ock 1
80. 82. 64. 68 Netherlands [147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to gassamps/fil es/ martyrs/ 37ee9280da. j pg |Bl ock 1
209. 126. 230. 71 |Lhited Sates |147.237.0. 17 g}: niyl- kosher - kravi . | Lhaut hori zed URL Access to / B ock 1
169.229.3.91 |Wited Sates |147.237.77. 170 |maarachot . i df .| ku_%?% Z%iﬁﬁﬂ“??&% }\»n;\('\.ﬁa%d[ [b;é?] ?fogm” AR B ock 1
66. 249, 78. 254 |Israel 147.237.72. 166 |aka. i df . i | m”;’k"‘; i:ir_"’mtgj n?%;'yics"/"geﬁgr iaJ”_ asix None 1
5.39.216.131 |[Netherlands |[147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
169.229.3.91 |thited Sates |147.237.72.156|anan.idf.il Dstributed I11egal Byte Qode Character in Mthod Bl ock 1
141.212.122. 81 |Uhited Sates [147.237.0.15 |kosher-kravi.idf.il [Wauthorized URL Access to /x B ock 1
68.195. 154. 253 [Lhited Sates [147.237.76.42 |refuah.idf.il Mal formed URL B ock 1
207.46.13.24 |thited Sates [147.237.72.166|aka.idf.il Ml tipl e Unaut horized URL Access from 207.46. 13. 24 Bl ock 1
66. 249. 78. 166 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to waw i df.il/newsit B ock 1
169.229.3.91 |lhited Sates [147.237.76.200(eitan. aka.idf.il Mil tiple Abnornal |y Long Request from 169.229. 3. 91 B ock 1
169.229.3.91 |lnited Sates [147.237.0.34 |tikshuv.idf.il Dstributed Ml fornmed LR B ock 1
209. 126. 230. 71 |Lhited Sates [147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to / B ock 1
91.109. 247. 173 z‘i;;gom 147. 237.77. 216 |dover . i df . i | D stri ot ec 1?;;}:§;gi?ﬂe%v§?isp£” Hock |1
169.229.3.91 |lhited Sates |147.237.77.170|nmaarachot.idf.il I1l1egal Byte Qde Character in LR Bl ock 1
68.180. 228. 112 |Lhited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin vww i df.il/1806-he/ dover. aspx |B ock 1
66.249.69.26 |Israel 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to waw i df.il/error. htm Bl ock 1
169.229.3.91 |Lhited Sates |147.237.72. 156 |anan.idf.i | Distributed Ml forned URL B ock 1
157.55.39. 224 |lited Sates [147.237.76. 147 [chi nuch. aka. i df .i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .i1/404. htm Bl ock 1
68.195. 154. 253 |Lhited Sates [147.237.76.42 |refuah.idf.il NULL Character in Method A[[#0]][[#0]][[#0]]AA¢ Bl ock 1
207.46.13.24 |Whited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to ww aka. i df . il/nai n/giyus/..aspx Bl ock 1
169.229.3.91 |Wited Sates [147.237.76.200|eitan. aka.idf.il Mitiple Illegal Byte Code Character in Mthod from169. 229, 3. 91 B ock 1
66.249. 78.173 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/ vi ew i ny. asp Bl ock 1
169.229.3.91 |lhited Sates [147.237.0.34 |tikshuv.idf.il D stributed Unknown HTTP Request Met hod Bl ock 1
216.218. 206. 68 |Lhited Sates [147.237.72.167 i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
91.109. 247. 173 z‘intgegom 147.237.77. 216 [dover . i df . | D stri utec ll‘f;;_t;;’éisg?ﬂeﬁvi‘fisp;” Bock |1
169.229.3.91 |Wited Sates |147.237.77. 170 |nmar achot . i df . i | z;[)fm :ﬂg?ﬁ%‘j?k&’fgﬁdﬁbﬁn A‘,}gﬁ?ff&* APAMLAAT g ook 1
68.195. 154. 253 |Lhited Sates [147.237.76.42 |refuah.idf.il Abnormal |y Long Header Line request header name Bl ock 1
66.249. 73.138 |l srael 147.237.72. 156 [aman. i df . i | Unaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1
169.229.3.91 |lhited Sates [147.237.72. 156 [aman. i df . il Distributed Unknown HTTP Request Met hod Bl ock 1
157.55.39. 230 [Lhited Sates [147.237.72.166|aka.idf .i | Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
68. 195. 154. 253 |Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hor i zed Met hod PCST for 147.237.76. 42/ B ock 1
207.46.13.94 |lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/niluinitenpl at es/ B ock 1
169.229.3.91 |lLhited Sates |147.237.76.200]|ei tan. aka.idf.il Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 Bl ock 1
66.249. 78. 199 |l srael 147.237.72. 166 |aka. i df . i | Unknown Paranet er 5cf 35968 in aka.idf.il/news/ None 1
169.229.3.91 |lhited Sates [147.237.0.34 |tikshuv.idf.il Mil tiple Abnornmal |y Long Request from 169.229. 3. 91 B ock 1
107.178. 194. 87 |Wited Sates |147.237.77. 216 |dover. i df . i | D stri utec ll‘f;;_t;;’;gfﬂeﬁvi‘fisp;” Bock |1
188.138. 1. 218 |Ger many 147.237.77.19 [lawforumidf.il Unaut hori zed URL Access to 147.237.77.19/ Bl ock

68. 195. 154. 253 |Lhited Sates [147.237.76.42 |[refuah.idf.il Illegal Byte Gode Character in Header Nane B ock 1
66.249.78.109 |Israel 147. 237.77. 216 |dover . i df . i | e e et el dover. aspx Bock |1
169.229.3.91 |Whited Sates |147. 237.72. 156 |anan. i df . i | we?gﬁ#zzt]exgdéfggifﬁ tn Qery Sring on [[#24]] AexSkn 9A Al 1
169.229.3.91 |lthited Sates [147.237.0.34 |tikshuv.idf.il Dstributed I11egal Byte Qode Character in Header Nane Bl ock 1
68.195. 154. 253 |Lhited Sates [147.237.76.42 |refuah.idf.il Unknown HTTP Request Method A-[[#0]][[#0]1[[#0]]AAC in URL B ock 1
207.46.13.189 |Wnited Sates |147.237.76.86 |navy.idf.il thauit hori zed URL Access to Bock |1

navy. i df.il/tenpl at es/ shared/ user cont rol s/ header upper/
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