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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3379
185. 130. 5. 228 147.237.76. 197 e. hinush.idf.il B ock_Up Al _Nets drop 1
89.248.174. 4 Net her | ands 147.237. 76. 147 chi nuch. aka.idf.il Bock Np Al Net drop 1
89.248.174. 4 Net her | ands 147.237.76. 198 e.yohal an.idf.il Bock Np Al Net drop 1




01-18-2016-02:04:07 to 01-18-2016-03:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action ‘Count

122.112.77.58 Chi na 147.237.77. 74 lawidf.il [22280: HITP. Jooma Qhject Injection Wi nerability B ock 1




01-18-2016-02:04:07 to 01-18-2016-03:04:07

|Top Attackers In |D|

A tacker

deni al of service attenpt

‘Target Addr ess ‘(bumry Signature
202.3.255.143 (147.237.77. 216 gf;ﬁgsia dover i df .il GPL SCAN nmap TCP 524
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 5
66.249.64.17  [147.237.77.176|Wited Sates |[natpash.idf.il ET SCAN NVAP -sA (2) 2
80. 82. 64. 68 147.237.77. 226 |Netherlands ~ |waw chanat z. aka. i df.i| [ET SCAN NMVAP -sS wi ndow 1024 1
46.151.53. 196 |147.237.8.27 [kraine e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
159. 203. 116. 90 [147.237.0.16 |Wnited Sates |ny-kosher-kravi.idf.il SERVER APACHE Apache nod_ss| non- SS9 connection to SS. port 1




01-18-2016-02:04:07 to 01-18-2016-03:04:07

|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
202. 3. 255. 143 ';)lemh. 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SWN drop 37
ynesi a
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
5.28.181. 53 I srael 147.237.77. 233 |atal i df i Bad TCP sequence v?':dgitvrsacnaslnlt wth different monitor |14
173.54.182. 217 |Wited Sates |147. 237. 72.166 [aka.idf. il Bad TCP sequence mﬁsgreansm wehdifferent | onitor |10
85.250. 196. 241 |Israel 147.237.77. 243 |robi | e. i of .| Streaning Engi ne: TCP nvalid segnent retransmssion. drop 9
Inval i d Retransn ssion Packet dropped.
173.54.182. 217 |wited Sates [147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
41.33.232.66 Egypt 147.237.77. 216 |dover. i df . i Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data monitor |5
178. 255. 215. 87 |France 147. 237. 77. 216 |dover.i df .i | dr op SAMrule drop 5
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df . i | Bl ock HTTP Non Gonpliant [Failed to handle connection data monitor |4
63.143.225.53 |Lnited Sates |147.237.72.166 |aka.idf.il dr op First packet isn't SWN drop 4
157.55.12.84  |Wited Sates |147.237.76. 200 |ei tan. aka i df.il Streamng Engi ne: TCP Invalid segnent retransmssion. drop 4
Inval i d Retransnission Packet dropped.
79.177.122. 168 |Israel 147.237.72. 166 |aka i df . Streamng Engi ne: TP Invalid segnent retransmssion. drop 3
Inval i d Retransnission Packet dr opped.
195. 154. 226. 90 |France 147. 237. 72. 166 |aka.i f . i | dr op SAMrule drop 3
157.55.39.64  |UWited Sates |147. 237. 77. 243 [nobile.idf i1 Streamng Engi ne: TP Invalid segnent retransmssion. drop 3
Inval i d Retransmi ssion Packet dropped.
80. 82. 64. 68 Netherlands  [147.237.77. 226 [!"" chanat z. aka. i df ge;‘rerir:t n?_i E:Qt]' T;f c;l;(z:;nent ;?Do\fezgzzgzer?c“; clidd'::t)(i d':';:"pe 4 [drop 3
109. 65. 128. 206 |Israel 147.237.72. 166 |aka i f .| Streamng Engi ne: TP Invalid segnent retransmssion. drop 3
Inval i d Retransmi ssion Packet dropped.
79.176.60.79  |israel 147.237.76. 42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect
178. 255. 215. 87 |France 147.237.77.74 [lawidf.il drop SAMrul e drop
141.212.122. 196|thited Sates [147.237.76.39 |nobile.neitav.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect
216.243.31.2  |Wited Sates |147.237.0.17 ;"lnly kosher-kravi-Td|qyN At t ack SYN -> SYN-ACK -> RST rgject |1
130. 193. 50. 7 gz:;;r: on 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
169. 229. 3. 91 Lhited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
27.46.137.51 Chi na 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcement |drop 1
141.212. 122. 203|Lhited Sates [147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.243.31.2  |wited Sates |147.237.77.233|atal.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121.192|lhited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcement |drop 1
89.139.52.191 |Israel 147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
169.229.3.91  |[lhited Sates [147.237.77.19 [lawforumidf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.197|lhited Sates |147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |dr op 1
216.243.31.2  |wited Sates [147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
130. 193. 50. 7 g;z:;”ion 147.237.77.74 |lawidf.il Bad TCP sequence mﬁsrczt;ansm wthdifterent | onitor |1
176.13. 18. 29 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber aert 1
80. 82. 64. 68 Netherlands  [147.237.77.226 }":’“’“ha"“tz' aka.ldl. |gad TCP sequence Invalid ACK nunber moni tor |1
169.229.3.91 Lhited Sates [147.237.8.27 |e.nadimatal.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcement |dr op 1
141.212.122. 203|thited Sates [147.237.8.46 |e.chinuch.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.121. 192|thited Sates [147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
104. 156. 228. 154|Uhited Sates |147.237.0.200 |ru.idf.il drop drop 1
169.229.3.91  |[lhited Sates [147.237.77. 176 |nat pash.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
73.245.195.227 |Wited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
2.54.149. 65 I sr ael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 200|thited Sates [147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
216.243.31.2  |wnited Sates |147.237.0.35 [akaws.idf.il dr op drop 1
141.212.121. 192|Wited Sates |147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
176.13.18. 29 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |1
169.229.3.91  |lhited Sates [147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 204|Wnited Sates |147.237.0.15  |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 195|thited Sates [147.237.76.39 |nobile.neitav.idf.il |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
169. 229. 3. 91 Lhited Sates [147.237.77.227 |e.hanaz.idf.il Geo- | ocati on enf or cenent Geo-1 ocation inbound enforcenent |drop 1
73.245.195. 227 |Wited Sates [147.237.77. 216 [dover.idf.il Bad TCP sequence I'nvalid ACK nunber monitor |1
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1




01-18-2016-02:04:07 to 01-18-2016-03:04:07

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
207.46.13.94 Lhited Sates [147.237.76. 147 |chi nuch. aka. i df . i | Mil tipl e Uhaut horized URL Access from 207.46. 13. 94 B ock
46.120. 235. 154 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
185.32.179. 171 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock
} . . D stributed Unaut hori zed URL Access on
208.184.112.74 |lhited Sates [147.237.77.216|dover.idf.il Wi i dff i 1/ 1133- 22635 he/ dover . aspx. Bl ock 2
: . . D stributed Unhaut hori zed LRL Access on
204.13.200.200 |thited Sates [147.237.77.216|dover.idf.il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 2
84.108.32.120 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: sigal gs DoS At ack None 2
Unaut hori zed URL Access to
157.55.39.131 [thited Sates [147.237.77.234|hal ag.idf.il wan | ogi stics.atal.idf.il/tenplates/shared/ usercontrol s/ navnenw und |Bl ock 1
efi ned
85. 250. 196. 241 |[Israel 147.237.77.243|mobi | e. i df . i | D stributed Suspicious Response Code B ock 1
Unknown HTTP Request Met hod AYAQAVA?[ [ #22] 1 [[#7]] QA ~AR2 Az
169. 229. 3. 91 Wited Sates [147.237.77.176|mat pash. i df.il C{AT[#2] ][ [#5] ] AcyAva AS[ [ #15] ] A?[ [ #23] ] =[ [ #11] ] AIxADA? in B ock 1
URL Oy xa
169. 229. 3. 91 Lhited Sates [147.237.77.19 [lawforumidf.il Abnormal |y Long Request et hod B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72.166|aka.idf.il Illegal Byte Qode Character in Method A—ZAB[[#15]] B ock 1
: . . D stributed Uhaut hori zed LRL Access on
107.178.194.87 |Wnited Sates |147.237.77.216|dover.idf . il v i df i | / 1133- 22638- he/ dover . aspx. B ock 1
. . D stributed Unauthori zed URL Access on
77.247.181.163 |Netherlands  [147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
Unknown HTTP Request Met hod +AAC VASAEA;A 3[[#29] 1 AA A’
169.229. 3. 91 Lhited Sates [147.237.77.19 [lawforumidf.il Y[ #5] ] ASAZ} YAY,; B3vOA™MAH [ #0] ]i [ [#17] ] At [ #4] ] AuKVNAE B ock 1
AR #5] ]!
. . Uhaut hori zed URL Access to
37.1.207.7 Net her | ands 147.237.76.42 |refuah.idf.il vow refua. atal i of i1 /i p storagel il es/ 13191, pof’ B ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.147|chi nuch. aka.idf.il [Abnornal |y Long Request request version B ock 1
' ny- kosher -kravi . i df |s3 untraceabl e Gonnection - Protocol viol ation
159. 203.116. 90 |lhited Sates |[147.237.0.16 o (SSL_CONN QLI ENT HELLO) None 1
104. 149. 117. 245|United Sates |147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wwu i df.il/newsite/ hebrew nain. asp Bl ock 1
173.54.182.217 |Uited Sates |147.237.72.166|aka.idf.i | Ml tipl e Uhaut horized URL Access from 173,54, 182. 217 B ock 1
169.229. 3. 91 Lhited Sates [147.237.77.19 [lawforumidf.il Il1legal Byte Qode Character in Header Nane Bl ock 1
66.249.75.107 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
2.54. 160. 79 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: si gal gs DS Attack None 1
] . . Ill1egal Byte Gode Character in Query Sring on &E™xEx™
169.229.3.91  |lhited Sates |[147.237.72.166(aka. i df. il - & S(A¥nt> A x2AupA: [ [ #1]] Al B ock 1
. . D stributed Unaut hori zed URL Access on
195.154.56. 44  |France 147.237.77. 216 (dover.idf . il v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
109. 253. 192. 141 ]I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: sigal gs DS Attack None 1
W, chamat z. aka. i |waut hori zed URL Access to
80. 82. 64. 68 Net her | ands 147.237.77. 226 df il qassam ps/ fi | es/ mar t yr s/ 37ee9280da. | pg B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.176|mat pash. i df . i | Aonornal |y Long Request request version B ock 1
. . D stributed Unaut hori zed URL Access on
37.187.129.166 |France 147.237.77. 216 dover.idf .il Wi i dff i 1/ 1133- 22461- he/ dover . aspx. B ock 1
169. 229. 3. 91 Uhited Sates |147.237.76.147|chinuch. aka.idf.il [Mitiple Illega Byte Code Character in Method from169.229. 3. 91 B ock 1
160.220.3.91 |uited Sates [147.237.0.15 |kosher-kravi.idf. il |59 Bt de Craracterin Nethod [[#ATIA TSRO g o g
217. 69. 136. 208 RJSf;;”i o 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/international training B ock 1
173.54.182. 217 |UWited Sates |147.237.72.166|aka.idf.il Uhaut hori zed URL Access to www aka. i df.il/x8xzx¢ Bl ock 1
: ; ; D stributed Unauthori zed URL Access on
107.178.194.79 |lhited Sates [147.237.77.216|dover.idf.il v i df i | / 1133 22638- he/ dover . aspx. Bl ock 1
Illegal Byte Code Character in Method +AA YASAEAA 3[[#29]]A,
169. 229. 3. 91 Lhited Sates [147.237.77.19 [lawforumidf.il A A} [[#5]] ASAZ} YA, 3vOA™MAH [#0] 1i [ [#17]] A%[ [ #4] ] AuKVNAE Bl ock 1
AR #5]]!
66.249.78.159 [Israel 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to waw idf.il/kesher/ B ock
5.28.181. 53 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock
] . . Illegal Byte Gode Character in URL &E™xEx™
169.229.3.91  [lhited Sates [147.237.72.166|aka.idf .il « 6 >( A¥nt> A x2AVpA: [ [ #1]] Au Bl ock 1
. . D stributed Unaut hori zed URL Access on
195. 154.56. 44  |France 147.237.77. 216 |dover.idf .il Wi i dff i 1/ 1133- 22638 he/ dover . aspx. B ock 1
. . D stributed Unhaut hori zed LRL Access on
150. 70. 173. 6 Japan 147.237.77.216|dover . i df .i | v i df i | / 1133- 22461- he/ dover . aspx. Bl ock 1
84.94.198.122 |lIsrael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df.il/hi nush/sitel he/ hi nush. asp |Bl ock 1
Il1legal Byte Gode Character in Method AYA,
169.229. 3. 91 Lhited Sates |147.237.77.176|mat pash.idf.il gAVAR[ [#22] 1 [ [#7]1]1 QA "R Ax { AT [#2]1[ [ #5]] AcyAvs AS Bl ock 1
[[#15]] A?[ [ #23]] =] [ #11] ] AIxADA?
169. 229. 3. 91 Lhited Sates |147.237.76.147|chi nuch. aka.idf.il [Miltiple Malformed URL from 169.229. 3. 91 B ock 1
40.77.167. 62 Lhited Sates [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
169.229. 3. 91 Lhited Sates [147.237.0.15 |kosher-kravi.idf.il |Illega Byte Qode Character in LR B ock 1
181.199. 132. 54 |Feru 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw idf.il/en B ock 1
. . - DO stributed Unaut hori zed URL Access on
107.178.194.83 |Wnited Sates |147.237.77.216|dover.idf.il v i dff i 1/ 1133- 22461 he/ dover . aspx. B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.19 [lawforumidf.il Mal formed URL B ock 1
68.180.228.112 [lnited Sates |147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin ww i df . il/1397-en/ dover. aspx [Bl ock 1
5.29.107.22 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1517- he/ at al . aspx B ock 1
169. 229. 3. 91 Lhited Sates [147.237.72.166|aka.idf.il Mal formed URL A€E™xE€x™e O >(A¥m> A x?AVpA. [ [#1]] Au B ock 1
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