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|Top Attackers | n DDoS- Def ence |

Attacker Address
167. 114. 156. 16

|Attacker Country

|Target Address

| site |Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3004
106. 85. 76. 186 Chi na 147.237.76. 34 yohal an.idf.il |B ock Wdp All Nets drop 1
171. 83. 32. 145 Chi na 147.237.76. 34 yohalan.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
66. 96. 128. 60 Lhited Sates 147. 237.77. 216 dover.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 1
184. 173. 233. 226 Lhited Sates 147.237.77. 216 dover.idf.il |5670: HITP. SQ Injection (SELECT) B ock 1
195. 140. 210. 83 Ger nany 147.237.77. 233 atal .idf.il 5670: HITP. SQ I njection (SALECT) Bl ock 1
216. 249. 107. 200 Lhited Sates 147.237.77. 233 atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

202.3.255.143  [147.237.77. 216 ;f;fgsia dover i df il GPL SCAN nnmap TCP 520

66. 96. 128. 60 147.237.77. 216 |lUhited Sates |dover.idf.il S Injection - Select Fom 5

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4

216.249. 107. 200|147. 237. 77. 233 |Whited Sates |atal .idf.il SQ Injection - Select From 3

184.173. 233. 226(147. 237. 77. 216 |Lhited Sates |[dover.idf.il S Injection - Select Fom 3

191.240.136.5 [147.237.77. 226 |Frazil wawn chanat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 1024 1

191.240.136.5 |147.237.76. 199 |Rrazi e. nakchal .idf .il ET SCAN Potential VNC Scan 5900- 5920 1

187 160.190.9  |147. 237 77. 74 |hsxi co Lawidh il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

89.248.172. 140 |147.237.0.19 |Netherlands  [nadimatal.idf.il ET SCAN Behavi or a Lhusugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection

72.228.149. 143 |147.237.8.45 |Whited Sates |e.eitan.idf.il ET SCAN NMAP -sS wi ndow 1024 1

191.240.136.5 [147.237. 76. 200 |Brazi eitan aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1

187 160.190.9 1147 237. 77 234 | co helag i df il ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

72.228.149. 143 |147.237.8.45 |lhited Sates |e.eitan.idf.il ET SCAN NMAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
202. 3. 255. 143 ';)lemh. 147. 237. 77. 216 |dover. i of . i | drop Frst packet isn't SN drop 37
ynesi a
41. 33.231. 90 Egypt 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 36
72.9.148.10 Lhited Sates |147.237.77.74 |lawidf.il dr op First packet isn't SN drop 24
66.249.93.142 |lhited Sates |147.237.77.74 |lawidf.il drop Frst packet isn't SN drop 20
173.54.182. 217 |UWited Sates [147.237.72.166 |akaidf. il Bad TCP sequence mﬁﬂrs\:;ﬁ':c;gth moni tor |10
213.8.204.1 I srael 147.237.72. 166 |aka. i df .i | drop SAM rul e drop 10
66.167.32.133 |Uhited Sates |147.237.77. 176 |nat pash.idf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |9
173.54.182. 217 |wited Sates [147.237.72. 166 |aka i df.il SYN Attack SYN -> SYN-ACK -> Timeout |reject 7
41. 33.232. 66 Egypt 147.237. 77. 216 [dover.i df .i | Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data [nonitor 6
66.249.93.148 |lhited Sates |147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
109.253.195.5  |Israel 147. 237.72. 166 |aka. i f . Bad TCP sequence v?’:dﬁr::;”lt wth different monitor |5
109. 186. 13. 217 [Israel 147.237.72. 166 |aka. i of .| SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 4
79.182. 148. 146 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor (4
31. 210. 188. 113 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
195. 34.150. 18  |Austria 147.237. 77. 216 |dover.i df .i | Bl ock HTTP Non Gonpl i ant Failed to hand e connection data |monitor |4
212.76.127.10 |Israel 147.237. 77. 226 V\TAIW chanatz. aka. 1df 1 ok HITP Non Conpl i ant Failed to hand e connection data [monitor |3
212.76.127. 44 |israel 147.237.77. 226 [} chanat z.aka. 1df 1y 5k HITP Non Conpl i ant Failed to hand e connection data [monitor |3
176.13.18.122 [israel 147.237.72. 166 |aka. i df . i Bad TCP sequence mdgjr::;rit with different monitor |3
79.180. 241. 139 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP | nvalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
79.178.219. 157 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransmissi on. drop 3
Ret r ansni ssi on Packet dr opped.
79.179.177.58 | srael 147.237.77. 176 |nat pash. i df . il dr op Frst packet isn't SN drop
80.178.150. 48 |lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
157.565.39.225 |[Whited Sates |147.237.72.166 |aka.idf.il Streamng Engi ne: TCP Invalid |invalid segnent retransmssion drop 2
Ret r ansni ssi on Packet dropped.
2.52.163.180  [Israel 147.237.72. 166 |aka. i of .| SYN At t ack SYN - > SYN-ACK -> RST rej ect 2
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
66.249.93. 145 |lhited Sates [147.237.77.74 |lawidf.il dr op First packet isn't SN drop 2
5.22.135. 247 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
180.76.15.22  |onina 147.237.77. 234 |hal ag.i df . Streaning Engine: TCP Invalid invalid segnent retransmissi on. drop 2
Ret r ansni ssi on Packet dr opped.
5. 102. 254. 99 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
204.79.180. 181 |United Qates |147.237.72. 166 |aka i df i Streamng Engi ne: TCP Inval id |invalid segnent retransnission. |, o 2
Ret ransni ssi on Packet dropped.
178. 255. 215. 87 |Fance 147.237.77.74 |lawidf.il dr op SAMrul e drop 2
169.229.3.91  |Wnited Sates |147.237.76.31 |nakchal .idf.il SYN At t ack SYN - > SYN-ACK -> RST rej ect
141, 212. 122. 203|tited Sates [147.237.76.30 |hinush.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect
216.243.31.2  |Wited Sates [147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent Sﬁ?o'r?iiihf’" t nbound drop 1
37.46. 39. 110 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber monitor |1
141.212.122.88 |Uited Sates [147.237.76.86 [navy.idf.il SYN Attack SYN - > SYN-ACK -> RST rej ect 1
195. 154. 226. 90 |France 147.237. 77. 216 |dover . i df .i | drop SAM rul e drop 1
79.179.177.58  |[Israel 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
141.212.122.91 |Wited Sates [147.237.8.24 |e.lifestyle.idf.il Geo- | ocati on enf or cenent (effolrg‘e:i'nto” i nbound drop 1
141.212.122.84 |Whited Sates |147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent gﬁ?;):ggﬁsmon  nbound drop 1
178. 255. 215. 87 |Fance 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 1
84.94.190.248 |Israel 147.237. 72. 167 |i shuri maka. i df . i | Bad TCP sequence I'nvalid ACK nunber aert 1
169.229.3.91  |tited Sates [147.237.76.42 |refuah.idf.il SYN Att ack SYN - > SYN-ACK -> RST rej ect 1
73.245.195.227 |Wited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 1
141. 212. 122. 204|Wnited Sates |147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
216.243.31.2  |nited Sates |147.237.76.42 |refuah.idf.il SYN Attack SYN - > SYN-ACK -> RST rej ect 1
141.212.122.89 |tited Sates [147.237.76.86 [navy.idf.il SYN Attack SYN - > SYN-ACK -> RST rej ect 1
201. 195. 147. 154|Gosta Rca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
173.236. 152. 135|Whited Sates [147.237.77.74 |[lawidf.il B ock HTTP Non Conpl i ant Failed to handl e connection data |nonitor |1
79.179.177.58 |Israel 147. 237. 77. 176 |net pash. i of . | SYN Attack SYN -> SYN-ACK -> Timeout |reject 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 143. 25 |Israel 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 4
66.167.32.133 [United Sates [147.237.77. 176 |nat pash. i df .i | maﬁge;t pe Moo nlsf(?;;[r.rz);tpxi " HBock |3
46.19. 86. 174 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock
2.54.189. 141 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
109. 253. 143. 25 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response CQode B ock
37.1.207.7 Netherlands  |147.237.76.42 |refuah.idf.il m”:efhzg ;te; .ﬁ.fffgss_;t%rag i1 e/ U 3191 pef Bock |2
96.228.26.234 |nited Sates |147.237.77.176|mat pash.idf.il |PHP Attenpt B ock 1
169.229. 3. 91 Lhited Sates |[147.237.77.235|sviva.idf.il Mal formed URL >As[ [ #18]] Ace[ [ #26] ] x© Bl ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.233|atal .idf.il Mil tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
2.54.160. 79 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
Unaut hori zed URL Access to
207.46.13.156 |lited Sates [147.237.77.74 |lawidf.il v | aw i df . i |/t enpl at es/ t enpl at econt rol s/ news/ si p_st orage/ fil es/ 7/ 1437. p |B ock 1
df/
169. 229. 3. 91 Lhited Sates |147.237.76.31 |nakchal .idf.il |[MitipleIllegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
180. 76. 15. 22 Chi na 147.237.77.234|hal ag. i df . i | O stributed Suspicious Response Code Bl ock 1
66.249.78.234 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.77.235|sviva.idf.il Illegal Byte Qode Character in Header Nane B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.76.42 |refuah.idf.il Mitiple Il1legal Byte Qode Character in LRL from169. 229. 3. 91 B ock 1
169. 229. 3. 91 Uhited Sates |147.237.76.30 |hinush.idf.il Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
204.13.200.200 [Uited Sates [147.237.77. 216|dover idf . i1 [( ot G EBUEEE - eeees on Bock |1
Unknown HTTP Request Met hod
169. 229. 3. 91 Uhited Sates |147.237.77.235|sviva.idf.il AcPI A A p[[#29] 11 (ARON [#17] I AAIL[#7]1]1 [ [#24]1 A <A WAceA in LR B ock 1
>AJ[ [ #18] ] Ace[ [ #26] ] x©
96.228.26.234 |Lhited Sates |147.237.77.176|mat pash.idf.il [Wauthorized URL Access to wn cogat.idf.il/xnirpc. php B ock 1
169. 229. 3. 91 Uhited Sates |147.237.77.233|atal .idf.il Mitiple Illegal Byte Code Character in Mthod from 169. 229. 3. 91 B ock 1
66. 249. 69. 48 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
208.90.57.196 |lLnited Sates [147.237.77.170|maarachot.idf.il|UR is Above Root Drectory naarachot.idf.il/../../ B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.76.31 |nakchal .idf.il [Miltiple Miformed URL from 169.229. 3. 91 B ock 1
185. 25. 148. 240 |Pol and 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to testp3. pospr.waw pl / t est proxy. php B ock 1
109. 253. 192. 141 ]I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs oS Atack None 1
68.180.228.112 |lnited Sates [147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin vww i df . i|/1381- he/ dover. aspx B ock 1
169.220.3.91  |Wnited Sates |147.237.77.235|sviva. i df .i | '/»Sgpfgg AB):[T fz’g]e] ?za/gaa;i‘[er[ ;1”7]'“&9%[ 711 [ L4241 ) & <A oA Bock |1
169. 229. 3. 91 Uited Sates |147.237.76.42 |refuah.idf.il Mil tiple NLLL Character in Method from 169. 229. 3. 91 B ock 1
Unknown Par anet er
46.120. 221. 187 |Israel 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP acekbl der $bt nAt udaPrint in None 1
waw aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
169. 229. 3. 91 Lhited Sates |147.237.76.30 [hinush.idf.il NULL Character in Method B ock 1
Unaut hori zed URL Access to
207.46. 13. 44 Lhited Sates |147.237.77.216|dover.idf.il v i df . i |/ &sa=uved=0ca0qf j aaahukewi j 6_kykpf gahwj xhgkhvt gdnu&si g2 |Bl ock 1
=ndaz6nsozbnilft pnczr gha&usg=af gj cnhcdsh5r yhkeugapx! dsq7f owj whw
173.54.182.217 |lhited Sates |147.237.72.166aka.idf.i | Ml tipl e Unaut horized URL Access from 173.54. 182. 217 B ock 1
107.178.194.83 |Wited Sates [147.237.77. 216 |dover. i df .i | D stri utec 1?;;};;;;;?&%&??:&” Bock |1
169. 229. 3. 91 Uhited Sates |147.237.77.233|atal .idf.il Mitiple Illegal Byte Qode Character in URL from169. 229, 3. 91 B ock 1
66. 249. 78. 97 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx Bl ock 1
5.102.254.99  |israel 147. 237.72. 166 |aka. i df . i | (sz_SLu_qt Og“ﬁjgjéﬁ?fggéﬁ”ﬁ (;rféfgéq‘%a“on None 1
217.69. 136. 204 :32::1”' on 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to ww i df.il/hebrew organi zati on/ homefront/ |Bl ock 1
169.229. 3. 91 Lhited Sates |[147.237.76.31 |nakchal .idf.il |Miltiple Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
129. 45. 62. 93 147.237.77.216|dover. i df . il Unaut hori zed URL Access to v i df.il/: 85/ airforcel honepage. aspx B ock 1
195. 154. 194. 111|France 147.237.76.200|ei tan. aka. i df . i | |PHP Attenpt B ock 1
68.180.228.112 [lnited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin vww i df . il/1779- he/ dover. aspx Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.235|sviva.idf.il Illegal Byte Code Character in URL >A¢[[#18]] Ace] [ #26]] x© B ock 1
169. 229. 3. 91 Uited Sates |147.237.76.42 |refuah.idf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
62.210. 226.9 France 147.237.72. 156 |anan. i df . i | Dstributed MSSQ. Data Retrieval with Inplicit  Qonversion Erors(+) None 1
169. 229. 3. 91 Lhited Sates |[147.237.76.31 |nakchal .idf.il [Abnormally Long Request et hod B ock 1
207. 46. 13. 94 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/ml ui nhoraot B ock 1
173.54.182.217 |Uited Sates [147.237.72.166aka.idf.il Unaut hori zed URL Access to waw aka.idf.il/x8xzx¢ Bl ock 1
107.178.194.87 |Wited Sates [147.237.77.216|dover. i df .i D stri uted 1?;‘;};%;;_6&%\//;‘?22;” Bock |1
169. 229. 3. 91 Lhited Sates |[147.237.77.233|atal .idf.il Mil tipl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
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