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M hinush. i df .l
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M nobi le.idf.il
[ ishurimaka.idf.i
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hal ag.idf.il
M navy.idf.il

Top Attackers
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I 41.33.231.90
176. 12. 155. 145
W 217. 132. 99. 62
M 169.229.3.91
[ 85. 250. 21. 253
M 46. 19. 85. 164
46. 19. 85. 108
M 31.168.91.37
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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3001
212.179. 54. 237 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets dr op 3
89.248.174. 4 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il Bock Np Al Net drop 1
89.248.174. 4 Net her | ands 147.237. 76. 196 e.sviva.idf.il Bock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
202.3.255.143  [147.237.77. 216 gle;fgsia dover i df il GPL SCAN nmap TCP 517
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW wth fake user agent 5
66. 249. 69. 34 147.237.72.166 |Lhited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
112.196. 49. 101 |147.237.76. 199 |I ndi a e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
20,177 28.168  |147. 237 76.30 |5 el hirshLi b il ET DO5 Large amount of TCP ZeroVindow - Possible Nkiller2 DDos 1
attack
45.32.75.110 147. 237. 76. 86 navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
31.210. 67. 78 147. 237. 76. 197 | Tur key e. hinush. i df .i | ET SCAN Potential SSH Scan 1
31.210.67.78 147. 237. 76. 44 |Turkey e.refuah.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220(147. 237. 72. 14 |Sweden dover.idf.il(od) |ET SCAN NVAP -sS w ndow 1024 1
1 20. 168. 200 147 237 76.30 |Thai 1 and i rsh i df i | ET SDAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
191.240.136.5 |147.237.76. 199 |Brazi e.nakchal .idf.il [ET SCAN NVAP -sS wi ndow 1024 1
172. 98. 200. 238 |147. 237. 76. 197 ehimshid.il |ET SCAN NVAP -sS wi ndow 3072 1
112. 196. 49. 101 |147.237.76. 199 |Indi a e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 4096 1
85, 250. 181 16 |147. 237 76.86 |1srael vy, i df i1 ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos 1
attack
31.210. 67. 78 147. 237. 76. 198 | Tur key e.yohalan.idf.il [ET SCAN Potential SSH Scan 1
31.210.67.78 147. 237. 76. 148 | Tur key gacenter. aka i df .i [ET SCAN Potential SSH Scan 1
31.210.67.78 147. 237.76. 34 |Turkey yohal an. i df.il ET SCAN Potential SSH Scan 1
191.240.136.5 |147.237.76.202|Razi e.halag.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
191.240.136.5 |147.237.76.42 |Bazil refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
172. 98. 200. 238 |147. 237. 76. 197 e. hinush. i df . il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker ) . Devi ce
Attacker Address count ry ‘Target Address |Ste Signature Action
French . . L
202. 3. 255. 143 . 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 38
Pol ynesi a
41. 33. 231. 90 Egypt 147.237.77. 216 |dover.idf.il drop SAMrul e drop 36
85.250. 21. 253 I srael 147.237.76.42 |refuah.id.il Bad TCP sequence S retransmt wih different | pnivor |15
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
31.168.91.37  |israel 147.237.72. 167 |i shuri maka. i df . i | 9 =g Inval i d segnent retransmssion. |y, 12
Ret r ansmi ssi on Packet dr opped.
217.132.99.62 |lIsrael 147.237.72. 166 |aka.i of .i | Bad TCP sequence I'nval i d ACK nunber monitor |12
217.132.99.62 |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence Invalid ACK nunber aert 11
46. 19. 85. 89 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval i d ACK nunber monitor |10
176. 12. 155. 145 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
176.12. 155. 145 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 7
46. 19. 85. 164 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber monitor |7
24.96.210.181 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
176. 12, 155. 145 |lIsrael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Tinmeout |[reject 7
46. 19. 85. 164 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval id ACK nunber alert 6
195.34.150.18 |Austria 147.237.77. 216 |dover.idf . i | Bl ock HTTP Non Conpli ant Failed to handl e connection data [monitor  [6
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | drop SAMrul e drop 6
41.33.232.66 Egypt 147.237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 6
reaming Engine: TCP Invali i i ssi
77.125.83.188 |Israel 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
46. 19. 85. 225 I srael 147. 237.72. 156 |anan. i df .i | SYN At ack SYN -> SYN-ACK -> RST rej ect 6
46. 19. 85. 178 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert 6
46. 19. 85. 108 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 178 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber nonitor |6
46. 19. 85. 108 I srael 147.237.77. 216 |dover.idf i | Bad TCP sequence Inval i d ACK nunber monitor |6
Sreaning Bngine: TQP Invalid i i SSi
217.132.12.218 |Israel 147.237.77. 243 |nobi l e. i of . 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dr opped.
176. 12. 155. 145 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
172.58. 16. 26 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19. 85. 225 I srael 147.237. 72. 156 |aman. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
185. 120. 126. 10 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
r eam n ine: TCP Invali i i ssi
77.125.87. 4 I srael 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid |invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
212.76.127.219 |lIsrael 147.237.77. 234 |hal ag.idf .il Bl ock HTTP Non Conpl i ant Fai l ed to handl e connection data |nonitor 3
reaming Engine: TCP Invali i i ssi
185. 120. 126. 77 147. 237.72. 166 |aka i df . i | Streaning Engine: TCP alid Jinvalid segnent retransnissi on drop 3
Ret ransm ssi on Packet dr opped.
Russi an S Streamng Engine: TCP Invalid [invalid segnent retransnission.
141. 8.132. 112 ration 147.237. 72. 166 |aka. i df .i | Ret 1 ansni Ssi on Packet dr opped. drop 3
Sreaning Engine: TQP Invalid i i SSi
2.54.55.76 I'sr ael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g, 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.181.119. 227 | srael 147.237.72. 166 |aka i f . 9 =9 Inval i d segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
149.78.32.141 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid ' i ssi
31.210.188.82 | srael 147. 237. 72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
46.116.87.164 |Israel 147.237.77. 243 |nobile.i df . 9 =9 Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
46. 19. 86. 59 I srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Inval id ACK nunber monitor |3
Sreanming Engine: TCP Invalid i i ssi
80. 246.137.68  |Israel 147.237. 77. 243 |robi 1 e i df . i | 9 =g Inval i d segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
149.78.229.33 |israel 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g ., 3
Ret r ansmi ssi on Packet dr opped.
62.219. 135. 220 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 3
Sreaning Engine: TQP Invalid i i Ssi
2.54.35.96 I'sr ael 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. g ., 3
Ret r ansm ssi on Packet dr opped.
46. 19. 86. 106 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
46.19. 86. 77 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber monitor 2
46. 19. 86. 208 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
63.168. 168. 166 |Yenen 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 2
Sreaning Engine: TCP Invalid i i ssi
199.30.25.239 |Wited Sates |147.237.72. 166 |aka.idf. il 9 =9 Invalid segnent retransmssion. |, 2
Ret ransm ssi on Packet dropped.
176. 12. 155. 145 |l srael 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYNACK -> Tineout [alert
63. 168. 168. 166 |Yenen 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber noni t or
71.6.135.131  |Wited Sates |147.237.0.16 i”I”'kOSher'kra""'df' SYN Att ack SYN -> SYN-ACK -> Tineout |reject 1
141.212.122. 207|Uited Sates |147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
208.113. 186. 193|nited Sates |147.237.72.166|aka. i df.il Mil tipl e Unaut hori zed URL Access from 208. 113. 186. 193 Bl ock 5
80. 246.137.68 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 4
217.132.99.62 |[Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 3
46.116.87.164 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
5.22.130. 78 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs oS Attack None 2
109. 67.162. 17 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 2
80.246.136.36 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
41.235.248.51 |Egypt 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-ar B ock 2
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il Abnornal |y Long Request request version B ock 1
69.179.9.171 Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/sip_storagel/files/2/4912.png |B ock 1
66.249.66.39  |Israel 147.237.77.74 |lawidf.il Q;Ne?iwfaéfﬁfrzgﬁgig ;;arggi)‘t in None 1
Illegal URL Path Encoding Q >AZ[[#18]]ad2C v+A’: vO &€ | Al EfdAYaE
169. 229. 3. 91 Lhited Sates [147.237.0.19 |nadi matal .idf.il TAEX'ASY A X[ [ #8] | #A) x¥5{ y[ [ #12] | A" Aj [ [ #24]] A2s A2AMETA™ Bl ock 1
Avxvoq [ #31] ] A
14.192.210. 195 |Ml aysia 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . idf.il/xnirpc. php B ock 1
107.178.194.83 |Uited Sates [147.237.77. 216|dover . i df .i | b stri bt ec lulqsé’_t;;;g_eﬂeﬁvﬁf?:pﬁn Bock |1
84.108.248.170 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
171.25.193.132 [Sweden 147. 237.77. 216 |dover . i df . i | b stri bt oc lffgf:gégg?ﬁeﬁvﬁf?ssp;” Hock |1
66.249.78.173 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/atal 1/i zkor/view pictures.asp |B ock 1
169. 229. 3. 91 Uited Sates |147.237.77.226 \(/j\;/wxil.lchanat z.aka. | Illegal Byte Gode Character in Header Name B ock 1
157.85.39. 79 Uited Sates [147.237.0.34 |tikshuv.idf.il V\L?u?vu: FIS;LLZJ\?dl (:{LI IA/Cr(r:u?c’lsj (:sc; shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
185. 25. 151. 159 |Pol and 147.237.76.86 |navy.idf.il Lhaut hori zed UR. Access to testp5. niel no. | ubin. pl/testproxy. php B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/newsitelenglish B ock 1
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il Illegal Byte Code Character in Method [[#23]]/ AAR Ye' ~7 B ock 1
79.182.182.220 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
66. 249. 75. 6 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl el shar ed/ 960. css B ock 1
Mal formed URL O >AZ[[#18] ] aa2 (P v+A°: v(3 A€ | At ETdAYAE AEX"AS
169. 229. 3. 91 Uited Sates [147.237.0.19 |nadimatal .idf.il YA X[ #8] ] #A x¥5{y[ [ #12] ] A Aj [ [#24]] A>s APAMETA™AYxY Bl ock 1
9% [#31]] A
37.26.147.144 |israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
208. 113. 186. 193|Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/wp-adnin/ B ock 1
84.110. 208. 158 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
176.12.154. 98 |l srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: sigal gs DS Atack None 1
169. 229. 3. 91 Lhited Sates |147.237.77.226 \gmlchanat z.aka. | Illegal Byte Gode Character in Method [[#7]]As> B ock 1
66.249. 78.254 |Israel 147.237.72. 166 |aka. i df . i | m”;’k":i?r_ ?I”f;;r n/ag'i“;u‘ij’;;:eri;_aspx None 1
157.55.39.225 |Uited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka.idf.il/main/nisrot.aspx Bl ock 1
46.116.87.164 |[Israel 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to wwy aka. i df.il/main/ B ock 1
14. 192. 210. 195 |Mil aysi a 147.237.77.74 [lawidf.il PHP Att enpt B ock 1
188. 120. 148. 203|I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/giyus/forns. aspx B ock 1
95. 65. 34. 177 :‘Lt‘fg‘l’i i 1472377774 Jlawidf il Wnaut hori zed URL Access to / Bock |1
169.229.3.91  |Wiited Sates |147.237.77.234|hal ag. i df . il Ll-l,'li?a?l[ #%t]e]%de Character in LR xG&al GM[x3Q Aae Bock |1
66.249.75.127 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ nav. css B ock 1
Unknown HTTP Request Method A?qA-A%f[#2]]1J' A¥A?l in URL O >AZ
169. 229. 3. 91 Lited Sates [147.237.0.19 |nadi matal .idf.il [[#18]]1 282 O v+A: vO &€ | A EfdAYAEAEXAS) A x™ X Bl ock 1
[ [ #8] ] #Al x¥5{ y[ [ #12] ] A" Aj [ [ #24] ] A2s APA™ETA™AyacYop [ #31] ] A
141.212.122.81 |Uited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to /x B ock 1
37.142.196.69 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e S3. Sessions: sigal gs S Attack None 1
217.132.12.218 [israel 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
85.250. 21. 253 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shared/ r eset . css Bl ock 1
176.13.0.139  [Israel 147.237.72. 166 |aka. i df . i | m”;x:i z?fﬁﬁeéfng]%ﬁmm 'n None |1
169. 229. 3. 91 Lhited Sates |147.237.77.226 \é\;/W\i/.Icharrat z. aka.i Mal formed URL B ock 1
66.249. 78. 254  |Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter docl.. in v aka. idf.il/main/giyus/general.aspx [None 1
169.229. 3. 91 Lhited Sates |147.237.0.19 |madimatal .idf.il Illegal Byte Code Character in Method A2gA A[#2]]J Ak B ock 1
46.182.106.190 |Netherlands [147.237.77.216 |dover. i df .| b stri bt oc 1T§;f;§;gi?geﬁvﬁcfsspsn Hock |1
14.192. 210. 195 |Mil aysi a 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 1
204.13. 200. 200 [United Sates |147.237.77. 216 |dover. i df .| Distributed thauthorized UL Access on Bock |1

v i df i |/ 1133- 22461- he/ dover . aspx.
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